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Command Syntax Conventions

The conventions used to present command syntax in this book are the same conventions
used in the IOS Command Reference. The Command Reference describes these conven-
tions as follows:

m  Boldface indicates commands and keywords that are entered literally as shown. In
actual configuration examples and output (not general command syntax), boldface
indicates commands that are manually input by the user (such as a show command).

m [ralic indicates arguments for which you supply actual values.

m  Vertical bars (|) separate alternative, mutually exclusive elements.
m  Square brackets ([ ]) indicate an optional element.

m  Braces ({}) indicate a required choice.

m  Braces within brackets ([{ }]) indicate a required choice within an optional element.
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Introduction

Congratulations! If you are reading this, you have in your possession a powerful tool
that can help you to

m Improve your awareness and knowledge of network security
m Increase your skill level related to the implementation of that security

m  Prepare for the CCNA Security certification exam

When writing this book, it was done with you in mind, and together we will discover
the critical ingredients that make up the recipe for a secure network and work through
examples of how to implement these features. By focusing on both covering the objec-
tives for the CCNA Security exam and integrating that with real-world best practices and
examples, Scott Morris and I created this content with the intention of being your per-
sonal tour guides, as we take you on a journey through the world of network security.

The 640-554 Implementing Cisco IOS Nerwork Security (IINSv2) exam is required
for the CCNA Security certification. The prerequisite for CCNA Security is the CCNA
Route/Switch certification (or any CCIE certification). The CCNA Security exam tests
your knowledge of securing Cisco routers and switches and their associated networks,
and this book prepares you for that exam. This book covers all the topics listed in
Cisco’s exam blueprint, and each chapter includes key topics and preparation tasks

to assist you in mastering this information. The CD that accompanies this book also
includes bonus videos to assist you in your journey toward becoming a CCNA in
Security. Of course, the CD included with the printed book also includes several prac-
tice questions to help you prepare for the exam.

About the 640-554 Implementing Cisco I0S Network
Security (IINSv2) Exam

Cisco’s objective of the CCNA Security exam is to verify the candidate’s understanding,
implementation, and verification of security best practices on Cisco hardware and soft-
ware. The focus points for the exam (which this book prepares you for) are as follows:

m  Cisco routers and switches
m Common threats, including blended threats, and how to mitigate them.
m The lifecycle approach for a security policy

m Understanding and implementing network foundation protection for the control,
data, and management planes

m Understanding, implementing, and verifying AAA (authentication, authorization,
and accounting), including the details of TACACS+ and RADIUS

m Understanding and implementing basic rules inside of Cisco Access Control
Server (ACS) Version 5.x, including configuration of both ACS and a router for
communications with each other
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Standard, extended, and named access control lists used for packet filtering and
for the classification of traffic

Understanding and implementing protection against Layer 2 attacks, including
CAM table overflow attacks, and VLAN hopping

m Cisco firewall technologies

Understanding and describing the various methods for filtering implemented
by firewalls, including stateful filtering. Compare and contrast the strengths and
weaknesses of the various firewall technologies.

Understanding the methods that a firewall may use to implement Network
Address Translation (NAT) and Port Address Translation (PAT).

Understanding, implementing, and interpreting a Zone-Based Firewall policy
through Cisco Configuration Professional (CCP).

Understanding and describing the characteristics and defaults for interfaces,
security levels, and traffic flows on the Adaptive Security Appliance (ASA).

Implementing and interpreting a firewall policy on an ASA through the GUI tool
named the ASA Security Device Manager (ASDM).

m Intrusion prevention systems

Comparing and contrasting intrusion prevention systems (IPS) versus intrusion
detection systems (IDS), including the pros and cons of each and the methods
used by these systems for identifying malicious traffic

Describing the concepts involved with IPS included true/false positives/negatives

Configuring and verifying 10S-based IPS using CCP

m VPN technologies

Understanding and describing the building blocks used for virtual private net-
works (VPN) today, including the concepts of symmetrical, asymmetrical,
encryption, hashing, Internet Key Exchange (IKE), public key infrastructure
(PKI), authentication, Diffie-Hellman, certificate authorities, and so on

Implementing and verifying IPsec VPNs on I0S using CCP and the command-
line interface (CLI)

Implementing and verifying Secure Sockets Layer (SSL) VPNs on the ASA fire-
wall using ASDM

As you can see, it is an extensive list, but together we will not only address and learn
each of these, but we will also have fun doing it.

You can take the exam at Pearson VUE testing centers. You can register with VUE at
http://www.vue.com/cisco/.
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Table I-1 lists the topics of the 640-554 IINSv2 exam and indicates the parts in the book

where these topics are covered.

Table I-1  640-554 CCNA Security (IINSv2) Exam Topics

Exam Topic Part
Common Security Threats

Describe common security threats I, 11, 11T
Security and Cisco Routers

Implement security on Cisco routers II, III
Describe securing the control, data, and management plane IT
Describe Cisco Security Manager II, III
Describe IPv4 to IPv6 transition I
AAA on Cisco Devices

Implement AAA (authentication, authorization, and accounting) I
Describe TACACS+ I
Describe RADIUS I
Describe AAA I
Verify AAA functionality I
10S ACLs

Describe standard, extended, and named IP I0OS access control lists (ACLs) to  III
filter packets

Describe considerations when building ACLs I
Implement IP ACLs to mitigate threats in a network I
Secure Network Management and Reporting

Describe secure network management I
Implement secure network management II
Common Layer 2 Attacks

Describe Layer 2 security using Cisco switches I
Describe VLAN security I
Implement VLANSs and trunking I
Implement spanning tree (securely) I

Cisco Firewall Technologies
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Exam Topic Part
Describe operational strengths and weaknesses of the different firewall 111
technologies

Describe stateful firewalls I
Describe the types of NAT used in firewall technologies 11
Implement zone-based policy firewall using CCP III
Implement the Cisco Adaptive Security Appliance (ASA) I
Implement Network Address Translation (NAT) and Port Address Translation — III
(PAT)

Cisco IPS

Describe Cisco Intrusion Prevention System (IPS) deployment considerations Il

Describe IPS technologies III
Configure Cisco IOS IPS using CCP I
VPN Technologies

Describe the different methods used in cryptography v
Describe VPN technologies v
Describe the building blocks of IPsec v
Implement an 10S IPsec site-to-site VPN with pre-shared key authentication v
Verify VPN operations v
Implement Secure Sockets Layer (SSL) VPN using ASA Device Manager v

About the Implementing Cisco I0S Network Security
(IINSv2) 640-554 Official Cert Guide

This book maps to the topic areas of the 640-554 exam and uses a number of features to
help you understand the topics and prepare for your exam.

Objectives and Methods

This book uses several key methodologies to help you discover the exam topics for
which you need more review, to help you fully understand and remember those details,
and to help you prove to yourself that you have retained your knowledge of those top-
ics. So, this book does not try to help you pass the exams only by memorization, but by
truly learning and understanding the topics. This book is designed to assist you in the
exam by using the following methods:

m  Using a conversational style that reflects the fact that we wrote this book as if we
made it just for you, as a friend, discussing the topics with you, one step at a time
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Helping you discover which exam topics you may want to invest more time study-
ing, to really “get it”
Providing explanations and information to fill in your knowledge gaps

Supplying three bonus videos (on the CD) to reinforce some of the critical concepts
and techniques that you have learned from in your study of this book

Providing practice questions to assess your understanding of the topics

Book Features

To help you customize your study time using this book, the core chapters have several
features that help you make the best use of your time:

“Do | Know This Already?” quiz: Each chapter begins with a quiz that helps you
determine how much time you need to spend studying that chapter.

Foundation Topics: These are the core sections of each chapter. They explain the
concepts for the topics in that chapter.

Exam Preparation Tasks: After the “Foundation Topics” section of each chapter,
the “Exam Preparation Tasks” section lists a series of study activities that you should
do when you finish the chapter. Each chapter includes the activities that make the
most sense for studying the topics in that chapter:

m Review All the Key Topics: The Key Topic icon appears next to the most
important items in the “Foundation Topics” section of the chapter. The “Review
All the Key Topics” activity lists the key topics from the chapter, along with
their page numbers. Although the contents of the entire chapter could be on the
exam, you should definitely know the information listed in each key topic, so
you should review these.

m Complete the Tables and Lists from Memory: To help you memorize some
lists of facts, many of the more important lists and tables from the chapter are
included in a document on the CD. This document lists only partial information,
allowing you to complete the table or list.

m Define Key Terms: Although the exam is unlikely to ask a “define this term”
type of question, the CCNA exams do require that you learn and know a lot of
networking terminology. This section lists the most important terms from the
chapter, asking you to write a short definition and compare your answer to the
glossary at the end of the book.

m Command Reference to Check Your Memory: Review important commands
covered in the chapter.

CD-based practice exam: The companion CD contains an exam engine that
enables you to review practice exam questions. Use these to prepare with a sample
exam and to pinpoint topics where you need more study.

XXIX
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How This Book Is Organized

This book contains 21 core chapters. Chapter 22 includes some preparation tips and sug-
gestions for how to approach the exam. Each core chapter covers a subset of the topics
on the CCNA Security exam. The core chapters are organized into parts. They cover the
following topics:

Part I: Fundamentals of Network Security

Chapter 1, “Networking Security Concepts”: This chapter covers the need for
and the building blocks of network and information security, threats to our net-
works today, and fundamental principles of secure network design.

Chapter 2, “Understanding Security Policies Using a Lifecycle Approach”:
This chapter covers risk analysis and management and security policies.

Chapter 3, “Building a Security Strategy”: This chapter covers securing border-
less networks and controlling and containing data loss.

Part II: Protecting the Network Infrastructure

Chapter 4, “Network Foundation Protection”: This chapter covers introduction
to securing the network using the nerwork foundation protection (NFP) approach,
the management plane, the control plane, and the data plane.

Chapter 5, “Using Cisco Configuration Professional to Protect the Network
Infrastructure”: This chapter covers introduction to Cisco Configuration
Professional, CCP features and the GUI, setting up a new devices, CCP building
blocks, and CCP audit features.

Chapter 6, “Securing the Management Plane on Cisco 10S Devices”: This
chapter covers management traffic and how to make it more secure and the imple-
mentation of security measures to protect the management plane.

Chapter 7, “Implementing AAA Using IOS and the ACS Server”: This chapter cov-
ers the role of Cisco Secure ACS and the two primary protocols used with it, RADIUS
and TACACS. It also covers configuration of a router to interoperate with an ACS server
and configuration of the ACS server to interoperate with a router. The chapter also covers
router tools to verify and troubleshoot router-to-ACS server interactions.

Chapter 8, “Securing Layer 2 Technologies”: This chapter covers VLANs and
trunking fundamentals, spanning-tree fundamentals, and common Layer 2 threats
and how to mitigate them.

Chapter 9, “Securing the Data Plane in IPv6”: This chapter covers IPv6 (basics,
configuring, and developing a security plan for IPv6).

Part III: Mitigating and Controlling Threats

Chapter 10, “Planning a Threat Control Strategy”: This chapter covers the
design considerations for threat mitigation and containment and the hardware, soft-
ware, and services used to implement a secure network.
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m Chapter 11, “Using Access Control Lists for Threat Mitigation”: This chapter
covers the benefits and fundamentals for access control lists (ACL), implementing
IPv4 ACLs as packet filters, and implementing IPv6 ACLs as packet filters.

m Chapter 12, “Understanding Firewall Fundamentals”: This chapter covers fire-
wall concepts and the technologies used by them, the function of Nerwork Address
Translation (NAT), including its building blocks, and the guidelines and consider-
ations for creating and deploying firewalls.

m Chapter 13, “Implementing Cisco 10S Zone-Based Firewalls”: This chapter
covers the operational and functional components of the IOS Zone-Based Firewall
and how to configure and verify the IOS Zone-Based Firewall.

m Chapter 14, “Configuring Basic Firewall Policies on Cisco ASA”: This chapter
covers the Adaptive Security Appliance (ASA) family and features, ASA firewall
fundamentals, and configuring the ASA.

m Chapter 15, “Cisco IPS/IDS Fundamentals”: This chapter compares intrusion
prevention systems (IPS) to intrusion detection systems (IDS) and covers how to
identify malicious traffic on the network, manage signatures, and monitor and man-
age alarms and alerts.

m Chapter 16, “Implementing 10S-Based IPS”: This chapter covers the features
included in I0S-based IPS (in software) and installing the IPS feature, working with
signatures in I0S-based IPS, and managing and monitoring IPS alarms.

Part IV: Using VPNs for Secure Connectivity

m Chapter 17, “Fundamentals of VPN Technology”: This chapter covers what
VPNs are and why we use them and the basic ingredients of cryptography.

m Chapter 18, “Fundamentals of the Public Key Infrastructure”: This chapter
covers the concepts, components, and operations of the public key infrastructure
(PKI) and includes an example of putting the pieces of PKI to work.

m Chapter 19, “Fundamentals of IP Security”: This chapter covers the concepts,
components, and operations of IPsec and how to configure and verify IPsec.

m Chapter 20, “Implementing IPsec Site-to-Site VPNs”: This chapter covers
planning and preparing to implement an IPsec site-to-site VPN and implementing
and verifying the IPsec site-to-site VPN.

m Chapter 21, “Implementing SSL VPNs Using Cisco ASA”: This chapter covers
the functions and use of SSL for VPN, configuring SSL clientless VPN on the ASA,
and configuring the full SSL AnyConnect VPN on the ASA.

m Chapter 22, “Final Preparation”: This chapter identifies tools for final exam
preparation and helps you develop an effective study plan.

Appendixes

m  Appendix A, “Answers to the 'Do | Know This Already?’ Quizzes”: Includes
the answers to all the questions from Chapters 1 through 21.

XXX
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m  Appendix B, “CCNA Security 640-554 (IINSv2) Exam Updates™: This appendix
provides instructions for finding updates to the exam and this book when and if
they occur.

CD-Only Appendixes

m Appendix C, “Memory Tables”: This CD-only appendix contains the key tables
and lists from each chapter, with some of the contents removed. You can print this
appendix and, as a memory exercise, complete the tables and lists. The goal is to
help you memorize facts that can be useful on the exams. This appendix is available
in PDF format on the CD; it is not in the printed book.

m  Appendix D, “Memory Tables Answer Key”: This CD-only appendix contains
the answer key for the memory tables in Appendix C. This appendix is available in
PDF format on the CD; it is not in the printed book.

Premium Edition eBook and Practice Test

This Cert Guide contains a special offer for a 70% discount off the companion CCNA
Security 640-554 Official Cert Guide Premium Edition eBook and Practice Test. The
Premium Edition combines an eBook version of the text with an enhanced Pearson IT
Certification Practice Test. By purchasing the Premium Edition, you get access to two
eBook versions of the text: a PDF version and an EPUB version for reading on your
tablet, eReader, or mobile device. You also get an enhanced practice test that contains
an additional two full practice tests of unique questions. In addition, all the practice test
questions are linked to the PDF eBook, allowing you to get more detailed feedback on
each question instantly. To take advantage of this offer, you will need the coupon code
included on the paper in the CD sleeve. Just follow the purchasing instructions that
accompany the code to download and start using your Premium Edition today!
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CCNA Security exam topic covered in this part:

m  Describe common security threats



Part I: Fundamentals of
Network Security

Chapter 1: Networking Security Concepts

Chapter 2: Understanding Security Policies Using a Lifecycle
Approach

Chapter 3: Building a Security Strategy



This chapter covers the following subjects:

m  Understanding network and information security
basics

m  Recognizing current network threats

m  Applying fundamental security principles to
network design



CHAPTER 1

Networking Security Concepts

Security has been important for a long time, with an increasing focus on it over the
years. When LANs connecting personal computers began to emerge back in the early
1980s, security was not goal number one, and maybe not even in the top two or three
when implementing a network. It was more of an afterthought. Today, however, security
for corporate networks is at or near the top of the list.

One challenge to network security is that the threats to a network constantly change.
You can deal with this in a couple of ways. One way is to just stick your head in the sand
and hope attackers do not harm your network. An alternative approach is to design the
network with the best practices for security, and then monitor your current security and
vigilantly update it.

The concept of location of data is becoming blurred by concepts of cloud comput-
ing and content-data networks and global load balancing. As we strive to empower
employees around the world with ubiquitous access to important data, it is increasingly
important to remain constantly vigilant about protecting data and the entities using it
(individuals, businesses, governments, and so on).

This chapter covers the fundamental building blocks of network security (implement-
ing and improving), an essential topic that you are ready to master now that you better
understand its importance.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 1-1 details the major topics discussed in this
chapter and their corresponding quiz questions.

Table 1-1  “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Understanding Network and Information Security Basics 1-5
Recognizing Current Network Threats 6-7

Applying Fundamental Security Principles to Network Design 8-10
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1. Which security term refers to a person, property, or data of value to a company?
a. Risk
b. Asset
c. Threat prevention
d. Mitigation technique

2. Which asset characteristic refers to risk that results from a threat and lack of a coun-
termeasure?

a. High availability
b. Liability
c. Threat prevention
d. Vulnerability
3. Which three items are the primary network security objectives for a company?
a. Revenue generation
b. Confidentiality
c. Integrity
d. Availability
4. Which data classification label is usually not found in a government organization?
a. Unclassified
b. Classified but not important
c. Sensitive but unclassified
d. For official use only
e. Secret
5. Which of the following represents a physical control?
a. Change control policy
b. Background checks
c. Electronic lock

d. Access lists
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What is the primary motivation for most attacks against networks today?
a. Political

b. Financial

c. Theological

d. Curiosity

Which type of an attack involves lying about the source address of a frame or
packet?

a. Man-in-the-middle attack

b. Denial-of-service attack

c. Reconnaissance attack

d. Spoofing attack

Which two approaches to security provide the most secure results on day one?
a. Role based

b. Defense in depth

c. Authentication

d. Least privilege

Which of the following might you find in a network that is based on a defense-in-
depth security implementation? (Choose all that apply.)

a. Firewall

b. IPS

c. Access lists

d. Current patches on servers

In relation to production networks, which of the following are viable options when
dealing with risk? (Choose all that apply.)

a. Ignore it
b. Transfer it
c. Mitigate it

d. Remove it

7
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Foundation Topics

Understanding Network and Information
Security Basics

Security is important, and the lack of it risks financial implications. This section covers
some of the concepts, terms, and methodologies used in preparing for and working with
secure networks.

Network Security Objectives

When considering networks, you can view them from different perspectives. For exam-
ple, senior management might view the network as a business tool to facilitate the goals
of the company. Network technicians (at least some) might consider their networks to
be the center of the universe. End users might consider the network to be just a tool for
them to get their job done, or possibly as a source for recreation.

Not all users appreciate their role in keeping data safe, and unfortunately the users of
the network represent a significant vulnerability, in that they have usernames and pass-
words (or other credentials, such as one-time password token generators) that allow
them access to the network. If a user is compromised or an unauthorized individual gains
access, the security of the network may still fail as a result, even after you apply all the
concepts that you learn in this book. So, an important point to remember is that the
users themselves represent a security risk and that training users is a key part of a com-
prehensive security policy.

Confidentiality, Integrity, and Availability

Network security objectives usually involve three basic concepts:

{key

'-,_.."I'op|c m Confidentiality: There are two types of data: data in motion as it moves across
the network; and data at rest, when data is sitting on storage media (server, local
workstation, in the cloud, and so forth). Confidentiality means that only the autho-
rized individuals/systems can view sensitive or classified information. This also
implies that unauthorized individuals should not have any type of access to the
data. Regarding data in motion, the primary way to protect that data is to encrypt it
before sending it over the network. Another option you can use with encryption is
to use separate networks for the transmission of confidential data. Several chapters
in this book focus on these two concepts.

m Integrity: Integrity for data means that changes made to data are done only by
authorized individuals/systems. Corruption of data is a failure to maintain data
integrity.
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m  Availability: This applies to systems and to data. If the network or its data is not
available to authorized users—perhaps because of a denial-of-service (DoS) attack
or maybe because of a general network failure—the impact may be significant to
companies and users who rely on that network as a business tool. The failure of a
network generally equates to loss of revenue.

Perhaps thinking of these security concepts as the CIA might help you remember them:
confidenrialiry, integrity, and availabiliry.

Cost-Benefit Analysis of Security

Network security engineers must understand not only what they protect, but also
from whom. Risk management is the key phrase that you will hear over and over, and
although not very glamorous, it is based on specific principles and concepts related to
both asset protection and security management.

What is an asser? It is anything that is valuable to an organization. These could be tan-
gible items (people, computers, and so on) or intangible items (intellectual property,
database information, contact lists, accounting info). Knowing the assets that you are
trying to protect and their value, location, and exposure can help you more effectively
determine the time and money to spend securing those assets.

A vulnerability is an exploitable weakness in a system or its design. Vulnerabilities
can be found in protocols, operating systems, applications, and system designs.
Vulnerabilities abound, with more discovered every day.

A threar is any potential danger to an asset. If a vulnerability exists but has not yet been
exploited, the threat is latent and not yet realized. If someone is actively launching an
attack against your system and successfully accesses something or compromises your
security against an asset, the threat is realized. The entity that takes advantage of the vul-
nerability is known as the threar agent or threat vector.

A countermeasure is a safeguard that somehow mitigates a potential risk. It does so

by either reducing or eliminating the vulnerability, or at least reduces the likelihood of
the threat agent to actually exploit the risk. For example, you might have an unpatched
machine on your network, making it highly vulnerable. If that machine is unplugged
from the network and ceases to have any interaction with exchanging data with any
other device, you have successfully mitigated all of those vulnerabilities. You have likely
rendered that machine no longer an asset, though; but it is safer.

Note that thresholds apply to how we classify things. We do not spend more than the asset
is worth to protect it because doing so makes no sense. For example, purchasing a used car
for $200 and then spending $2000 on a secure garage facility so that nobody can harm the

car or $1500 on an alarm system for that car seems to be a fairly silly proposition.

If you identify the data with the greatest value/worth, you usually automatically identify
where the greatest effort to secure that information will be. Keep in mind, however,

that beyond a company’s particular view about the value of any data, regulatory entities
might also be involved (government regulations or laws, business partner agreements,
contractual agreements, and so forth).
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Just accepting the full risk (the all-or-nothing approach) is not really acceptable. After
all, you can implement security measures to mitigate the risk. In addition, those same
security devices, such as firewalls and intrusion prevention systems (IPS), can protect
multiple devices simultaneously, thus providing a cost benefit. So, you can reduce risk
by spending money on appropriate security measures, and usually do a good job of pro-
tecting an asset. You can never completely eliminate risk, so you must find the balance.

Table 1-2 describes a number of security terms and the appliances to which they relate.

Table 1-2 Security Terms

" Key
,..TOPiC Vocabulary Term  Explanation

3

:
H
H
s

)

Asset An asset is an item that is to be protected and can include property,
people, and information/data that have value to the company. This
includes intangible items such as proprietary information or trade
secrets and the reputation of the company. The data could include
company records, client information, proprietary software, and so on.

Vulnerability A vulnerability is an exploitable weakness of some type. That
exploitation might result from a malicious attack, or it might be
accidentally triggered because of a failure or weakness in the policy,
implementation, or software running on the network.

Threat This is what you are protecting against. A threat is anything that
attempts to gain unauthorized access to, compromise, destroy, or
damage an asset. Threats are often realized via an attack or exploit
that takes advantage of an existing vulnerability.

Threats today come in many varieties and spread more rapidly than
ever before. Threats can also morph and be modified over time, and
so you must be ever diligent to keep up with them.

Risk Risk is the potential for unauthorized access to, compromise,
destruction, or damage to an asset. If a threat exists, but proper
countermeasures and protections are in place (it is your goal to
provide this protection), the potential for the threat to be successful
is reduced (thus reducing the overall risk).

Countermeasure A countermeasure is a device or process (a safeguard) that is
implemented to counteract a potential threat, which thus reduces
risk.

Classifying Assets

One reason to classify an asset is so that you can take specific action, based on policy,
with regard to assets in a given class. Consider, for example, virtual private networks

(VPN). We classify (that is, identify) the traffic that should be sent over a VPN tunnel.
By classifying data and labeling it (such as labeling “top secret” data on a hard disk), we
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can then focus the appropriate amount of protection or security on that data: more secu-
rity for top secret data than for unclassified data, for instance. The benefit is that when
new data is put into the system, you can classify it as confidential or secret and so on
and it will then receive the same level of protection that you set up for that type of data.
Table 1-3 lists some common asset classification categories.

Table 1-3 Asser Classifications

Governmental classifications

Unclassified

Sensitive but unclassified (SBU)
Confidential

Secret

Top secret

Private sector classifications

Public
Sensitive
Private

Confidential

Classification criteria

Value
Age
Replacement cost

Useful lifetime

Classification roles

Owner (the group ultimately responsible for the data,
usually senior management of a company)

Custodian (the group responsible for implementing the
policy as dictated by the owner)

User (those who access the data and abide by the rules of
acceptable use for the data)

Classifying Vulnerabilities

Understanding the weaknesses/vulnerabilities in a system or network is a huge step
toward correcting the vulnerability or putting in appropriate countermeasures to mitigate
threats against those vulnerabilities. Potential network vulnerabilities abound, with many
resulting from one or more of the following:

m  Policy flaws

m  Design errors

m  Protocol weaknesses

m  Misconfiguration

Iy
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m  Software vulnerabilities
m Human factors

m  Malicious software

m  Hardware vulnerabilities

m  Physical access to network resources

Cisco and others have created databases that categorize threats in the public domain.
The Common Vulnerabilities and Exposures (CVE) is a dictionary of publicly known
security vulnerabilities and exposures. A quick search using your favorite search engine
will lead you to their website. There is also a National Vulnerability Database (NVD),
which is a repository of standards-based vulnerability information; you can do a quick
search for it, too. (URLs change over time, so it is better to advise you to just do a quick
search and click any links that interest you.)

Classifying Countermeasures

After a company has identified its assets and considered the risks involved to that asset
from a threat against a vulnerability, the company can then decide to implement coun-
termeasures to reduce the risk of a successful attack. Common control methods used to
implement countermeasures include the following:

m Administrative: These consist of written policies, procedures, guidelines, and stan-
dards. An example would be a written acceptable use policy (AUP), agreed to by
each user on the network. Another example is a change control process that needs
to be followed when making changes to the network. Administrative controls could
involve items such as background checks for users, as well.

m Physical: Physical controls are exactly what they sound like, physical security
for the network servers, equipment, and infrastructure. An example is providing a
locked door between users and the wiring closet on any floor (where the switches
and other gear exists). Another example of a physical control is a redundant system
(for instance, an uninterruptible power supply).

m Logical: Logical controls include passwords, firewalls, intrusion prevention systems,
access lists, VPN tunnels, and so on. Logical controls are often referred to as rechni-
cal controls.

Not all controls are created equal, and not all controls have the same purpose. Working
together, however, the controls should enable you to prevent, detect, correct, and recov-
er, all while acting as a deterrent to a threat.

What Do We Do with the Risk?

You can deal with risk in several ways, one of which is remove it. For example, by not
placing a web server on the Internet, you eliminate any risk of that nonexistent web server
being attacked. (This does not work very well for companies that do want the web server.)
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An option for avoiding the web server altogether is to transfer the risk to someone
else. For example, instead of hosting your own server on your own network, you could
outsource that functionality to a service provider. The service provider could take full
responsibility (the risk) for attacks that might be launched against that server of theirs
and provide a service level agreement and guarantees to the customer.

So, the service provider now has the risk. How do they handle it? They do exactly what
you’re learning in this book: They reduce risk by implementing appropriate counter-
measures. By applying the correct patches and using the correct firewalls and IPSs and
other safeguards, they reduce their own risk. If risk is purely financial, insurance can be
purchased that helps manage the risk. Attacks against networks today are primarily moti-
vated by the desire for financial gain.

Another option is for a company to put up its own web server and just assume the risk.
Unfortunately, if they take no security precautions or countermeasures against potential
threats, the risk could be high enough to damage the company and put it out of busi-
ness. Most people would agree that this is not acceptable risk.

Recognizing Current Network Threats

Threats today are constantly changing, with new ones emerging. Moving targets are
often difficult to zero in on, but understanding the general nature of threats can prepare
you to deal with new threats. This section covers the various network threat categories
and identifies some strategies to stay ahead of those threats.

Potential Attackers

We could devote an entire book to attacks that have been launched in the past 15 min-
utes somewhere in the world against a network resource. Instead of trying to list the
thousands of attacks that could threaten vulnerable networks, let’s begin by looking at
the types of adversaries that may be behind attacks:

m  Terrorists

m  Criminals

m  Government agencies

m  Nation-states

m  Hackers

m Disgruntled employees

m  Competitors

m  Anyone with access to a computing device (sad, but true)

Different terms are used to refer to these individuals, including hacker/cracker (criminal

hacker), script-kiddie, hactivists, and the list goes on. As a security practitioner, you want
to “understand your enemy.” This is not to say that everyone should learn to be a hacker
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or write malware, because that is really not going to help. Instead, the point is that it is
good to understand the motivations and interests of the people involved in breaking all
those things you seek to protect.

Some attackers seek financial gain (as mentioned previously). Others might want the
notoriety that comes from attacking a well-known company or brand. Sometimes attack-
ers throw their net wide and hurt companies both intended and unintended.

Back in the “old days,” attacks were much simpler. We had basic intrusions, war-dialing, and
things like that. Viruses were fairly new. But it was all about notoriety. The Internet was in its
infancy, and people sought to make names for themselves. In the late 1990s and early 2000s,
we saw an increase in the number of viruses and malware, and it was about fame.

More recently, many more attacks and threats revolve around actual theft of information
and damage with financial repercussions. Perhaps that is a sign of the economy, maybe

it is just an evolution of who is computer literate or incented to be involved. Attackers
may also be motivated by government or industrial espionage.

Attack Methods

Most attackers do not want to be discovered and so they use a variety of techniques to
remain in the shadows when attempting to compromise a network, as described in Table 1-4.

Table 1-4 Arrack Methods

Action Description

Reconnaissance  This is the discovery process used to find information about the network.
It could include scans of the network to find out which IP addresses
respond, and further scans to see which ports are open. This is usually
the first step taken, to discover what is on the network and to determine
potential vulnerabilities.

Social This is a tough one because it leverages our weakest (very likely)

engineering vulnerability in a secure network: the user. If the attacker can get the user
to reveal information, it is much easier for the attacker than using some
other method of reconnaissance. This could be done through email or
misdirection of web pages, which results in the user clicking something
that leads to the attacker gaining information. Social engineering can also
be done in person or over the phone.

Phishing presents a link that looks like a valid trusted resource to a user.
When the user clicks it, the user is prompted to disclose confidential
information such as usernames/passwords.

Pharming is used to direct a customer’s URL from a valid resource to a
malicious one that could be made to appear as the valid site to the user.
From there, an attempt is made to extract confidential information from
the user.
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Action Description
Privilege This is the process of taking some level of access (whether authorized
escalation or not) and achieving an even greater level of access. An example is an

attacker who gains user mode access to a router and then uses a brute-
force attack against the router, determining what the enable secret is for
privilege level 15 access.

Back doors When attackers gain access to a system, they usually want future access,
as well, and they want it to be easy. A backdoor application can be
installed to either allow future access or to collect information to use in
further attacks.

Many back doors are installed by users clicking something without
realizing the link they click or the file they open is a threat. Back doors
can also be implemented as a result of a virus or a worm (often referred
to as malware).

Attack Vectors

Be aware that attacks are not launched only from individuals outside your company.
They are also launched from people and devices inside your company who have cur-
rent user accounts. Perhaps the user is curious, or maybe a back door is installed on the
computer that the user is on. In either case, it is important to implement a security policy
that takes nothing for granted, and to be prepared to mitigate risk at several levels.

You can implement a security policy that takes nothing for granted by requiring authen-
tication from users before their computer is allowed on the network (for which you
could use 802.1x and Cisco Access Control Server [ACS]). This means that the worksta-
tion the user is on must go through a profiling before being allowed on the network.
You could use Network Admission Control (NAC) or an Identity Service Engine (ISE)
to enforce such a policy. In addition, you could use security measures at the switch port,
such as port security and others. We cover many of these topics, in great detail, in later
chapters.

Man-in-the-Middle Attacks

A man-in-the-middle attack results when attackers place themselves in line between two =~ """
devices that are communicating, with the intent to perform reconnaissance or to manipu- 'Ilsc?;‘)lic
late the data as it moves between them. This can happen at Layer 2 or Layer 3. The main ™

purpose is eavesdropping, so the attacker can see all the traffic.

If this happens at Layer 2, the attacker spoofs Layer 2 MAC addresses to make the
devices on a LAN believe that the Layer 2 address of the attacker is the Layer 2 address
of their default gateway. This is called ARP poisoning. Frames that are supposed to go
to the default gateway are forwarded by the switch to the Layer 2 address of the attacker
on the same network. As a courtesy, the attacker can forward the frames to the correct
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destination so that the client will have the connectivity needed and the attacker now
sees all the data between the two devices. To mitigate this risk, you could use techniques
such as Dynamic Address Resolution Protocol (ARP) Inspection (DAI) on switches to
prevent spoofing of the Layer 2 addresses.

The attacker could also implement the attack by placing a switch into the network and
manipulating the Spanning Tree Prorocol (STP) to become the root switch (and thus
gain the ability to see any traffic that needs to be sent through the root switch). You can
mitigate this through techniques such as root guard and other spanning-tree controls dis-
cussed later in this book.

A man-in-the-middle attack can occur at Layer 3 by a rogue router being placed on the
network and then tricking the other routers into believing that the new router has a bet-
ter path. This could cause network traffic to flow through the rogue router and again
allow the attacker to steal network data. You can mitigate attacks such as these in various
ways, including routing authentication protocols and filtering information from being
advertised or learned on specific interfaces.

To safeguard data in motion, one of the best things you can do is to use encryption for
the confidentiality of the data in transit. If you use plaintext protocols for management,
such as Telnet or HTTP, an attacker who has implemented a man-in-the-middle attack
can see the contents of your cleartext data packets, and as a result will see everything
that goes across the attacker’s device, including usernames and passwords that are used.
Using management protocols that have encryption built in, such as SSH and HTTPS, is
considered best practice, and using VPN protection for cleartext sensitive data is also
considered a best practice.

Other Miscellaneous Attack Methods

No standards groups for attackers exist, so not all the attacks fit clearly in one cat-
egory. In fact, some attacks fit into two or more categories at the same time. Table 1-5
describes a few additional methods attackers might use.

S Table 1-5 Additional Attack Methods
{ Key
i Topic  Method Description

.

Covert channel  This method uses programs or communications in unintended ways. For
example, if the security policy says that web traffic is allowed but peer-
to-peer messaging is not, users can attempt to tunnel their peer-to-peer
traffic inside of HTTP traffic. An attacker may use a similar technique
to hide traffic by tunneling it inside of some other allowed protocol to
avoid detection. An example of this is a backdoor application collecting
keystroke information from the workstation and then slowly sending it
out disguised as Internet Control Message Protocol (ICMP). This is a
covert channel.

An overt channel is the legitimate use of a protocol, such as a user with a
web browser using HTTP to access a web server.
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Method

Description

Trust
exploitation

If the firewall has three interfaces, and the outside interface allows all
traffic to the demilitarized zone (DMZ), but not to the inside network,
and the DMZ allows access to the inside network from the DMZ, an
attacker could leverage that by gaining access to the DMZ and using that
location to launch his attacks from there to the inside network. Other
trust models, if incorrectly configured, may allow unintentional access to
an attacker including active directory and NFS (network file system in
UNIX).

Password
attacks

These could be brute force, where the attacker’s system attempts
thousands of possible passwords looking for the right match. This is
best protected against by specifying limits on how many unsuccessful
authentication attempts may occur within a specified time frame.
Password attacks can also be done through malware, man-in-the-middle
attacks using packet sniffers, or by using key loggers.

Botnet

A botnet is a collection of infected computers that are ready to take
instructions from the attacker. For example, if the attacker has the
malicious backdoor software installed on 10,000 computers, from his
central location he could instruct those computers to all send TCP SYN
requests or ICMP echo requests repeatedly to the same destination.

To add insult to injury, he could also spoof the source IP address of

the request so that reply traffic is sent to yet another victim. A covert
channel is generally used by the attacker to manage the individual devices
that make up the botnet.

DoS and DDoS

Denial-of-service attack and distributed denial-of-service attack. An
example is using a botnet to attack a target system. If an attack is
launched from a single device with the intent to cause damage to an asset,
the attack could be considered a DoS attempt, as opposed to a DDoS.
Both types of attacks want the same result, and it just depends on how
many source machines are used in the attack as to whether it is called a
DoS or DDoS.

Applying Fundamental Security Principles to Network

Design

This section examines the holistic approach to improve the security posture of your net-

work before, during, and after your network implementation.

Guidelines

You want some basic principles and guidelines in place in the early stages of designing
and implementing a network. Table 1-6 describes such key guidelines.

17
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Table 1-6 Guidelines for Secure Network Architecture

Guideline

Explanation

Rule of least privilege

This rule states that minimal access is only provided to the required
network resources, and not any more than that. An example of this
is an access list applied to an interface for filtering that says deny
all. Before this, specific entries could be added allowing only the
bare minimum of required protocols, and only then between the
correct source and destination addresses.

Defense in depth

This concept suggests that you have security implemented on
nearly every point of your network. An example is filtering at a
perimeter router, filtering again at a firewall, using IPSs to analyze
traffic before it reaches your servers, and using host-based security
precautions at the servers, as well. This is defense in depth. Using
authentication and authorization mechanisms could also be part of a
defense-in-depth approach.

The concept behind defense in depth is that if a single system fails,
it does not mean that security has completely been removed from
the equation.

Separation of duties

By placing specific individuals into specific roles, there can be
checks and balances in place regarding the implementation of the
security policy. Rotating individuals into different roles periodically
will also assist in verifying that vulnerabilities are being addressed,
because a person who moves into a new role will be required to
review the policies in place.

Auditing

This refers to accounting and keeping records about what is
occurring on the network. Most of this can be automated through
the features of authentication, authorization, and accounting
(AAA) (covered later in this book). When events happen on the
network, the records of those events can be sent to an accounting
server. When the separation-of-duties approach is used, those who
are making changes on the network should not have direct access
to modify or delete the accounting records that are kept on the
accounting server.
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How It All Fits Together

This book explains how to implement security products from Cisco to mitigate or
reduce the amount of risk that our companies and customers face. If there were a
single magic button that we could press that both allowed the functionality we need
and provided adequate security at the same time, that button would be a hot seller.
Unfortunately, no magic button exists. However, what we do have are solid principles
and guidelines that we can use to implement security on our networks today.

As you work through the rest of this book, keep in mind the concepts of confidential-
ity, data integrity, and availability (remember, CIA) for every single concept discussed.
For example, the section on VPNs focuses on the different types of VPNs and how to
implement them. You even learn how configure one of them. It is easy to get wrapped
up in the details of how to do this or how to do that, but what you want to look at is
which aspect of CIA a specific technology implements. In the case of VPNs, they pro-
tect the data with encryption, and so the concept of confidentiality applies. VPNs can
also hash, which implements data integrity. If you are reading this book in hard-copy
format, you might want to take three highlighters, one for each of the letters in CIA,
and mark the technologies that address these exact issues as you encounter them in your
reading of this book.

By keeping your mind open to the reasons for each and every technology we discuss,
you can more easily build an overall fortress of security that everybody wants for
mission-critical networks.

19
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics from this chapter, denoted with a Key Topic icon.
Table 1-7 lists these key topics.

Table 1-7 Key Topics

'IF:F",iC Key Topic Element  Description Page Number
) Text Confidentiality, integrity, and availability 8
Table 1-2 Security terms 10
Table 1-3 Asset classifications 11
Text Classifying countermeasures 12
Text Man-in-the-middle attacks 15
Table 1-5 Additional attack methods 16
Table 1-6 Guidelines for secure network architecture 18

Complete the Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables” (found on the CD), or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can
check your work.

Define Key Terms
Define the following key terms from this chapter, and check your answers in the glossary:

asset, vulnerability, threat, risk



This page intentionally left blank



This chapter covers the following subjects:

m  Risk analysis and management

m  Security policies




CHAPTER 2

Understanding Security Policies
Using a Lifecycle Approach

A security policy means different things to different people, and so this chapter focuses
on the details of where security policies come from, who is responsible for creating

and implementing them, and how to use a lifecycle approach for the continuous job of
designing, implementing, and managing security.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 2-1 details the major topics discussed in this
chapter and their corresponding quiz questions.

Table 2-1 “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Risk Analysis and Management 1-3
Security Policies 4-8

1. Which of the following are methods of risk analysis? (Choose all that apply.)
a. Risk acceptance
b. Risk avoidance
c. Quantitative
d. Qualitative

2. What are the primary reasons for documenting the value of an asset, in combination
with the vulnerabilities of that asset? (Choose all that apply.)

a. Identifying risk
b. Identifying countermeasures
Return on investment (ROI)

d. Vulnerability
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3.

Which of the following drivers compel a company to implement security? (Choose
all that apply.)

a. Revenue generation

b. Regulatory Compliance
c. Liability

d. Confidential data

Which portion of an incident management process involves becoming aware that an
incident occurred?

a. Preparation

b. Detection and analysis

c. Containment and recovery
d. Forensics

Who is ultimately responsible for the data and security on the network?

a. Senior management
b. IT staff

c. End users

d. Customers

Which policy does the senior executive team create?
a. Acceptable use policy

b. Unacceptable use policy

c. Governing policy

d. Procedure documents

Which of the following is an example of a technical or end-user policy? (Choose all
that apply.)

a. Email policy

b. Network policy

c. Application policy
d. Life insurance policy

When a network device is no longer being used, which lifecycle elements are imple-
mented?

Media sanitation

a.
b. Initiation

o

Disposition

e

Operations
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Foundation Topics

Risk Analysis and Management

This section examines some of the guiding factors of risk analysis, including regulatory
compliance and the effects of risk analysis and risk management.

Secure Network Lifecycle

Understanding exactly how a security device fits into the network and how it can pos-
sibly mitigate risk is an important aspect of network security. You learn all about that
in this book. What is also important to understand is that security is never completely
done; new attacks and vulnerabilities continuously crop up. So, within the context of
having a secure network, you can use a lifecycle approach to security that implies con-
tinuation, meaning it is never absolutely complete. Here are the five phases in the secu-
rity lifecycle:

m Initiation: This involves preliminary risk assessments and categorizing of risk, such
as with labels of low, medium, or high. These assessments and labels can assist you
in prioritizing security measures by focusing on the high-risk items first.

m  Acquisition and development: This involves a more detailed risk assessment,
acquiring the products and tools needed to implement the countermeasures needed
to reduce risk, and testing those countermeasures (usually on a closed network or as
a pilot program) to verify their correct implementation.

m Implementation: This is the actual point where the rubber meets the road, where
you put the countermeasures in place on the production network.

m Operations and maintenance: This involves monitoring and with the care and
feeding of our network security devices (and incident handling when issues arise).

m Disposition: All things come to an end, and disposing of network gear (including
sanitizing/formatting/destroying media storage devices) is part of this.

It is also interesting to note that this lifecycle has many starting points: as new assets are
acquired or when a new countermeasure is brought to market.

Risk Analysis Methods

The preceding chapter discussed the interaction between assets and vulnerabilities of
those assets and possible threats that result in risk. When a company has a valuable asset,
where significant vulnerabilities are associated with that asset, and very few countermea-
sures are positioned against possible threats, the resulting risk is very high for that asset.

One way to determine the total risk and the financial impact involved with the risk is to
just wait until it happens. Then after the damage has been done to both the asset and to

eeses,
o .

{ Key
i Topic



26 CCNA Security 640-554 Official Cert Guide

the reputation of the company, you can tally up the figures to determine the total risk
(or the cost of that risk). That is a silly way to approach this; after all, most companies
are driven by revenue and like to avoid risk. Instead of waiting to see what happens,
most companies put appropriate countermeasures in place against perceived threats to
protect against the vulnerabilities that otherwise would exist in their networks.

The concern then is to calculate the impact or risk value of an asset before it is compro-
mised. Many factors can go into this, including the value of the reputation of the com-
pany that might be harmed, legal fees, investigation fees, new software and hardware,
loss of business, loss of customers, and so on. There is no simple formula to calculate the
exact cost of a loss, which includes all the possible variables. However, instead of just
hoping for the best, and not really understanding the possible financial impact, you can
make educated estimates using a couple different methods:

m Qualitative: In this method, the data is gathered by an individual, who likely is a
subject matter expert (in this case as to the asset’s value, its vulnerabilities, potential
threats, and the impact or risk based on those factors).

m Quantitative: In this method, you use raw data, numbers, and statistics to deter-
mine the risk.

In a typical environment, we use both methods to help assess the value of an asset, vul-
nerabilities that exist, and potential threats and their likelihood, which are then used to
determine a risk value, also referred to as a risk score. The benefit of doing this exercise
in determining the risk is to help justify the cost of the mitigation techniques. A com-
pany does not want to spend $20,000 on a mitigation technique that is protecting only
against a risk that might have a $2000 impact. However, they would likely purchase a
$100,000 security and mitigation solution designed to mitigate against several million
dollars of risk.

Security Posture Assessment

Assessing the security of a particular asset needs to be an ongoing process as condi-
tions change in the network. By assessing all the aspects of a company’s networks, you
can help identify vulnerabilities and improve your ability to implement the appropriate
countermeasures. Table 2-2 describes activities involved in documenting the current
security posture of a network.

Table 2-2 Assessing the Current Security Posture of Network Devices

Key Activity Explanation
General security This provides a high-level idea about the security state of network
posture assessment devices, including servers, desktops, and data storage. This should

involve assessing security from multiple perspectives, with the
intent to identify relevant vulnerabilities.
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Key Activity

Explanation

Internal assessment

Attacks are likely to come from users inside the network, as well,

and the internal assessment is designed to see how well protected
you are from the inside attacks.

External assessment  This is to assess the security risk associated with attacks from

external devices on networks that connect to you (for example,
from devices over the Internet).

Wireless assessment ~ Wireless assessment identifies the vulnerabilities and weaknesses

associated with the wireless implementation. This includes the range
of the access points that might go beyond the walls of the building
and provide a potential opportunity for a threat.

Analysis and This combines the details about vulnerabilities that may exist
documentation from all the assessments completed. This report should include

countermeasures and recommended solutions to mitigate the risk
involved from an attack.

An Approach to Risk Management

Part of the secret of enabling good security is applying it in the correct places and the
correct ways. Obviously, our critical servers and network devices deserve the most atten-
tion in mitigating potential threats because those servers have the highest risk if compro-
mised. Here are some things to consider when considering any specific asset:

m  Value of the asset
m  Vulnerabilities

m Potential threats
m  Compliance issues

m  Business requirements

By working through a list like this, you will likely remember the various items you need
to consider. However, a checklist alone does not help you know what the exact vulner-
abilities are or what the exact compliance regulations are. Those two items require con-
stant vigilance and expertise that you must update regularly. Usually senior management
identifies vital compliance issues, and once they do, the management and IT staff can
research and implement those specific compliance requirements.

New assets are often added to a network. If mitigation is already in place, adding a new
similar device to the same network as other resources (similar to the new asset) will not
require extensive analysis. For each new asset (for which you have not calculated a risk),
do the following:

m  Using qualitative/quantitative approaches, identify the risk (value of asset, vulner-
ability, potential threats = risk).
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m  Take action regarding the risk (which could include transferring the risk, accepting
the risk, or reducing the risk using countermeasures).

m  Monitor the risk. This includes verification that the countermeasures are reducing
the risk and making adjustments regarding that risk if it is increasing or decreasing
based on changes in the network, changes in access to data, or changes based on
new types of threats.

Regulatory Compliance Affecting Risk

It is easy to overlook regulatory compliance as a risk. However, consider the impact

of not complying with a government regulation and then having a compromise in your
network. The risk is not only the current business practices of that company, but also
now includes the government, which might have the right to completely close down the
business (a huge risk, indeed). So, part of the overall plan for security and managing risk
is to implement whatever regulatory compliance is required in your local community,
state, or country. If you do business internationally, you will likely need to comply with
government agencies beyond your own borders. A couple of examples are Sarbanes-
Oxley (SOX) and Health Insurance Portability and Accountability Act (HIPAA) from the
United States.

Security Policies

This section examines who is responsible for the creation of security policies, the imple-
mentation of security policies, and the lifecycle of a security policy.

Who, What, and Why

Security policies mean different things to different people. The senior management
team, for example, who should be creating the overall security policy, specifies what
regulations need to be met and what the overall security requirements are. (This does not
mean that the senior management team knows how to implement that security; it just
means they want it.) To the end user, a security policy might seem restrictive, in that it
does not allow them to do anything they want on a corporate computer that is attached
to the network.

Table 2-3 describes various aspects of security policies that should be in place to secure
information today.
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Security Policies

{key
Explanation Topic

Who creates
security policies?

The executive senior management team is ultimately responsible for
the data and the networks that carry the data for their company.
From a technician’s perspective, this might seem a bit odd that the
senior management team is creating a security policy, but that is who
specifies the overall goals of the policy. The high-level security policy
is often referred to as a governing policy.

It is up to the management teams and staff who have the skills to
implement the appropriate controls (which include physical, logical,
and administrative controls). At this level, we often use technical
policies to implement the security responsibilities based on the roles
the staff are filling.

It is up to the end users to agree to and abide by the policies set forth
by the company. This is referred to as an end-user policy, which is
sometimes called acceptable use policy (AUP).

Policies may also apply to individuals outside of the company,
including customers, suppliers, contractors, and so on.

What is in a
security policy?

In a security policy, a primary aspect is risk management. In that
light, it could include items such as access controls, backups, virus
protection, incident handling, encryption, monitoring, password
requirements, disposing of resources, inspections and reviews,
personal/physical security, system-configured change process,
auditing, security awareness and training, documentation, AUP (and
the list goes on).

A security policy should begin with a general overview about why the
policy was written and what it covers and what it does not cover. This
is often referred to as the scope of the policy.

Why do we have
security policies?

Besides risk management, security policies are also used to educate
users, staff, and other workers about what the policy of the company
is. It can also be used to establish a baseline for which security
measures must be implemented to protect assets. Without a security
policy in place, the risk (which is a factor of assets that are vulnerable
being attacked and resulting in a loss) is too great.

Specific Types of Policies

If you look at every asset and consider the risk for each one, and then implement those
items in policy, you are going to end up with a lot of policies. This is normal. Policies
that are usually found in high-security networks include the following:

m Guideline policies: These include AUPs, audit policies, password policies, risk
assessment policies, web server policies, and so on.
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m  Email policies: These include email-forwarding policies, spam policies, and so on.

m Remote-access policies: These include virtual privare nerwork (VPN) remote
access, dial-in access, and minimum requirements for remote access with regard to
virus scanning or patches.

m Telephony policy: This includes guidance about the acceptable use of telephony
services related to voice/data over that media.

m Application policies: These include minimum security requirements that need to
be included in new applications that are added to the network and restrictions about
what end users are allowed to install and or run on their local computers.

m  Network policies: These include standards for access via wireless or wired con-
nections, and could include minimum requirements for the PCs that are connecting,
such as minimum service packs, specific antivirus properties (such as current antivi-
rus that has been updated in the past 4 days), and other network-related activity.

Standards, Procedures, and Guidelines

To ensure a secure network environment, a lot of rules must be followed. With regard
to policies, sometimes it is not clear to the user (or to the person the policy applies to)
what is absolutely required versus what is just a good idea. It is better to be aware of
what is critical and must be done long before the opportunity for action occurs. Table
2-4 describes additional documents that you may use to enforce the security policy as a
whole.

Table 2-4 Srandards, Procedures, and Guidelines

Security Practice Explanation
Vocabulary

Standards A standard specifies the use of specific technologies as a
countermeasure. These help the IT staff be consistent in their
approach to mitigating a specific risk.

Procedures This is a detailed document about the standards and guidelines, which
helps staff to implement security for the network. Using a procedural
list, an implementation on the network can be done by any one of
the staff, and if the procedure is followed in a consistent manner,
the result will be the same each time. Having good procedures that
are easily followed to implement network security correctly is an
important aspect of a secure network.

Guidelines Guidelines are simply suggestions and are not mandatory. They
usually represent best practice techniques, but are not actually
required to be used. If policy and procedure and standards are vague,
following the guidelines provided will be a good indication of what
to do to maintain and continue the spirit of the security policy.
(When in doubt, check with the manager for clarification before
implementing any changes outside of procedure or standards.)
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Security Practice Explanation
Vocabulary

Policies The policies themselves are high level in nature and come from the
senior management team. They usually do not include the technical
details about how to implement the policy. (The implementation
is left up to their staff.) Ultimately, the senior executive team is
responsible as the owner of the data, and is also responsible to ensure
that staff implements the policies.

Testing the Security Architecture

Companies often spend quite a large amount of money implementing security even
though they are not really 100 percent certain that it is actually working. This is unac-
ceptable if you truly want to manage risk. To test your security, you can use several
techniques, including the following:

m  Network scanning
m  Vulnerability scanning
m  Password cracking
m  Penetration testing

B Social engineering attempts

All these items represent literal threats to most networks today, so you should attempt
to use these techniques in a nonmalicious way against your own networks from the
inside and from the outside. It is also really important to make sure that policy allows
for these types of internal tests to be run. (Otherwise, you might be considered the
attacker, which may have negative consequences personally against you.)

You can run these tests at various levels. For instance, a network manager might want

to test his network capabilities and staff response time in a known drill, or perhaps a
CEO or executive group wants to test an entire staff and network’s approach to handling
serious attacks in an unannounced and unplanned fashion. In either case, the responses
should be the same, as if a real set of threats were converging on a system. The benefit
to either, of course, is that you get good reports and analysis from outside personnel on
how things can be improved, as opposed to hearing about your own company on the 6
o’clock news.

When running these tests (attacks) against your network, it is important to look at the
log files or any other reporting mechanisms that you currently have that should or may
identify a problem. If a specific attack is not detected, and it is determined that that
attack indeed is a risk to an asset on your network, the next logical thing to do is docu-
ment the issue and then recommend a mitigation technique against that threat. This goes
right back to the lifecycle for the secure network: the initiation, acquisition and develop-
ment, implementation, operations and management, and disposition at the end of the
security technique’s useful lifetime.
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Responding to an Incident on the Network

After you implement security measures, test them, and are now in operation with them,
attacks may still occur, but hopefully your security countermeasures mitigate them. If
an attack succeeds, there should be a policy in place about exactly how to handle the
incident. The word incident in the context of this security policy means an event on the
network that has negative impact (risk involved).

An incident response policy should

B Assist in the recovery of business operations, while at the same time preserving any
evidence about the attack that might be needed for forensics.

m  Document all possible details of the incident, including what systems were involved,
when it occurred, who was involved, and any of the details that might assist in the
clear documentation of what occurred.

m DPrevent, if possible, future incidents similar to the one just experienced. This is yet
another way to reduce future risk.

The implementation of an incident management policy really involves direction from
senior management to provide the authority, preparation on behalf of the IT staff and
management, the ability to detect and analyze an incident when it does occur (this could
be from log files, intrusion prevention systems, and so on), the ability to contain and
recover from the attack, and finally, post-incident activities such as forensics investiga-
tion.

Collecting Evidence

The attacker, if detected, would love it if all the evidence were accidentally wiped away,
leaving no trace of the attack. It is your job to have policy in place, including the proce-
dures, that relates to the collection of evidence for forensic purposes. This is not simple
because so many different types of systems and hardware exist. If possible, however, if
you experience an attack that involves disk storage, you should take a drive image (like a
giant snapshot) before the drive is powered off, disconnected, or modified in any other
way. Often, a checksum is used that can prove the image taken exactly represents the
original disk immediately after the attack.

Any equipment involved should be photographed before it is disconnected or moved.
Having a chain of evidence, which is used in court as a way to prove that the evidence
has not been tampered with, is a critical aspect for prosecution. Without a clear chain of
evidence, the evidence might not be seen as credible and as a result potentially may not
be used in court.

Reasons for Not Being an Attacker

Many laws in place today are designed, by and large, to protect the common good.
Stealing is stealing, regardless of your country, state, or place of birth. Stealing is punish-
able in most parts of the world. Many of the laws that govern computer networks are
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in place to protect information, both public and private, and because they are law, they
can be enforced. Breaches of criminal law incur penalties such as fines, imprisonment,
or both. Civil law focuses on activities that are considered wrong but are not breaking
the criminal law. Breaches of civil law usually give rise to financial liability. If an attacker
launches an attack against a network that is not his own, it is possible that the attacker
could be subject to both criminal and civil penalties.

A moral compass, or ethics, is an important character trait in today’s world, including
when working on today’s networks. With regard to what you do on a network, you
should act as if the information assurance officer is looking over your shoulder (she just
might be). If all your interactions are done in an ethical manner, you will never have to
second-guess your decisions from a moral perspective.

Liability
The objective of most companies is to generate revenue. The reason companies invest
money on security is to comply with regulations imposed on them and to reduce the risk
of vulnerable systems that support the company. The company also has liability (which
also equates to risk) related to information they store about customers (for example,
credit card information, health information, or other sensitive data). Reducing risk also
reduces the potential liability that comes with that risk.

Disaster Recovery and Business Continuity Planning

Disasters do occur, and if such occurs to a data network, the results can prove devastat-
ing, both financially and functionally. Examples include tornadoes, earthquakes, large-
scale physical attacks, and so on. Part of an overall policy that addresses availability
should be the ability to recover from a disaster and keep the business moving. This is
often referred to as disaster recovery (DR) and business continuity (BC).

Companies that can afford no downtime might have two completely operational fault-
tolerant sites in geographically different locations. If one site goes down, the other site is
seamlessly used. The downside of this is that it is expensive. Other options include hav-
ing sites that are ready to bring up, that could be fully functional within 24 hours or 48
hours or some other period of time.

In planning this, decisions would be made about the cost of the fault tolerance or back-
up site compared to the risk (financial loss) of not having a solution in place. Some of the
BC factors are the maximum rolerable downtime (MTD), the recovery time objective
(RTO), and the recovery point objective (RPO). The RTO is the number of hours or days
set as the objective for resuming the business process in the event of a disaster. The RPO
refers to the state at which the data is being restored. For example, an RPO of 4 hours
restores data to the point where it was 4 hours earlier than the incident that triggered the
RPO.
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics from this chapter, denoted with a Key Topic icon.
Table 2-5 lists these key topics.

Table 2-5 Key Topics

{ Key

i, Topic  Key Topic Element  Description Page Number
) Text Secure network lifecycle 25
Text An approach to risk management 27
Table 2-3 The who, what, and why of security policies 29

Complete the Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can

check your work.

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

qualitative, quantitative, regulatory compliance
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This chapter covers the following subjects:

m  Securing borderless networks

m  Controlling and containing data loss




CHAPTER 3

Building a Security Strategy

In today’s networks, with so many access methods, including virtual private networks
(VPN), remote employees, partner intranets, public access, and so on), we really need to
consider all these types of access while building a security strategy. One term used often
is borderless networks, which suggests the network does not simply start at one location
and end at another location, but instead provides access without physical borders. As the
world looks for uninterrupted and ubiquitous access, this concept shows how one per-
son’s dream can be another person’s nightmare.

This chapter examines a high-level strategy for securing this type of “borderless” network.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 3-1 details the major topics discussed in this
chapter and their corresponding quiz questions.

Table 3-1 “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Securing Borderless Networks 1-3
Controlling and Containing Data Loss 4-8

1. In which single area of the borderless network would we be primarily concerned
with things such as viruses and malware?

a. Borderless end zone
b. Borderless Internet
c. Borderless data center

d. Borderless bookstore
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2. Which of the following methods or resources enable you to qualify a device (verify
the workstation meets minimum requirements) before letting the device access the
network? (Choose all that apply.)

a. Port security

b. NAC
c. ISE
d. VPN

3. On a physical switch, you can use technical controls for traffic flows between
devices. How can you best implement a similar policy between two virtual devices
that you are running logically in the data center?

a. Cannot be done
b. Virtual switch
c. Virtual ACLs

d. Route the traffic out of the virtual to a physical switch, enforce the security
there, and then route the traffic back into the virtual environment

4. Which of the following elements can you use as part of the Cisco SecureX architec-
ture/strategy? (Choose all that apply.)

a. IPS appliances
b. AnyConnect
c. ASA firewalls
d. SIO

5. Which concept refers to granting access based on multiple conditions, including
the identity of the user, the device the user is connecting from, and how secure the
workstation is the user is connecting from?

a. Context awareness
b. ACS
c. ISE

d. NAC
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How does AnyConnect provide confidentiality?

a.
b.
c.

d.

It encrypts data on the disk, file by file.
It encrypts the entire disc.
It implements encryption at Layer 2.

It implements SSL or IPsec.

TrustSec uses which of the following to identify a specific policy that should be
applied to traffic?

a.
b.
c.

d.

Security group tag
Group domain of interpretation
DSCP

IP precedence

Which cloud-based service could you use as an early-warning system for a threat
that might be coming your way via the Internet?

a.
b.

C.

SIO
10S
ISO
SOI

39
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Foundation Topics

Securing Borderless Networks

This section covers how our networks have changed over the years and current strategies
for securing the borderless networks of today.

The Changing Nature of Networks

The borders of today’s networks are dissolving. We have mobile workers, customers
with multiple access methods, and cloud services that blur the traditional dividing lines
between network applications and functions. This is convenient for users because they
do not really have to know or even care where their data is; they can just pick up their
nearest computing device (tablet, smart phone, and so on) and access data. The data
could be sitting on the device itself or could be retrieved dynamically through several
online resources.

Companies that do not want to host their own servers or install their own applications
can purchase infrastructure for these as a cloud service. The person providing those ser-
vices needs to be aware that security is critical, however, and have the ability to imple-
ment the security required. Often, we are responsible for this, as we implement the net-
works that make up the cloud that other customers will use. Whether it is a public cloud
for others to use, or a private cloud for a few, or some storm system in between, the lack
of borders around our data highlights our need to be security conscious to protect our
assets (data) wherever they might travel.

Even with all these new terms and architectures, the principles and rules related to secu-
rity do not change. The location of our assets may change. The specific places that we
might think about adding a security device or technology (as a mitigation technique) may
change, but the basic rules and considerations (what to look for and what to think about)
discussed in the preceding chapter have not changed at all.

If it is our own network, completely under our control, we know what to do. If it is a
multifacility network involving multiple service providers and cloud providers, it just
seems more complicated. Any complicated scenario can be broken down into simple
parts. So, as we focus on individual parts and apply the same security-conscious prin-
ciples as successfully implemented before, we can continue to implement and maintain
security.

Logical Boundaries

In a traditional infrastructure, clients connect to the access layer of the network. The
access layer devices (typically Layer 2 switches) connect to distribution layer devices
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(normally using switches with both Layer 2 and Layer 3 functionality). This makes up a
switch block. A switch block can be connected to other switch blocks through a core
that could be high-speed Layer 2 or Layer 3. This model has worked wonderfully for
many years as a framework for putting corporate networks together.

With borderless networks (with servers, clients, and resources less constrained as to
connections), we can still categorize (classify into discrete areas) devices that comprise
the network and apply appropriate security concepts to each particular area. To do so,
you want a working knowledge of borderless network security terminology. Table 3-2
describes many of the terms that you need to know.

Leeoeee,

iy

{ Key
Table 3-2 Borderless Network Components "-._.TOP'C
Component Explanation
Borderless This is where devices connect to the network. It is here that we are
end zone concerned with viruses, malware, and other malicious software. Using
techniques such as Nerwork Admissions Control (NAC) and Identiry
Services Engine (ISE), we can properly interrogate devices before they
are allowed onto the network to verify they meet certain minimum
requirements (installations of virus scanning tools, service packs, patch
revision levels, and so on).
Borderless This represents a cloud-driven business environment that could provide

data center

services. It is in this borderless data center where we implement firewalls
such as the Adaptive Security Appliance (ASA) and intrusion prevention
systems (IPS) to protect network resources there. Virtual tools can also be
used inside virtual environments in the data center, such as virtual switches
that can enforce policy on virtual devices that are connected to that virtual
switch.

Borderless This represents the biggest IP network on the planet, which we are all

Internet familiar with. Service providers and other individuals connected to the
Internet use various techniques for security, including IPSs, firewalls, and
protocol inspection (all the way from Layer 2 to Layer 7 of the OSI model).

Policy In a perfect environment, we would have a single point of control

management  that could implement appropriate security measures across the entire

point network. Cisco Security Manager (CSM) is an example of one of these

enterprise tools. Another example is Cisco Access Control Server (ACS),
which provides contextual access. For example, if you want to allow
administrators full access to a router only if they are logging in from a
specific location, you could enforce that with ACS and autbentication,
authorization, accounting (AAA) rules. Under that same system,
administrators could also potentially gain access from other locations.
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SecureX and Context-Aware Security

{ Key
i Topic

SecureX architecture is a strategy, so do not look for the label on any specific security
product. The core elements of this architecture include the following:

Context awareness: This just what is sounds like: being aware of context. For
example, you might want to confirm a basic set of parameters (who users are, how
they are accessing a network, the condition of the computer they are using to access
the network, and so on) before giving users access. Actual tools to implement this
include ISE, NAC, and AAA.

AnyConnect Client: With AnyConnect Client, you can establish Secure Sockets
Layer (SSL) or IPsec VPN for clients. VPNs provide for confidentiality of the data
in motion and the integrity of that data.

TrustSec: This creates a distributed access policy enforcement mechanism, and can
also use encryption to provide confidentiality. The intent is to provide and control
end-to-end security, based on who, what, where, and how users are connected to
the network. Endpoint systems are analyzed to verify they meet corporate secu-
rity requirements. Actual tools to implement this include ISE, NAC, and AAA. If
security group tags (SGT) are used, devices involved in forwarding the traffic can
implement the appropriate security based on the tag. Data can be encrypted for
confidentiality, as well.

Security Intelligence Operations: Security Intelligence Operations (SIO) is a
cloud-based service that Cisco manages. This service identifies and correlates real-
time threats so that customers can leverage this information to better protect their
networks. An example is learning about an attack that is propagating through the
Internet before it reaches your network, thus enabling you to place additional secu-
rity measures in preparation for its arrival at your perimeter.

Controlling and Containing Data Loss

This section covers Cisco tools you can use to implement/maintain confidentiality, integ-
rity, and availability of data in networks today.

An Ounce of Prevention

. It has been said that an ounce of prevention is worth a pound of cure. Although the ratio
{ Key might not be exact, the concept is true. Cisco has a suite of tools that you can use for

i Topic

threat mitigation and monitoring, including the following:

ASA firewalls: The Cisco ASA provides packet filtering, stateful filtering (all cov-
ered in the firewall section), support for IPsec remote-access and IPsec site-to-site
VPNs, and VPN support for SSL remote-access users. An additional module can
provide intrusion prevention services, as well.

Integrated Services Routers (ISR): Building on the routing infrastructure, you
can integrate additional security into the router itself using features such as zone-
based firewalls and IPSs (in software or IPS modules installed through an available
option slot in the chassis). Routers support VPNs, authenticated routing protocols,
packet filtering, and a wide variety of other security features.
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m Intrusion prevention systems (IPS): An IPS is implemented as a standalone appli-
ance, or you can implement it as a module that goes into a Cisco ASA firewall or
router. In addition, you can place a blade module in a 6500 series switch. An IPS,
using primarily signature matching, can identify malicious traffic and prevent attacks
from being forwarded into the network.

m IronPort Email Security Appliances and IronPort Web Security Appliances
(WSA): These appliances provide granular control of email and, in the case of web
traffic and WSA, can track thousands of applications and enforce security policies
to protect networks against threats.

m  ScanSafe: ScanSafe web security can dynamically categorize search engine results
to prevent access to undesired sites or content, and can also look for malicious
content, thus offering protection for zero-day attacks that have not been identified
through traditional IPS signatures.

Secure Connectivity Using VPNs

One thing you might have noticed is that both the router and firewall support VPN ser-

vices. Some management protocols, such as Secure Shell (SSH) and Hypertext Transfer
Protocol Secure (HTTPS), use encryption to protect the confidentiality of the data that

is being carried over the network. Other plaintext protocols, such as Telnet and FTP, do
not provide that same level of security.

Any of these protocols can be better secured by using them in combination with a VPN tun-
nel. The VPN tunnel offers confidentiality by encrypting the data. Popular options for VPNs
include IPsec and SSL (HTTPS). You could use a site-to-site VPN to protect the confidential-
ity of data moving between two sites, such as a headquarters office and a branch office. You
could use a remote-access VPN for a single user at a random public location, such as from a
hotel room, who needs secure access back to the resources of the corporate network.

Secure Management

Anytime you access a device to gain information or manage the device itself, you should
use a secured management protocol such as SSH or HTTPS. The graphical tools for man-
aging network devices keep getting better all the time. GUIs currently built in to security
products include the ASA Adaptive Security Device Manager (ASDM), which can be
used with the ASA firewall; Cisco Configuration Professional (CCP), which can be
used to manage 10S routers; and IPS Device Manager (IDM) and IDM Express (IME),
which can both be used to manage the IPS functionality on various platforms that sup-
port intrusion prevention. Some overlap exists, too. For instance, you could use either
CCP or IME to manage the IPS implementation done in software on the router.

In an enterprise environment, you can purchase a separate single-console management tool
for most of these security and network devices. An example is Cisco Security Manager
(CSM). CSM is also a GUI tool that enables you to configure, manage, and monitor IOS
routers, ASA firewall appliances, IPS sensors, and Catalyst series switches. For a current list
of the exact platforms supported and managed by CSM, check Cisco.com.
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics from this chapter, denoted with a Key Topic icon.
Table 3-3 lists these key topics.

......
o

Table 3-3 Key Topics

{ Key

E'-._.TOPic Key Topic Element Description Page Number
Table 3-2 Borderless network components 41
List SecureX and context-aware security 42
List An ounce of prevention 42

Complete the Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can
check your work.

Define Key Terms
Define the following key terms from this chapter, and check your answers in the glossary:

SecureX, context-aware security, ASA, IPS, AnyConnect
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CCNA Security exam topics covered in this part:

Describe common security threats

Implement security on Cisco routers

Describe securing the control, data, and management plane
Describe Cisco Security Manager

Describe IPv4 to IPv6 transition

Implement AAA (authentication, authorization, and accounting)
Describe TACACS+

Describe RADIUS

Describe AAA

Verify AAA functionality

Describe secure network management

Implement secure network management

Describe Layer 2 security using Cisco switches

Describe VLAN security

Implement VLANS and trunking

Implement spanning tree (securely)



Part ll: Protecting the Network
Infrastructure

Chapter 4: Network Foundation Protection

Chapter 5: Using Cisco Configuration Professional to Protect the
Network Infrastructure

Chapter 6: Securing the Management Plane on Cisco I0S Devices
Chapter 7: Implementing AAA Using I0S and the ACS Server
Chapter 8: Securing Layer 2 Technologies

Chapter 9: Securing the Data Plane in IPv6



This chapter covers the following subjects:

m  Using network foundation protection to secure
networks

m  Understanding the management plane
m  Understanding the control plane

m  Understanding the data plane



CHAPTER 4

Network Foundation Protection

The network infrastructure primarily consists of routers and switches and their intercon-
necting cables. The infrastructure has to be healthy and functional if we want to be able
to deliver network services.

If we break a big problem down into smaller pieces, such as security and what an attack-
er might do, we can then focus on individual components and parts. By doing this, the
work of implementing security becomes less daunting. That is what nerwork foundation
protection (NFP) is all about: breaking the infrastructure down into smaller components,
and then systematically focusing on how to secure each of those components.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 4-1 details the major topics discussed in this
chapter and their corresponding quiz questions.

Table 4-1 “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Using Network Foundation Protection to Secure Networks 1-3
Understanding the Management Plane 4-5
Understanding the Control Plane 6-8
Understanding the Data Plane 9-10

1. Which of the following is not a core element addressed by NFP (network founda-
tion protection)?

a. Management plane
b. Control plane
c. Data plane

d. Executive plane
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2.

If you add authentication to your routing protocol so that only trusted authorized
routers share information, which plane in the NFP are you securing?

a. Management plane
b. Control plane

c. Data plane

d. Executive plane

If you use authentication and authorization services to control which administrators
can access which networked devices and control what they are allowed to do, which
primary plane of NFP are you protecting?

a. Management plane
b. Control plane

c. Data plane

d. Executive plane

Which of the following is not a best practice to protect the management plane?
(Choose all that apply.)

a. HTTP
b. Telnet
c. HTTPS
d. SSH

Which of the following is a way to implement role-based access control related to
the management plane? (Choose all that apply.)

a. Views

b. AAA services

c. Access lists

d. IPS

What do CoPP and CPPr have in common? (Choose all that apply.)
a. They both focus on data plane protection.

b. They both focus on management plane protection.

c. They both focus on control plane protection.

d. They both can identify traffic destined for the router that will likely require
direct CPU resources to be used by the router.
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7. Which type of attack can you mitigate by authenticating a routing protocol?

(Choose all that apply.)

a. Man-in-the-middle attack

b. Denial-of-service attack

c. Reconnaissance attack

d. Spoofing attack
8. What is a significant difference between CoPP and CPPr?

a. One works at Layer 3, and the other works at Layer 2.

b. CPPr can classify and act on more-specific traffic than CoPP.

c. CoPP can classify and act on more-specific traffic than CPPr.

d. One protects the data plane and the other protects the management plane.
9. Which of the following enables you to protect the data plane?

a. 10S Zone-Based Firewall

b. IPS

c. Access lists

d. Port security
10. DHCP snooping protects which component of NFP?

a. Management plane

b. Control plane

c. Data plane

d. Executive plane
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Foundation Topics

Using Network Foundation Protection to Secure
Networks

This section covers a strategic approach to hardening the network so that you can man-
age it and allow it to correctly maintain the routing tables, and most important, so that
the network stays “healthy” and can forward traffic.

The Importance of the Network Infrastructure

Many pieces and parts make up a network, and even one simple component that is not
working can cause a failure of the network. If a network does not work, revenue and
productivity suffer. In a nutshell, if you have vulnerabilities such as weak passwords (or
no passwords), software vulnerabilities, or misconfigured devices, that leaves the door
open to attackers. The impact of a down network is huge; it normally affects the work
force and other systems and customers that rely on that network. The NFP framework is
designed to assist you to logically group functions that occur on the network and then
focus on specific security measures you can take with each of these functions.

The Network Foundation Protection (NFP) Framework

For Cisco IOS routers and switches, the NFP framework is broken down into three basic
planes (also called sections/areas):

Management plane: This includes the protocols and traffic that an administrator
uses between his workstation and the router or switch itself. An example is using a
remote management protocol such as Secure Shell (SSH) to monitor or configure
the router or switch. The management plane is listed here first because until the
device is configured (which occurs in the management plane), the device will not
be too functional in a network. If a failure occurs in the management plane, it may
result in losing the ability to manage a network device.

Control plane: This includes protocols and traffic that the network devices use on
their own without direct interaction from an administrator. An example is a routing
protocol. A routing protocol can dynamically learn and share routing information
that the router can then use to maintain an updated routing table. If a failure occurs
in the control plane, a router may lose the ability to share or correctly learn dynam-
ic routing information, and as a result not have the routing intelligence to be able to
route for the network.

Data plane: This includes traffic that is being forwarded through the network
(sometimes called transit traffic). An example is a user on one part of the network
who is accessing a server; the data plane represents the traffic that is either being
switched or forwarded by the network devices between the client and server. A
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failure of some component in the data plane results in the customer’s traffic not
being able to be forwarded. Other times, based on policy, you might want to deny
specific types of traffic on the data plane.

Interdependence

Some interdependence exists between these three planes. For example, if the control
plane fails, and the router does not know how to forward traffic, this scenario impacts
the data plane because the user’s traffic cannot be forwarded. Another example is a fail-
ure in the management plane that might allow an attacker to configure devices and as a
result could cause both a control plane and data plane failure.

Implementing NFP

You learn more about each of these three planes later in this chapter. Before that, how-
ever, Table 4-2 describes security measures you can use to protect each of the three

planes.

Table 4-2 Components of a Threat Control and Mitigation Strategy

i Key

Plane Security Measures Protection Objectives i Topic
Management Authentication, authorization, Authenticate and authorize any )
plane accounting (AAA) administrators. Protect time
Authenticated Network Time synchronization by using authenticated
P | INTP NTP. Use only encrypted remote-access
rofocol ( ) protocols such as SSH for CLI and SSL/
Secure Shell (SSH) TLS for GUI tools, and use secure versions

Secure Sockets Layer/
Transport Layer Security
(SSL/TLS)

Protected syslog

Simple Network Management
Protocol Version 3 (SNMPv3)

Parser views

of SNMP. If plaintext tools are used
(such as syslog or Telnet), they should be
protected by encryption protocols such
as IPsec or should be used out of band
(a separate network just for management
traffic). A parser “view” is a way to limit
what a specific individual, based on his
role, can do on the router.
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Plane Security Measures Protection Objectives

Control plane Conrrol plane policing (CoPP) The control plane tools can be
and control plane prorection ~ implemented to limit the damage an
(CPPr) attacker can attempt to implement directly
at the router’s IP address (traffic addressed
directly to the router, which the router
must spend CPU resources to process).

Authenticated routing protocol
updates

Routing protocol updates should be
authenticated to remove the possibility of
an attacker manipulating routing tables by
putting a rogue router running the same
routing protocol on your network. The
attacker could be doing reconnaissance

to learn the routes, or the attacker could
be attempting to manipulate the resulting
data plane by changing the routing on the
network.

Data plane Access control lists (ACL) ACLs, when applied as filters on
interfaces, can control which traffic
(transit traffic) is allowed on the data
plane.

Layer 2 controls, such as
private VLANS, Spanning Tree
Protocol (STP) guards

. At Layer 2, by protecting the
10S IPS, Zone-Based Firewall infraszructureythere, you can avoid a rogue
switch from becoming the root of your
spanning tree, which would affect the data

plane at Layer 2.

Firewall filtering and services can also
control exactly what traffic is flowing
through your network. An example is
using an 10S Zone-Based Firewall to
implement policy about the data plane and
what is allowed.

NFP, as you might have noticed is not a single feature, but rather is three components
of the infrastructure, with recommendations about protecting each one using a suite of
features that you can implement across your network.

A command-line utility called auto secure implements security measures (several in
each category) across all three of the planes. You will see the equivalent of auto secure
in Cisco Configuration Professional (CCP), the GUI tool that you can use to manage
router) in the next chapter.

When implementing the best practices described by NFP, does that mean your network
is going to be up forever and not have any problems? Of course not. If the network is
designed poorly, with no fault tolerance, for example, and a device fails (because of a
mechanical or software failure or a physical problem or because cables were removed),
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if you do not have the failovers in place to continue to move traffic, your data plane is
going to suffer. Other factors, such as lack of change control or an administrator acci-
dentally putting in the incorrect configuration, are, of course, ongoing potential oppor-
tunities for the network to stop functioning.

Understanding the Management Plane

This section examines what you can do to protect management access and management
protocols used on the network.

First Things First

As mentioned earlier, the management plane is covered first in this discussion. After all,
without a configured router (whether configured through the console port or through
an IP address with a secure remote-access tool such as SSH), the network device is not
much good without a working configuration that either an administrator or some other
type of management system such as Cisco Security Manager (CSM) has put in place.
(A basic Layer 2 switch with all ports in the same VLAN would be functional, but this is
unlikely to be the desired configuration for that device.)

Best Practices for Securing the Management Plane

To secure the management plane, adhere to these best practices: K
{ Key
L . . . 1 Topic
m  Enforce password policy, including features such as maximum number of login

attempts and minimum password length.

m  Implement role-based access control (RBAC). This concept has been around for a
long time in relation to groups. By creating a group that has specific rights, and then
placing users in that group, you can more easily manage and allocate administrators.
With RBAC, we can create a role (like a group) and assign that role to the users who
will be acting in that role. With the role comes the permissions and access. Ways to
implement RBACs include using Access Control Server (ACS) and CLI parser views
(which restrict the commands that can be issued in the specific view the administra-
tor is in). Custom privilege level assignments are also an option to restrict what a
specific user may do while operating at that custom privilege level.

m  Use AAA services, and centrally manage those services on an ACS server. With
AAA, a network router or switch can interact with a centralized server before allow-
ing any access, before allowing any command to be entered, and while keeping
an audit trail that identifies who has logged in and what commands they executed
while there. Your policies about who can do what can be configured on the central
server, and then you can configure the routers and switches to act as clients to the
server as they make their requests asking whether it is okay for a specific user to log
in or if it is okay for a specific user to issue a specific command.



56 CCNA Security 640-554 Official Cert Guide

m  Keep accurate time across all network devices using secure NTP.

m  Use encrypted and authenticated versions of SNMP, which includes Version 3 (and
some features from Version 2).

m  Control which IP addresses are allowed to initiate management sessions with the
network device.

m  Lock down syslog. Syslog is sent in plain text. On the infrastructure of your net-
work, only permit this type of traffic between the network device’s IP address and
the destinations that the network device is configured to send the syslog messages
to. In practice, not too many people are going to encrypt syslog data, although it
is better to do so. Short of doing encryption, we could use an out-of-band (OOB)
method to communicate management traffic between our network devices and the
management stations. An example is a separate VLAN that user traffic never goes
on to, and using that separate VLAN just for the management traffic. If management
traffic is sent in-band, which means the management traffic is using the same net-
works (same VLANS, for instance), all management traffic needs to have encryption,
either built in or have it protected by encryption (such as using IPsec).

Understanding the Control Plane

This section reviews what you can do to protect network devices in the event of attacks
involving traffic directed ro (nontransit traffic) the network device itself.

The route processor, the CPU on a router, can only do so much. So, whenever possible,
the router is going to cache information about how to forward packets (transit packets
going from one device on the network to some other device). By using cached informa-
tion when a packet shows up that needs to be forwarded, the CPU has to expend little
effort. Forwarding of traffic is the data plane, and that is what really benefits from using
cached information.

So, what has that got to do with the control plane? If a packet, such as a Telnet packet,
is being sent to the router’s IP address, it is no longer a transit packet that can be simply
forwarded by looking up information in a route cache of some type. Instead, because
the packet is addressed to the router itself, the router has to spend some CPU cycles

to interpret the packet, look at the application layer information, and then potentially
respond. If an attacker sends thousands of packets like these to the router, or if there is
a borner of hundreds of thousands of devices, each configured to send these types of
packets to the router, the router could be so busy just considering all these requests that
it might not have enough resources to do its normal work. Control plane security is pri-
marily guarding against attacks that might otherwise negatively impact the CPU, includ-
ing routing updates (which are also processed by the CPU).

Best Practices for Securing the Control Plane

Table 4-3 describes three ways to implement security of the control plane.



Table 4-3 Three Ways to Secure the Control Plane

Chapter 4: Network Foundation Protection 57

{ Key

Feature

Explanation Topic

CoPP

Control plane policing. You can configure this as a filter for any traffic
destined to an IP address on the router itself. For example, you can
specify that management traffic, such as SSH/HTTPS/SSL and so on,

can be rate-limited (policed) down to a specific level. This way, if an
attack occurs that involves an excessive amount of this traffic, the excess
traffic above the threshold set could simply be ignored and not have

to be processed directly by the CPU. Another way to think of this is as
applying quality of service (QoS) to the valid management traffic and
policing to the bogus management traffic.

This is applied to a logical control plane interface (not directly to any
Layer 3 interface) so that the policy can be applied globally to the router.

CPPr

Control plane protection. This allows for a more detailed classification of
traffic (more than CoPP) that is going to use the CPU for handling. The
three specific subcategories that can be classified are traffic to one of the
physical or logical interfaces of the router, certain data plane traffic that
requires CPU intervention before forwarding (such as IP options), and
Cisco Express Forwarding (CEF) exceptions (traffic related to network
operations, such as keepalives or packets with Time-To-Live (TTL)
mechanisms that are expiring) that have to involve the CPU.

The benefit of CPPr is that you can rate-limit and filter this type of
traffic with a more fine-toothed comb than CoPP.

This is also applied to a logical control plane interface, so that regardless
of the logical or physical interface the packets come in on, the router
processor can still have the protection.

Routing
protocol
authentication

Most routing protocols support authentication. If you use authentication,
a rogue router on the network will not be believed by the authorized
network devices (routers). The attacker may have intended to route all
the traffic through his device, or perhaps at least learn details about the
routing tables and networks.

Using CoPP or CPPr, you can specify which types of management traffic are acceptable
at which levels. For example, you could decide and configure the router to believe that
SSH is acceptable at 100 packets per second, syslog is acceptable at 200 packets per
second, and so on. Traffic that exceeds the thresholds can be safely dropped if it is not
from one of your specific management stations. You can specify all those details in the

policy.

Understanding the Data Plane

This section covers the methods available for implementing policy related to traffic
allowed through (transit traffic) network devices.
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{ Key
i Topic

For the data plane, this discussion concerns traffic that is going through your network
device rather than ro a network device. This is traffic from a user going to a server, and
the router is just acting as a forwarding device. This is the data plane. Table 4-4 describes
some of the prevalent ways to control the data plane (which may be implemented on an
10S router).

Table 4-4 Protecting the Data Plane

Feature

Explanation

ACLs used
for filtering

There are many types of ACLs and many ways to apply them for filtering.

Note that an ACL can be used as a classification mechanism used in other
features, such as an 10OS firewall, identifying traffic for control plane
protection, identifying who is allowed to connect to a vty line, where SNMP
is allowed, and so on. In the discussion of protecting the data plane, we focus
primarily on ACLs applied directly to interfaces for the purpose of filtering.

10S firewall
support

The firewall features on an IOS router have grown over the years. The older
technology for implementing a firewall on IOS routers was called context-
based access control (CBAC). CBAC has been replaced with the more current
Zone-Based Firewall on the IOS.

IOS IPS

IOS IPS is a software implementation of an intrusion prevention system
(IPS) that is overlaid on top of the existing routing platform, to provide
additional security. IOS IPS uses signature matches to look for malicious
traffic. When an alert goes off because of a signature match, the router can
prevent the packet from being forwarded, thus preventing the attack from
reaching the final destination.

TCP
Intercept

This tool allows the router to look at the number of half-formed sessions
that are in place and intervene on behalf of the destination device. This can
protect against a destination device from a SYN-flood attack that is occurring
on your network. The Zone-Based Firewall on an 10S router includes this
feature.

Unicast
Reverse
Path
Forwarding

Unicast Reverse Path Forwarding (uRPF) can mitigate spoofed IP packets.
When this feature is enabled on an interface, as packets enter that interface
the router spends an extra moment considering the source address of the
packet. It then considers its own routing table, and if the routing table does
not agree that the interface that just received this packet is also the best
egress interface to use for forwarding to the source address of the packet, it
then denies the packet.

This is a good way to limit IP spoofing.
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Best Practices for Protecting the Data Plane

To secure the data plane, adhere to these best practices:

Block unwanted traffic at the router. If your corporate policy does not allow TFTP
traffic, just implement ACLs that deny traffic that is not allowed. You can imple-
ment ACLs inbound or outbound on any Layer 3 interface on the router. With
extended ACLs, which can match based on the source and or destination address,
placing the ACL closer to the source saves resources because it denies the packet
before it consumes network bandwidth and before route lookups are done on a
router that is filtering inbound rather than outbound. Filtering on protocols or traf-
fic types known to be malicious is a good idea.

Reduce the chance of denial-of-service (DoS) attacks. Techniques such as TCP
Intercept and firewall services can reduce the risk of SYN-flood attacks

Reduce spoofing attacks. For example, you can filter (deny) packets trying to enter
your network (from the outside) that claim to have a source IP address that is from
your internal network.

Provide bandwidth management. Implementing rate-limiting on certain types of
traffic can also reduce the risk of an attack (Internet Control Message Protocol
[ICMP], for example, which would normally be used in small quantities for legiti-
mate traffic).

IPS. When possible, use an IPS to inhibit the entry of malicious traffic into the network.

Additional Data Plane Protection Mechanisms

Normally, for data plane protection we think of Layer 3 and routers. Obviously, if traf-
fic is going through a switch, a Layer 2 function is involved, as well. Layer 2 mechanisms
that you can use to help protect the data plane include the following:

Port security to protect against MAC address flooding and CAM (content-addressable
memory) overflow attacks. When a switch has no more room in its tables for dynami-
cally learned MAC addresses, there is the possibility of the switch not knowing the
destination Layer 2 address (for the user’s frames) and forwarding a frame to all devices
in the same VLAN. This might give the attacker the opportunity to eavesdrop.

Dynamic Host Configuration Protocol (DHCP) snooping to prevent a rogue DHCP
server from handing out incorrect default gateway information and to protect a DHCP
server from a starvation attack (where an attacker requests all the IP addresses available
from the DHCP server so that none are available for clients who really need them).

Dynamic ARP inspection (DAI) can protect against Address Resolution Protocol
(ARP) spoofing, ARP poisoning (which is advertising incorrect IP-to-MAC address
mapping information), and resulting Layer 2 man-in-the-middle attacks.

IP source guard, when implemented on a switch, verifies that IP spoofing is not
occurring by devices on that switch.

i Key
i Topic

{ Key
i Topic
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics from this chapter, denoted with a Key Topic icon.
Table 4-5 lists these key topics.

Table 4-5 Key Topics

{ Key
i Topic  Key Topic Element  Description Page
N Number
List The Network Foundation Protection (NFP) 52
framework
Table 4-2 Components of a threat control and mitigation 53
strategy
List Best practices for securing the management plane 55
Table 4-3 Securing the control plane 57
Table 4-4 Protecting the data plane 58
List Best practices for protecting the data plane 59
List Additional data plane protection mechanisms 59

Complete the Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can

check your work.

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

management plane, control plane, data plane, NFP, Unicast Reverse Path

Forwarding
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This chapter covers the following subjects:

m Introducing Cisco Configuration Professional
m  Understanding CCP features and the GUI

m  Setting up new devices

m  CCP building blocks

m  CCP audit features




CHAPTER 5

Using Cisco Configuration
Professional to Protect the
Network Infrastructure

There have been several flavors of graphbical user interface (GUI) tools over the years,
including Security Device Manager (SDM), CiscoWorks, and others. This chapter intro-
duces you to another GUI tool called Cisco Configuration Professional (CCP), also
sometimes shown as Cisco CP. Even if you believe that the command-line interface is
the only “true” way to go, some nice features are built in to CCP such as smart wizards

that can make the configuration of the Cisco router faster and less error-prone. Another
benefit of CCP is that it does not take a lot of expertise to get a configuration in place

on the router. Regardless of which type of tool is used to put a configuration in place, it
is important to understand the actual commands that are instructing the router to behave

in a secure manner. If you need another reason to be interested in CCP, here it is: It is
relevant to the certification. With all those facts in mind, let’s get started.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 5-1 details the major topics discussed in this
chapter and their corresponding quiz questions.

Table 5-1 “Do I Know This Already?” Section-to-Question Mapping
Foundation Topics Section Questions
Understanding CCP Features and the GUI 2
Setting up New Devices 3
CCP Building Blocks 1,4, 6-7
CCP Audit Features 5

1. Which is nor an option for opening the Manage Community window within CCP?

a. Click the Manage Community icon on the toolbar

b. Click Manage Community from the left navigation pane
c. Choose Manage Community from the Applications menu
d. Open Cisco Configuration Professional for the first time



64 CCNA Security 640-554 Official Cert Guide

2.

What information could the status bar provide?

a. Version of 10S on the router

b. Health status of the router

c. Connectivity being used to manage the router
d. Summarized community information

Which of the following commands are required to allow CCP to communicate
securely with the router? (Choose all that apply.)

a. ip http secure-server

b. ip http server

c. ip http authentication local
d. ip sshver 2

Which component of CCP allows replication of the working portions of an existing
configuration to save time when configuring additional devices?

a. User profiles
b. Templates

c. Security Audit
d.

One-Step Lockdown

Which element that might be fixed by the Security Audit Wizard could potentially
stop spoofed packets from entering the network?

a. Unicast RPF
b. CDP

c. Proxy ARP
d. IP redirects

Which of the following are default protocols available for use within CCP to man-
age a router? (Choose all that apply.)

a. RDP

b. HTTPS
c. LDP

d. Telnet

Which tool enables you to restrict a CCP user from seeing specific configuration
options within CCP when managing a router?

Templates
User profiles

Security Audit

g 60 o 9

Communities
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Foundation Topics

Introducing Cisco Configuration Professional

Cisco Configuration Professional is an application that you can run from your computer.

The files for the program may be local on the computer or on the flash file system of { Key
. . . . i Topic

the router. CCP provides a GUI and acts as a device management tool for working with

and monitoring Cisco routers. It is typically installed on the local hard drive of the

Windows machine you are using to run the program. Through the use of wizards and

menu systems, CCP can simplify the implementation of routing, firewalls, intrusion pre-

vention systems (IPS), virtual private nerworks (VPN), unified communications, and

many other features on an IOS router. CCP also includes monitoring functions, which

can assist in troubleshooting a router that is not operating correctly. CCP also enables

administrators to easily organize and manage multiple routers at a single site by grouping

those routers together into what CCP calls a device communiry.

Another flavor of the CCP GUI tool is called CCP Express; it is a watered-down ver-
sion of the full CCP. This version may be preinstalled on flash, and may be run as a Java
applet from the computer that is connecting to the router. This version is preinstalled
from the factory on some Cisco routers.

CCP does not require a separate license (other than the router license) and may be
downloaded from Cisco.com with a valid CCO account.

Understanding CCP Features and the GUI

This section walks you through the interface and many of the relevant features of CCP.

The GUI is intended to make it simple to manage the features on an IOS router, as
shown in Figure 5-1.
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Figure 5-1 Layout of the CCP GUI

The following sections cover the major components of the interface.

The Menu Bar

This menu bar at the top of the window contains two options, Application and Help, as
shown in Table 5-2.
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Table 5-2 CCP Menu Bar

Menu Item Options

Application ~ The Application menu contains the following options in its drop-down
menu:

Manage Community: Enables you to create a new community or choose an
existing community.

Setup New Device: Enables you to set up a new device.

Create User Profile: Enables you to restrict users from using all the
features that are available in the left navigation pane.

Import User Profile: Enables you to import a user profile.

Options: Enables you to set user preferences such as log level, show
community at startup, and show CLI preview parameters.

Template: Enables you to create, edit, or apply a template.
Work Offline: Enables you to work with CCP in offline mode.
Exit: Exits the CCP application.

Help The Help menu contains the following options:

Help Contents: Displays the online help contents, which includes online
help topics and links to screencasts

Feedback: Displays a feedback form allowing you to provide feedback on
CCp

About: Displays information about Cisco CP, such as the version number,
and allows you to view the end-user license agreement

The Toolbar

The toolbar is a row of icons directly below the menu bar. The toolbar is a handy gather-
ing place for many of the functions that you will be using with CCP. Table 5-3 describes
the toolbar items.

Table 5-3 Properties of the Toolbar

{ Key

Tool Name Description ! Topi
3, Topic

Home button  Click this button to display what is called the Community View page. This
information summarizes the community information and allows you to add,
edit, and even discover new devices. You can also use the Home button to
see the device status of each device.
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Tool Name

Description

Configure
button

If you want to make a change to the configuration or view the existing
configuration of the router, you use this Configure button to get to

the correct area. From the drop-down list, you can make sure you are
configuring the correct router based on its IP address, and then using
features selected from the navigation pane on the left, configure the
specific elements of the router you want to view or change. Not all features
are available for configuration. For example, if a feature such as voice is
not supported on a device, that feature is not displayed as a configurable
option. Another reason that some of the options may not be configurable
is because of the individual who is logged in. With role-based access
control (RBAC), not every user has to be given full access to configure
everything. You can restrict what the administrator can see or configure by
using user profiles, as covered later in this chapter.

Monitor
button

This button displays the router and security features that you can monitor
on a specific router. A list of items that can be selected for monitoring is
presented in the left navigation pane.

Manage
community
icon

If you want to view or edit your existing communities, or create a new one,
clicking this icon provides those options. From the Manage Community
pop-up window, you can also request CCP to “discover” those routers,
which means it will log in to them and read the running configuration.

Refresh icon

Clicking the refresh icon instructs CCP to reach out and request the
current running configuration from the specified device. This is especially
important if changes have been made at the command line of the router
after CCP discovered the device. This refresh allows CCP to correctly
display the configured settings, including those that were done at the
command line, outside of CCP.

Provide This icon opens the CCP feedback form, which you can use to send
feedbackto  feedback about this product to Cisco Systems.

Cisco icon

Help icon The help icon, which looks like a question mark, opens context-sensitive

help that is relevant for the active window.

Search icon

The search feature opens up a new browser window and enables you to
search the help documents based on a keyword.

Left Navigation Pane

This is where you can select the item you want either to create or to manage on the 10S
router. Many of the options here expand to show additional subsets.
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Content Pane

This is to the right of the navigation pane, and is where most of the action occurs. Here,
you enter parameters that you want to configure on the router, and see information
about the router depending on which item you are looking at (which is selected by using
the navigation pane on the left).

Status Bar

The status bar is located at the bottom and displays information about CCP. One
example of what you might find on a status bar is the padlock icon. A secure connection
(HTTPS) is indicated by the locked padlock, and an unsecure (HTTP) connection is rep-
resented by an open or unlocked padlock icon.

The primary objective in this chapter is an introduction of CCP to manage security-related
features on the 10S router, such as security audits, firewalls, VPNs, and IPSs.

Setting Up New Devices

This section identifies the required basic configuration to allow CCP to communicate
with the router.

There is usually quite a bit of excitement about using a new GUI such as CCP, but it is
difficult to use until the computer you are sitting at can use CCP to communicate with
the router. So, here are some items that you want to ensure are in place on the router so
that CCP can work with that router.

Make sure that the router is powered on and reachable from the computer you are sit-
ting at. You can verify this with a simple ping to the IP address of the router.

On a router that has CCP express preinstalled on the flash, you could use a crossover
cable and connect directly from a PC Ethernet interface to the first Ethernet port

on the router. You configure your PC to obtain an IP address via a Dynamic Host
Configuration Prorocol (DHCP) server, and then open a browser to 10.10.10.1. If your
PC is not configured to use a DHCP server, you can assign a static address in that same
10.10.10.0/24 address space. You want to avoid using the same default IP address as the
router, which is 10.10.10.1.

If you are going to manage an existing router that does not have CCP installed on the
flash, you can download CCP from Cisco.com and install it on your local computer. You
want to make sure the following items are in place:

m  The router should be enabled to support HTTP or HTTPS.

m  The authentication for HTTP/S should be set to use the local database (the running-
config) on the router.

m  Username with privilege level 15 rights should be created on the router.
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Example 5-1 shows the configuration of those items.

Example 5-1 Preparing the Router to Accept HITP/HTTPS Connections from CCP

! Enable HTTP services on the router to be managed and discovered (less
! secure)
Rl (config)# ip http server

! Enable HTTPS services on the router to be managed and discovered (more
! secure)

Rl (config)# ip http secure-server

! Create a local user account on the router with "Level 15" permissions
! (privileged
! mode), and creates an MD5 hashed password

Rl (config)# username admin privilege 15 secret cisco

! Tell the router that when people connect via HTTP or HTTPS, request a

! user name and password, and use the local running-configuration (also
! called the local database) to verify the username and password supplied
! during authentication to verify if the username and password are correct,
! before allowing access

Rl (config)# ip http authentication local

From a browser, you then connect via HTTP or HTTPS to the reachable IP address on
the router’s interface. To log in, you use the username and password configured in the
running configuration of the router. In this example, this is the user admin with the pass-
word of cisco. If you connect via HTTPS, you are prompted as to whether you want to
accept the self-signed certificate from the router, which is required if you want to con-
tinue using HTTPS. This prompting about the certificate results because of your browser
not trusting the self-signed certificate the router created for HTTPS sessions. This basic
connectivity paves the way for CCP, which will also use either HTTP or HTTPS connec-
tivity to the router from your computer.

CCP Building Blocks

This section describes tools that you can use inside of CCP for efficient security policy
deployment and configuration.

Communities

Before administering a router via CCP, you must first create a community that includes
the router you want to manage. The first time you start CCP, it prompts you to add IP
address and login information about a router that will be part of a new community.
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A community is a group of routers that share something in common. That “something in
common” could be the routers at a single geographic location or a similar function, such

as that they are all running firewall services. The concept of having a community makes it
easier for the administrator to work with a group of devices from one common interface.

A single community can contain a maximum of 10 devices. So, if you have 15 routers

that you want to manage, you must create at least two communities to support that many
devices. Perhaps two communities, one named internal routers and the other named edge
routers would make sense. The actual grouping of your routers into communities is for the
convenience of the administrator, and the ultimate decision on which routers to put into
which of the communities is up to you. Figure 5-2 shows a community.
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Figure 5-2 Manage Community Pop-Up Window

To create a community, add devices to it, and discover all the devices in a community,
follow these steps:

Step 1. Use the Manage Community dialog box to create communities. The Manage
Community dialog box automatically displays when you start CCP, and a
community called New Community is created by default. You can change
the default community name.You can also open the Manage Community dia-
log box in the following ways:

m  From the toolbar, click the Manage Community icon.

m  From the menu bar, choose Application > Manage Community.
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Step 2.

Step 3.

Step 4.

In the Manage Community dialog box, enter the IP address or hostname and
the username and password information for the devices to configure.

If you enter the default username cisco and default password cisco (as would
be the case on a brand new router that has CCP express preinstalled), the
Change Default Credentials dialog box opens. For security reasons, you must
change the default credentials to new credentials.

To have CCP connect securely with the device, check the Connect Securely
check box. To view the port information, click the down arrow next to the
Connect Securely check box.

To change the default port information, click the down arrow to the right of
the device, and enter a new port value, as shown in Figure 5-3.
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Figure 5-3 Connectiviry Options, and Custom Port Choices for Connectivity to Routers
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Note Make sure that CCP can access the device at the specified secure or unsecure
ports that you have configured, or at the defaults depending on which options you have
chosen. The defaults for unsecure HTTP and Telnet are TCP 80 and TCP 23, respectively.
The defaults for the secure protocols of HTTPS and SSH are TCP 443 and 22, respec-
tively.

Step 5. To have CCP discover all the devices in a community, check the Discover All
Devices check box, as shown in Figure 5-4. You can choose to discover the
devices later, from the Community View page.
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Figure 5-4 Launching the “Discover” Feature to Allow CCP to Read Router
Configurations

Step 6. Click OK. The Community View page opens. It displays the information
about the devices in the community, as shown in Figure 5-5.
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Figure 5-5 Resulrs After Successful Discovery of Devices in the Communiry

Templates
If you are going to do the same type of configuration over and over again, why not do it
¥:gic once and then just copy/paste for the rest of them? That is where templates can come in
handy.

Suppose, for instance, that you have the perfect router configuration and want to repli-
cate that configuration to five additional routers. What are the challenges with this? First
of all, you do not want all the routers to have exactly the same name, and it is also very
likely that you are not going to use the same IP addresses on each device. So, the tem-
plate feature enables you to identify parts of a configuration that you need to change
before putting the configuration on a second or third router. The elements you are going
to change, such as the hostname, the template turns into a variable, then as you apply the
template to new devices, you can just swap out those variables with the new values you
want to use (for example, a new hostname for the third router and a different hostname
again for the fourth router). Using this strategy, we could use the same template over
and over again. The process of identifying the individual components that will change
from router to router and converting them to variables is done through a process called
parameterizing.
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To create and apply a template, follow these steps:

Step 1.  Select Application from the menu bar, and from the drop-down list choose
Template, and then Create.

Step 2. Choose one of your discovered routers from the Discovered Router drop-
down list, or select a file that that can be accessed from your PC to use as the
source for the template that is being created. Figure 5-6 shows an example.
Click Next to continue.
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Figure 5-6 Choosing the Source Content for the New Template

Step 3. Highlight the items that need to be replaced, before placing the configura-
tion on another router, such as hostname and IP addresses. After highlighting
each item, click the Parameterize button. This causes those items to be iden-
tified as a variable that would need to be replaced before applying the con-
figuration to another router. Figure 5-7 shows an example of this, where the
hostname and IP addresses have been parameterized and have the double set
of curly brackets. Just delete any content you do not want included in part of
the new template, and then click Finish.
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Figure 5-7 Specifying Which Items Should be Parameterized

Step 4. Save the file, using an extension of your choice on a file system that is reach-

able from your computer, such as the hard drive. You import this file in a
later step.

Note You need to apply the template that was just created, for it to be used. That hap-

pens in the next step. It is easier to find the saved document if you save it with a .txt
extension as part of step 4.

Step 5. Select Application from the menu bar, and from the drop-down list choose

Template, and then Apply.

Step 6. Browse for and select the previously saved template file, and then click Next.

Click the Find Parameterized Attribute button to search for and identify the
previously identified variables and replace them with the values you want to

use for the router that will receive this configuration. Then click Next to con-
tinue.

Note If, after clicking the Find Parameterized Attribute button, you hover over the

config, a pop-up will remind you of which parameterized values are from the template, as
shown in Figure 5-8.
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Figure 5-8 Replacing the Parameterized Items with the Values You Want for the New
Router

Step 7. From the drop-down list, select the previously discovered router that you
want to apply this new configuration to, as shown in Figure 5-9. You can
select to merge the configuration with the existing router configuration, or
you can choose to completely override the existing configuration of the
router receiving the template. Click Next to continue, followed by the Finish
button.

Note Some parameters in a router configuration do not allow for duplicates. An exam-
ple is a hostname. A router can have only one hostname for itself at a time. The host-
name, if part of the template, overrides a previous hostname, even if you select a “merge”
option. Other items from a template, such as a unique access list that does not exist in
the new router yet, can be added or “merged” with the existing configuration so that any
existing and the new access list from the template will exist in the final router configura-
tion when you merge them.
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Figure 5-9 Selecting the Destination Device, and the Merge or Override Option

Note If you select the Override option, you are prompted about the router being
reloaded for the new configuration to take effect. There is also a Rollback option pro-

vided, to allow restoration of a previous configuration.

User Profiles

The user profile feature enables you to restrict which features show up as available in the

left side navigation pane of CCP. The profile controls which options are shown, based

on which devices the user is managing. For example, you might want to hide the con-
figuration options for a group of Border Gateway Prorocol (BGP) routers from the CCP

installation that is running on the help desk computers.

The process of user profile implementation includes creating a user profile and saving
it to a computer’s file system, and then importing that profile into the CCP installations

where those restrictions should be implemented.

Note

Restrictions implemented through CCP user profiles restrict access only via CCP.

If that same user opens a Secure Shell (SSH) session to the router directly, the restric-
tions via CCP do not apply because CCP is not used in a direct session between the

administrator and the router.
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To create and implement a user profile, follow these steps:
Step 1.  Select Applications > Create User Profile.
Step 2. Read the welcome screen and click Next.

Step 3.  Using the check boxes, select the routers that this user profile will have an
effect on, as to which features will be available for the administrator to con-
figure. Figure 5-10 shows an example of this. Click Next.
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Figure 5-10 Selecting the Routers thar Will Have Navigation Pane Restrictions

Step 4. Expand the contents of the folders by clicking the triangle to the left of
each item. Repeat this process to expand and see the items that make up the
viewable options in the navigation pane. Select the navigation pane permis-
sions you want to provide for each option by clicking the icon and select
what level of permissions to this item you want to give to the user who will
be using this profile. Figure 5-11 shows an example. When done with your
selections, click Next.

Note Although not apparent in black and white in this text, the navigation options are
color coded to reflect the permissions you have chosen for each. Green means full per-
missions, blue means view only permissions, and red indicates that the option will not be
available to the user who is working with CCP with this associated user profile.

Not all options in the navigation pane will have the read-only option available to choose
from. Some may have the option to only hide the screen from the user who is running
CCP and using this profile.



80 CCNA Security 640-554 Official Cert Guide

“¥ Cisco Configuration Professional

= 5]

User Profile Creation Wizard

Step 3 - Select Foatures

54U Unified Communications Features

1] Show this sereun

Figure 5-11 Choosing the Navigation Pane Options to Be Available to the User

Step 5.  Click the Save User Profile button, and then specify where you want to save
this profile. After the user profile is saved as a file, click Finish.

Note This profile will not be applied until it is called upon from the file system and

applied to CCP. That step is coming up.

Step 6. On the computer where you want to apply the restrictive user profile for

CCP, from the Application menu, choose Import User Profile.

Step 7.  Click the Browse button and open the previously saved user template file.

Click Next. From here, you can confirm your settings for this template, then
click Next to apply this user profile to this installation of CCP, and then click

Finish.

Note To verify that the user profile is correctly restricting based on your settings, from
the Managed Community window rediscover the routers and then verify that those rout-
ers have the limitations set by going into configuration through CCP, to verify which

options are available in the navigation pane.
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CCP Audit Features
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The CCP Security Audit can look at your current router configuration and then make 3, Topic

recommendations on how it could be more secure. The CCP Security Audit feature is
based on the command-line IOS auto secure feature, and can perform an almost identi-
cal list of tasks as its CLI counterpart.

This section describes how to use the Security Audit feature integrated inside a CCP.

Security Audit can operate in one of two ways. You can use an interactive wizard to
choose which potential security threats may be changed via configuration. You can also
use an option called One Step-Lockdown, which takes a subset of the features that the
audit would do, most of which will not require user intervention, and then modifies the
configuration to implement those security measures.

To perform a security audit, follow these steps:

Step 1.  On the toolbar, click Configure. In the navigation pane, go to Security >
Security Audit.

Step 2. Click Perform Security Audit, read the welcome page, and then click Next.
If a one-step lockdown is desired, that option appears on this page, as shown
in Figure 5-12.

¥ Cisco Configuration Professional =133

0, &= - . ] : I
|| M reomieor G e © Cisco Configuration Professional e

» (23 Unifisd Cammunications

Utlitios

lli
cisco |

Ealact Community Member:

o Corliguers = Securily > Seorily Audil @

~

51 Tntarface Managamant Security Audit e C s
& Cave Scenal
* B Router Clseo CF will run a series of predefined checklistio assess
¥ B security your routars socurisy configuration. Onen Anishod, Clsco GP
- - will wilh 4 lisl of aclions, which you
bt may ehaase 1o apoly. OF, yau may direclly perfom ane step
=1 routnr Inck-down By using the Bnlow option
I (5 Public Ky Tnfrastrturs
» B HAc

]W-h Filkar Cantiguratian
_] Intrusicn Pravention
joo2x
r3<
] Becurity Audit

One-slip lockdawn

One-step lockdown configures the router with set of definad
soourity features with mcommended cetings, Clicking the
bislorw biuttan will delbear the configuralions bo the ouler

" Flash File Management
F Configuration Editor
" Save Configuration to PC
7 Wirits ba Starkup Canfiguration

“Talnat One-step lockdown |

[y

o Reload Davice

Figure 5-12 The Security Audit Window, with Detailed and One-Step Lockdown
Choices
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Step 3.

For each interface listed, check either the Inside or Outside check box to
indicate where the interface connects, and then click Next.

Note The Security Audit Wizard needs to know which of your router interfaces con-
nect to your inside network and which connect outside your network. The wizard uses
this information if firewall services need to be implemented.

Step 4.

The Security Audit Wizard checks the router configuration to identify which
possible security problems may exist. A screen showing the progress of this
action appears, and it lists all the configuration options being tested for and
whether the current router configuration passes those tests. The Security
Audit Report Card screen appears, showing a list of possible security prob-
lems, as shown in Figure 5-13. Click Close to continue.

Security Audit @

[

Please wait while Security Audit checks if the recommended security settings are

onfigured on the router.

Nn‘ Item Narme ‘ Status =
1 Disable Finger Service v’ Passed

2 Disable PAD Service 2 NotPassed

3 Disabla TCP small servers Service v Passed

4 Disable UDP small servers Service v’ Passed

5 Disahble IP bootp server Service 2 NotPassed

6 Disable IP ident Service v Passed

7 Disable CDP X Not Passed

8 Disahle IP source route 2 NotPassed

8 Enahle Password encryption Service 2 Not Passed

10 Enable TCP Keepalives for inbound telnet sessions ¥ Not Passed

11 Enahble TGP Keepalives for outbound telnet sessions 2 NotPassed

12 Enahble Sequence Numbers and Time Stamps on Debugs € Not Passed

13 Enable IP CEF " Passed

14 Disable IP Gratuitous Amps v’ Passed

15  Set Minimurn Passwaord length to less than 6 characters ¥ NotPassed -

Click "Close" to continue fixing the identified security problems or undoing the configured
security configurations in the router.

Close Save Report

Figure 5-13 Securiry Audit Report Card

Note If you want to save this report to a file, click Save Report.

Step 5.

Check the Fix It boxes next to any problems that you want CCP to fix, as
shown in Figure 5-14. After you have identified what to correct, click Next.
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Figure 5-14 Option Screen for Fixing Identified Potential Problems or for Leaving
Them “As Is”

Note For a description of the problem and a list of the Cisco IOS commands that will
be added to your configuration, click the hyperlink title of the identified security prob-
lem to display a help page about that problem.

Step 6. The CCP Security Audit Wizard may display one or more screens requiring
you to enter information to fix certain problems, such as a banner message
or details about implementing a firewall, depending on which items are being
corrected. Enter the information as required and click the Next button for
each of those screens.

Step 7.  The Summary page of the wizard shows a list of all the configuration changes that
Security Audit will make. Click Finish to deliver those changes to your router.

Note You may or may not receive an additional pop-up window that identifies the
actual commands that will be delivered. This is based on the options set under the appli-
cation menu item inside of CCP. This will be true of later CCP tasks done in this book.
Using the option to preview the literal commands being delivered to the router will
prove useful for learning and for identifying a potential error before the configuration is
deployed.
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One-Step Lockdown

The other option, instead of using the interactive Security Audit Wizard, is the One-Step
Lockdown feature. It addresses several features, particularly those that do not require
the administrator to provide input. It provide only a subset of security measures that the
full interactive Security Audit feature can perform.

Note Any item that may require input from the administrator will not be part of the
implementation that One-Step Lockdown provides, because requiring input would defeat
the spirit of a one-step lockdown.

A Few Highlights

Both the full security audit that is done through the wizard and the watered-down one-
step lockdown enable you to implement dozens of commands with just a few clicks. This
section describes a few of the more relevant Security Audit features that you can imple-
ment to mitigate security weaknesses. For a complete list of every single option, see the
built-in help feature inside of CCP or the online documentation at Cisco.com. “Fix it”
items offered by the Security Audit Wizard include the following:

Disable Finger Service: Finger is used to find out which users are logged in to a
network device. Although this information is not usually tremendously sensitive, it
can sometimes be useful to an attacker.

Disable TCP and UDP Small Servers Service: By default, older IOS enables the
“small services™ echo, chargen, and discard. (Small services are disabled by default
in the current I0S. These services are rarely used for legitimate purposes, but they
can be used to launch denial-of-service [DoS] and other attacks.)

Disable IP BOOTP Server Service: BOOTP allows both routers and computers to
automatically configure from a centrally maintained server upon startup, including
downloading Cisco I0S software. As a result, BOOTP can potentially be used by an
attacker to download a copy of a router’s Cisco 10S software. This service is also
vulnerable to DoS attacks, which could affect the router overall.

Disable IP Identification Service: Identification support allows you to query a
TCP port for identification. It is potentially dangerous to allow any system on a
directly connected segment to learn that the router is a Cisco device and to deter-
mine the model number and the Cisco 10S software version being run. This infor-
mation may be used to design attacks against the router.

Disable CDP: This is dangerous in that it allows any system on a directly connected
segment to learn that the router is a Cisco device and to determine the model num-
ber and the Cisco IOS software version being run. This information may be used to
design attacks against the router.
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Disable IP Source Route: The IP protocol supports source routing options that
allow the sender of an IP datagram to control the route that the datagram takes
toward its ultimate destination, and generally the route that any reply takes. These
options are rarely used for legitimate purposes in networks. Allowing the sender of
a packet to control the path through your network is not a good idea.

Enable Password Encryption Service: Providing a light encryption of a plaintext
password prevents an individual who may be glancing at the configuration from
being able to know what the actual plaintext password is.

Enable TCP Keepalives for Inbound and Outbound Telnet Sessions: Enabling
TCP keepalives causes the router to generate periodic keepalive messages, letting it
detect and drop broken Telnet connections, and not leaving them open for potential
unauthorized access.

Enable IP CEF: Routes configured for Cisco Express Forwarding (CEF) perform
better under SYN attacks than routers using the traditional cache.

Disable IP Gratuitous ARPs: A gratuitous Address Resolution Prorocol (ARP) is
an ARP broadcast in which the source and destination IP addresses are the same. It
is used primarily by a host to inform the network about its IP address. Gratuitous
means that an ARP reply is sent without an initial request from another station. A
spoofed gratuitous ARP message can cause network mapping information to be
stored incorrectly, or the wrong devices to be used, causing network malfunctions.

Set Minimum Password Length to More Than 6 Characters: One method
attackers use to crack passwords is to try all possible combinations of characters
until the password is discovered. Longer passwords have exponentially more pos-
sible combinations of characters, making this method of attack much more difficult.

Set Authentication Failure Rate to Less Than 3 Retries: One method of crack-
ing passwords, called the “dictionary” attack, is to use software that attempts to log
in using every word in a dictionary. This configuration causes access to the router
to be locked for a period of 15 seconds after three unsuccessful login attempts, dis-
abling the dictionary method of attack. In addition to locking access to the router,
this configuration causes a log message to be generated after three unsuccessful
login attempts, warning the administrator of the unsuccessful login attempts.

Set TCP SYN-Wait Time to 10 Seconds: A SYN-flood attack sends repeated
connection requests to a host, but never sends the acceptance of acknowledgments
that complete the connections, creating increasingly more incomplete connections
at the host. This can overwhelm and disable the host. Setting the TCP SYN-Wait
time to 10 seconds causes the router to shut down an incomplete connection after
10 seconds, preventing the buildup of incomplete connections at the host.

Set Banner: This is to provide a banner informing unauthorized users that their use
is in fact unauthorized.

Enable Logging: Because it gives detailed information about network events, log-
ging is critical in recognizing and responding to security events.
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Set Enable Secret Password: The enable secret command is used to set the pass-
word that grants privileged administrative access to the Cisco I0S system.

Disable SNMP: Version 1 of the Simple Network Management Protocol (SNMP)
is the most commonly used and is often a security risk because it uses authentica-
tion strings (passwords) called community strings that are stored and sent across
the network in plain text. It is an easy-to-spoof protocol. SNMP is a valid protocol
to run on your network to properly manage it, but it is considered a more advanced
topic at this point because you should take extra precautions to secure the protocol
and properly manage a network. For now, disabling it is the safest option (until you
can revisit it later).

Set Scheduler Interval: When a router is fast-switching a large number of packets,
it is possible for the router to spend so much time responding to interrupts from the
network interfaces that no other work gets done. Some very fast packet floods can
cause this condition. It may stop administrative access to the router, which is dan-
gerous when the device is under attack. Tuning the scheduler interval ensures that
management access to the router is always available by causing the router to run
system processes after the specified time interval, even when CPU usage is at 100
percent.

Set Scheduler Allocate: On routers that do not support the command scheduler
interval, Security Audit configures the scheduler allocate command whenever pos-
sible.

Set Users: Security Audit secures the console, AUX, vty, and tty lines by config-
uring Telnet user accounts to authenticate access to these lines whenever possible.
Security Audit displays a dialog box in which you can define user accounts and
passwords for these lines.

Enable Telnet Settings: Security Audit secures the console, AUX, vty, and tty
lines by implementing the transport input and transport output commands to
define which protocols can be used to connect to those lines. It also sets the exec-
timeout value to ten minutes on the console and AUX lines, causing an administra-
tive user to be logged out from these lines after ten minutes of no activity.

Disable IP Redirects: ICMP supports IP traffic by relaying information about
paths, routes, and network conditions. ICMP redirect messages instruct an end node
to use a specific router as its path to a particular destination. In a properly function-
ing IP network, a router sends redirects only to hosts on its own local subnets; no
end node ever sends a redirect, and no redirect ever traverses more than one net-
work hop. However, an attacker may violate these rules; some attacks are based on
this. Disabling ICMP redirects causes no operational impact to the network, and it
eliminates this possible method of attack.

Disable IP Proxy ARP: ARP is used by the network to convert IP addresses into
MAC addresses. Normally, ARP is confined to a single LAN, but a router can act as
a proxy for ARP requests, making ARP queries available across multiple LAN seg-
ments. Because it breaks the LAN security barrier, you should use proxy ARP only
between two LANs with an equal security level, and only when necessary.
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Disable IP Directed Broadcast: An IP directed broadcast is a datagram that is sent
to the broadcast address of a subnet to which the sending machine is not directly
attached. The directed broadcast is routed through the network as a unicast packet
until it arrives at the target subnet, where it is converted into a link-layer broadcast.
By sending a continuous stream of request packets, using a spoofed source address,
the attacker can create a much larger stream of replies, which can completely inun-
date the host whose address is being falsified.

Disable MOP Service: Maintenance Operations Protocol (MOP) is used to pro-
vide configuration information to the router when communicating with DECnet net-
works. MOP is vulnerable to various attacks, and it is unlikely that anyone is running
DECnet any longer.

Disable IP Unreachables: ICMP supports IP traffic by relaying information about
paths, routes, and network conditions. ICMP host unreachable messages are sent
out if a router receives a nonbroadcast packet that uses an unknown protocol, or if
the router receives a packet that it is unable to deliver to the ultimate destination
because it knows of no route to the destination address. These messages can be
used by an attacker to gain network mapping information.

Disable IP Mask Reply: ICMP mask reply messages are sent to the device request-
ing the information by devices that have the requested information. An attacker can
use these to gain network mapping information.

Enable Unicast RPF on Outside Interfaces: Reverse Path Forwarding (RPF)
causes the router to check the source address of any packet against the interface
through which the packet entered the router. If the input interface is not a feasible
path to the source address according to the routing table, the packet is dropped.
This source address verification is used to defeat IP spoofing.

Enable Firewall on All of the Outside Interfaces: The 10S firewall filters pack-
ets and performs session tracking, based on application layer information, such as
the type of session such as HTTP or DNS requests. Traffic specified by the firewall
policy is allowed to flow through the firewall.

Set Access Class on HTTP Server Service and vty Lines: Security Audit limits
access to the HTTP service and vty lines by configuring an access class that permits
access only from directly connected network nodes.

Enable SSH for Access to the Router: Secure Shell (SSH) is the preferred secure
method for remote-access command-line access to the router because the session is
encrypted.

Enable AAA: Cisco IOS Autbentication, Authorization, and Accounting (AAA)
service provides a modular way of performing authentication, authorization, and

accounting services. Authentication using the running configuration (a user that is
in the running configuration) is required for HTTP, console, and vty access to the
router.
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics from this chapter, denoted with a Key Topic icon.
Table 5-4 lists these key topics.

Table 5-4 Key Topics

¥:gic Key Topic Element Description Page Number
) Text Introducing Cisco Configuration Professional 65
Figure 5-1 Understanding CCP features and the GUI 66
Table 5-3 The CCP toolbar 67
Example 5-1 Setting up new devices 70
Text Communities 70
Text Templates 74
Text User profiles 78
Text CCP Security Audit 81

Complete the Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can
check your work.

Define Key Terms
Define the following key terms from this chapter, and check your answers in the glossary:

CCP, audit, user profiles, templates, communities
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Command Reference to Check Your Memory

This section includes the most important configuration and EXEC commands covered
in this chapter. To see how well you have memorized the commands as a side effect
of your other studies, cover the left side of Table 5-5 with a piece of paper, read the
descriptions on the right side, and see whether you remember the commands.

Table 5-5 Command Reference

Command

Description

ip http server

Enable HTTP services on the router to be managed and
discovered (less secure than HTTPS)

ip http secure-server

Enable HTTPS services on the router to be managed and
discovered (more secure than HTTP)

username admin
privilege 15 secret cisco

Create a local user account on the router with “level 15”
permissions and an MD5 hashed password

ip http authentication
local

Tell the router to request a username when people connect

via HTTP or HTTPS, and to check the username and password
against the usernames and password (or secrets) in the running-
config
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This chapter covers the following subjects:

m  Securing management traffic

m  Implementing security measures to protect the
management plane




CHAPTER 6

Securing the Management
Plane on Cisco I0S Devices

Accessing and configuring Cisco devices is a common occurrence for an administrator.
Malicious router management traffic from an unauthorized source can pose a security
threat. For example, an attacker could compromise router security by intercepting login
credentials (such as the username and password). This chapter introduces the concept of
the management plane (which is a collection of protocols and access methods we use to
configure, manage, and maintain a network device) and examines how to protect it.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 6-1 details the major topics discussed in this
chapter and their corresponding quiz questions.

Table 6-1 “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section

Questions
Securing Management Traffic 1-4,6
Implementing Security Measures to Protect the Management Plane 5,7-10

1. Which one of the following follows best practices for a secure password?

a. ABC123!
b. SIE3peR1#
c. tough-passfraze

d. InterEstIng-PaSsWoRd
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2.

When you connect for the first time to the console port on a new router, which
privilege level are you using initially when presented with the command-line inter-
face?

a. 0
b. 1
c. 15
d. 16

Which of the following is not impacted by a default login authentication method
list?

a. AUX line

b. HDLC interface
c. Vty line

d. Console line

You are trying to configure a method list, and your syntax is correct, but the com-
mand is not being accepted. Which of the following might cause this failure?
(Choose all that apply.)

a. Incorrect privilege level
b. AAA not enabled

c. Wrong mode

d. Not allowed by the view

Cisco recommends which version of Simple Network Management Protocol
(SNMP) on your network if you need it?

a. Version 1

b. Version 2

c. Version 3

d. Version 4

How can you implement role-based access control (RBAC)? (Choose all that apply.)
a. Provide the password for a custom privilege level to users in a given role

b. Associate user accounts with specific views

c. Use access lists to specify which devices can connect remotely

d. Use AAA to authorize specific users for specific sets of permissions
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7. Which of the following indirectly requires the administrator to configure a host

name?
a. Telnet
b. HTTP
c. HTTPS
d. SSH
8. What are the two primary benefits of using NTP along with a syslog server?
(Choose all that apply.)
a. Correlation of syslog messages from multiple different devices
b. Grouping of syslog messages into summary messages
c. Synchronization in the sending of syslog messages to avoid congestion
d. Accurate accounting of when a syslog message occurred

9. Which of the following commands result in a secure bootset? (Choose all that

apply.)

a. secure boot-set

b. secure boot-config
c. secure boot-files
d. secure boot-image

10. What is a difference between a default and named method list?

A default method list can contain up to four methods.

b. A named method list can contain up to four methods.

c. A default method list must be assigned to an interface or line.

d. A named method list must be assigned to an interface or line.
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Foundation Topics

Securing Management Traffic

It is tricky to fix a problem if you are unaware of the problem. So, this first section starts
by classifying and describing management traffic and identifying some of the vulnerabili-
ties that exist. It also identifies some concepts that can help you to protect that traffic.
This chapter then provides implementation examples of the concepts discussed earlier.

What Is Management Traffic and the Management Plane?

When you first get a new router or switch, you connect to it for management using a
blue rollover cable that connects from your computer to the console port of that router
or switch. This is your first exposure to the concept of management traffic. By default,
when you connect to a console port you are not prompted for a username or any kind
of password. By requiring a username or password, you are taking the first steps toward
improving what is called the management plane on this router or switch.

The management plane includes not only configuration of a system, but also who may
access a system and what they are allowed to do while they are logged in. The manage-
ment plane also includes messages to or from a Cisco router or switch that is used to
maintain or report on the current status of the device, such as a management protocol
like Simple Network Management Protocol (SNMP).

Beyond the Blue Rollover Cable

Using the blue rollover cable directly connected to the console port is fairly safe.
Unfortunately, it is not very convenient to require the use of a console port when you
are trying to manage several devices that are located in different buildings, or on dif-
ferent floors of the same building. A common solution to this problem is to configure
the device with an IP address that you can then use to connect to that device remotely.
It is at this moment that the security risk goes up. Because you are connecting over IP,

it might be possible for an unauthorized person to also connect remotely. The manage-
ment plane, if it were secure, would enable you to control who may connect to manage
the box, when they may connect, what they may do, and report on anything that they
did. At the same time, you want to ensure that all the packets that go between the device
being managed and the computer where the administrator is sitting are encrypted so
that anyone who potentially may capture the individual packets while going through the
network could not interpret the contents of the packets (which might contain sensitive
information about the configuration or passwords used for access).
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Management Plane Best Practices

When implementing a network, remember the following best practices. Each one, when
implemented, improves the security posture of the management plane for your network: { Key

¢ Topic

*

Strong passwords: Make passwords very difficult to break. Whenever you use
passwords, make them complex and difficult to guess. An attacker can break a pass-
word in several ways, including a dictionary and/or a brute force attack. A diction-
ary attack automates the process of attempting to log in as the user, running through
a long list of words (potential passwords); when one attempt fails, the attack just
tries the next one (and so on). A brute-force attack doesn’t use a list of words,

but rather tries thousands or millions of possible character strings trying to find a
password match (modifying its guesses progressively if it incorrectly guesses the
password or stops before it reaches the boundary set by the attacker regarding how
many characters to guess, with every possible character combination being tried.). A
tough password takes longer to break than a simple password.

User authentication and AAA: Require administrators to authenticate using user-
names and passwords. This is much better than just requiring a password and not
knowing exactly who the user is. To require authentication using usernames and
passwords, you can use a method authentication, authorization, and accounting
(AAA). Using this, you can control which administrators are allowed to connect to
which devices and what they can do while they are there, and you can create an
audit trail (accounting records) to document what they actually did while they were
logged in.

Role-based access control (RBAC): Not every administrator needs full access to
every device, and you can control this through AAA and custom privilege levels/
parser views. For example, if there are junior administrators, you might want to
create a group that has limited permissions. You could assign users who are junior
administrators to that group; they then inherit just those permissions. This is one
example of using RBAC. Another example of RBAC is creating a custom privilege
level and assigning user accounts to that level. Regardless of how much access an
administrator has, a change management plan for approving, communicating, and
tracking configuration changes should be in place and used before changes are
made.

Encrypted management protocols: When using either in-band or out-of-band
management, encrypted communications should be used, such as Secure Shell
(SSH) or Hypertext Transfer Protocol Secure (HTTPS). Out-of-band (OOB) man-
agement implies that there is a completely separate network just for management
protocols and a different network for end users and their traffic. In-band manage-
ment is when the packets used by your management protocols may intermingle with
the user packets (considered less secure than OOB). Whether in-band or OOB, if

a plaintext management protocol must be used, such as Telnet or HTTP, use it in
combination with a virtual private network (VPN) tunnel that can encrypt and pro-
tect the contents of the packets being used for management.
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Logging: Logging is a way to create an audit trail. Logging includes not only what
administrators have changed or done, but also system events that are generated by
the router or switch because of some problem that has occurred or some threshold
that has been reached. Determine the most important information to log, and identi-
fy logging levels to use. A logging level simply specifies how much detail to include
in logging messages, and may also indicate that some less-serious logging messages
do not need to be logged. Because the log messages may include sensitive informa-
tion, the storage of the logs and the transmission of the logs should be protected to
prevent tampering or damage. Allocate sufficient storage capacity for anticipated
logging demands. Logging may be done in many different ways, and your logging
information may originate from many different sources, including messages that are
automatically generated by the router or switch and sent to a syslog server. A syslog
server is a computer that is set up to receive and store syslog messages generated
from network devices. If SNMP is used, preferably use Version 3 because of its
authentication and encryption capabilities. You can use SNMP to change informa-
tion on a router or switch, and you can also use it to retrieve information from the
router or switch. An SNMP trap is a message generated by the router or switch to
alert the manager or management station of some event.

Network Time Protocol (NTP): Use NTP to synchronize the clocks on network
devices so that any logging that includes time stamps may be easily correlated.
Preferably, use NTP Version 3, to leverage its ability to provide authentication for
time updates. This becomes very important to correlate logs between devices in case
there is ever a breach and you need to reconstruct (or prove in a court of law) what
occurred.

Secure system files: Make it difficult to delete, whether accidentally or on pur-
pose, the startup configuration files and the IOS images that are on the file systems
of the local routers and switches. You can do so by using built-in IOS features dis-
cussed later in this chapter.

Note Even though OOB management is usually preferred over in-band management,
some management applications benefit from in-band management. For example, consider
a network management application that checks the reachability of various hosts and sub-
nets. To check this reachability, an application might send a series of pings to a remote

IP address, or check the availability of various Layer 4 services on a remote host. To
perform these “availability” checks, the network management application needs to send
traffic across a production data network. Also, in-band network management often offers
a more economic solution for smaller networks. Even if using in-band management, it
should be a separate subnet/VLAN, and one that only a select few people/devices have
access to get to. This reduces your footprint for possible attack vectors.
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Password Recommendations

Using passwords is one way to provide access. Using passwords alone is not as good as
requiring a user ID or login name associated with the password for a user.

Here are some guidelines for password creation:

It is best to have a minimum of eight characters for a password; bigger is better. This
rule can be enforced by the local router if you are storing usernames and passwords
on the router in the running config. The command security passwords min-length
followed by the minimum password length enforces this rule on new passwords that
are created, including the enable secret and line passwords on the vty, AUX, and
console 0. Preexisting passwords will still operate even if they are less than the new
minimum specified by the command.

Passwords can include any alphanumeric character, a mix of uppercase and low-
ercase characters, and symbols and spaces. As a general security rule, passwords
should not use words that may be found in a dictionary, because they are easier to
break. Leading spaces in a password are ignored, but any subsequent spaces, includ-
ing in the middle or at the end of a password, literally become part of that password
and are generally a good idea. Another good practice is using special characters

or even two different words (that are not usually associated with each other) as a
passphrase when combined together. Caution should be used to not require such a
complex password that the user must write it down to remember it, which increases
the chance of it becoming compromised.

Passwords in a perfect environment should be fairly complex, and should be
changed periodically. The frequency of requiring a change in passwords depends on
your security policy. Passwords changed often are less likely to be compromised.

From a mathematical perspective, consider how many possibilities someone would
need to try to guess a password. If only capital letters are used, you have 26 pos-
sibilities for each character. If your password is one character long, that is 261, or
26 possible variants. If you have a two-character password, that is 262, or 676 pos-
sible variants. If you start using uppercase (26) and lowercase (26), numerals (10),
and basic special characters (32), your starting set becomes 94 possible variants
per character. Even if we look at using an eight-character password, that is 948 or
6,095,689,385,410,816 (6.1 quadrillion) possibilities.

Using AAA to Verify Users

Unauthorized user access to a network creates the potential for network intruders to
gain information or cause harm or both. Authorized users need access to their network
resources, and network administrators need access to the network devices to configure
and manage them. AAA offers a solution for both. In a nutshell, the goal of AAA is to
identify who users are before giving them any kind of access to the network, and once
they are identified, only give them access to the part they are authorized to use, see, or
manage. AAA can create an audit trail that identifies exactly who did what and when
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they did it. That is the spirit of AAA. User accounts may be kept on the local database
or on a remote server. The local database is a fancy way of referring to user accounts
that are created on the local router and are part of the running configuration.

AAA Components

Providing network and administrative access in a Cisco environment—regardless of
whether it involves administrators managing the network or users getting access through
network resources—is based on a modular architecture composed of the following three
functional components:

Authentication: Authentication is the process by which individuals prove that they
are who they claim to be. The network environment has a variety of mechanisms
for providing authentication, including the use of a username and password, token
cards, and challenge and response. A common use is authenticating an administra-
tor’s access to a router console port, auxiliary port, or vty lines. An analogy is a
bank asking you to prove that you are who you say you are before allowing you

to make a transaction. As an administrator, you can control how a user is authenti-
cated. Choices include referring to the local running configuration on the router to
look for the username, going to an external server that holds the username and pass-
word information, and other methods. To specify the method to use, you create an
authentication “method list” that specifies how to authenticate the user. There can
be custom named method lists or default method lists. Examples of each are shown
later in this chapter.

Authorization: After the user or administrator has been authenticated, authoriza-
tion can be used to determine which resources the user or administrator is allowed
to access, and which operations may be performed. In the case of the average user,
this might determine what hours that user is allowed on the network. In the case

of an administrator, it could control what the administrator is allowed to look at

or modify. An analogy is a bank (after having already authenticated who you are)
determining whether you are authorized to withdraw some amount of money (prob-
ably based on your balance in your account at the bank). You can create authoriza-
tion method lists to specify how to authorize users on the network.

Accounting and auditing: After being authenticated and possibly authorized, the
user or administrator begins to access the network. It is the role of accounting and
auditing to record what the user or administrator actually does with this access,
what he accesses, and how long he accesses it. This is also known as crearing an
audit trail. An analogy is a bank documenting and debiting your account for the
money you withdraw. You can create and assign accounting method lists to control
what is accounted for and where the accounting records will be sent.

Options for Storing Usernames, Passwords, and Access Rules

Cisco provides many ways to implement AAA services for Cisco devices, many of which
use a centralized service to keep usernames, passwords, and configured rules about who
can access which resources. Over the years, there have been many names and access methods
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associated with the central server, including calling it an authentication server, AAA server,
ACS server, TACACS server, or RADIUS server. These all refer to the same type of function: a
server that contains usernames, passwords, and rules about what may be accessed. A router
or switch acts like a client to this server and can send requests to the server to verify the
credentials of an administrator or user who is trying to access a local router or switch. The
following list describes a few of these centralized server types:

m Cisco Secure ACS Solution Engine: This is a dedicated server that contains the
usernames, their passwords, and other information about what users are allowed
to access and when. In the past, this was sold as a server appliance with the Access
Control Server (ACS) software preinstalled. A router or switch becomes a client to
the server. The router can be configured to require authentication from a user or
administrator before providing access, and the router sends this request to the ACS
server and lets the ACS server make the decision about allowing the user or admin-
istrator to continue. The protocol used between the router and the ACS server
is normally TACACS+ if you are authenticating an administrator who is seeking
command-line access. The protocol used between the router and the ACS server is
normally RADIUS if you are authenticating an end user for network access. These
are not hard-and-fast rules, and you can use either of the two protocols for similar
features in many cases.

m Cisco Secure ACS for Windows Server: This software package may be used
for user and administrator authentication. AAA services on the router or netrwork
access server (NAS) contact an external Cisco Secure ACS (running on a Microsoft
Windows system). This is an older flavor of ACS, but may still be relevant to the
certification exams.

m  Current flavors of ACS functionality: The most common way that ACS ser-
vices are implemented today is through a virtual machine running on some flavor
of VMware. Another up-and-coming service to support similar services to ACS is
called the Cisco Identiry Services Engine (ISE), which can be bundled in a single
physical or logical device or appliance.

m Self-contained AAA: AAA services may be self-contained in the router itself.
Implemented in this fashion, this form of authentication and authorization is also
known as local authentication and authorization. The database that contains the
usernames and passwords is the running configuration of the router or IOS device,
and from a AAA perspective is referred to as the local database on the router. So,
if you create a user locally on the router, you can also say that you created a user in
the local database of the router. It is the same thing. In this case, because the router
is acting as its own AAA server, you do not use TACACS+ or RADIUS as a protocol
to connect to a remote ACS server, because you are not using an ACS server.

Authorizing VPN Users

One common implementation of AAA is its use in authenticating users accessing the cor-
porate LAN through a remote-access IPsec VPN.
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Let’s see how authentication and authorization applies to users who are trying to access
our network through a VPN. The first step is to authenticate users to find out who they
are, and after we find out who they are, we can then control what they are authorized
for. For example, if a user connects via a VPN, that user may or may not be allowed
access to certain portions of the network based on who the user is. This type of access
is sometimes called packet mode, as in a user attempting to send packets through the
network instead of trying to get a command-line interface (CLI) like an administra-

tor would. A user connecting over a dial-up connection (older technology) could very
likely be authenticated via a PPP connection using the same concepts. In either case, we
authenticate the users by asking for their username and password, and then check the
rules to see what they are authorized to access. If we use the remote Access Control
Server (ACS) server for the authentication and authorization for an end user, we would
very likely use the RADIUS protocol between the router and the AAA server.

AAA access control is supported using either a local username-password database or
through a remote server (such as an ACS server). To provide access to a small group of
network users, or as a backup in case the ACS server cannot be reached, a local security
database can be configured in the router using the username command.

Router Access Authentication

Note that we must choose authentication first if we want to also use authorization for a
user or administrator. We cannot choose authorization for a user without knowing who
that user is through authentication first.

Typically, if we authenticate an administrator, we also authorize that administrator for
what we want to allow him to do. Administrators traditionally are going to need access

to the CLI. When an administrator is at the CLI, that interface is provided by something
called an EXEC shell. If we want to authorize the router to provide this CLI, that is a
perfect example of using AAA to first authenticate the user (in this case, the administra-
tor) and then authorize that user to get a CLI prompt (the EXEC shell) and even place the
administrator at the correct privilege level. This type of access (CLI) could also be referred
to as character mode. Simply think of an administrator at a CLI typing in characters to
assist you in remembering that this is “character” mode. With the administrator, we would
very likely authenticate his login request and authorize that administrator to use an EXEC
shell. If we were using a remote ACS server for this authentication and authorization of
an administrator, we would very likely use TACACS+ (between the router and the ACS
server) because it has the most granular control, compared with RADIUS, which is the
alternative. TACACS+ and RADIUS are both discussed in another chapter of this book in
greater detail.

Table 6-2 identifies some of the terms that refer to the type of access and the likely proto-
cols used between the router acting as a client and the ACS server acting as the AAA server.
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Table 6-2 AAA Components to Secure Administrative and Remote LAN Access S
{ Key

Access Type Mode Mode Where These Are AAA Command Topic
Likely to Be Used  Element N

Remote administrative Character (line or  Lines: vty, AUX login, enable,

access EXEC mode) console, and tty exec

Usually TACACS+ between
the router and the ACS

Remote network access end Packet (interface  Interfaces: async, ppp, network,

users mode) such as group-async, vpn groups
an interface with BRI, PRI, Other

Usually RADIUS between PPP requiring functionality: VPN

he r r and the A - S
the router and the ACS authentication user authentication

The AAA Method List

To make implementing AAA modular, we can specify individual lists of ways we want to .
authenticate, authorize, and account for the users. To do this, we create a merbod list that Key
defines what resource will be used (such as the local database, an ACS server via TACACS+ "'-.,TOPIC
protocol or an ACS server via RADIUS protocol, and so forth). To save time, we can cre-

ate a default list or custom lists. We can create method lists that define the authentication

methods to use, authorization method lists that define which authorization methods to

use, and accounting method lists that specify which accounting method lists to use. A

default list, if created, applies to the entire router or switch. A custom list, to be applied,

must be both created and then specifically referenced in line or interface configuration

mode. You can apply a custom list over and over again in multiple lines or interfaces. The

type of the method list may be authentication, authorization, or accounting.

The syntax for a method list is as follows:

aaa type {default | list-name} method-1 [method-2 method-3 method-4]

The commands for a method list, along with their descriptions, are shown in Table 6-3.

Table 6-3 Merhod List Options

{ Key
Command Element  Description 3, Topic

type Identifies the type of list being created. Relevant options are
authentication, authorization, or accounting.

default Specifies the default list of methods to be used based on the
methods that follow this argument. If you use the keyword
default, a custom name is not used.
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Command Element  Description

list-name Used to create a custom method list. This is the name of this list,
and is used when this list is applied to a line, such as to vty lines
0-4.

method At least one method must be specified. To use the local user

database, use the local keyword. A single list can contain up to 4
methods, which are tried in order, from left to right.

In the case of an authentication method list, methods include the
following:

enable: The enable password is used for authentication. This might
be an excellent choice as the last method in a method list. This
way, if the previous methods are not available (such as the AAA
server, which might be down or not configured), the router times
out on the first methods and eventually prompts the user for the
enable secret as a last resort.

krb5: Kerberos 5 is used for authentication.

krb5-telnet: Kerberos 5 Telnet authentication protocol is used
when using Telnet to connect to the router.

line: The line password (the one configured with the password
command, on the individual line) is used for authentication.

local: The local username database (running config) is used for
authentication.

local-case: Requires case-sensitive local username authentication.
none: No authentication is used.

group radius: A RADIUS server (or servers) is used for
authentication.

group tacacs+: A TACACS+ server (or servers) is used for
authentication.

group group-name: Uses either a subset of RADIUS or TACACS+
servers for authentication as defined by the aaa group server
radius or aaa group server tacacs+ command.

Role-Based Access Control

The concept of role-based access control (RBAC) is to create a set of permissions or
limited access and assign that set of permissions to users or groups. Those permissions
are used by individuals for their given roles, such as a role of administrator or a role of a
help desk person and so on There are different ways to implement RBAC, including cre-
ating custom privilege levels and creating parser views (coming up later in this section). In
either case, the custom level or view can be assigned the permissions needed for a specific
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function or role, and then users can use those custom privilege levels or parser views to
carry out their job responsibilities on the network, without being given full access to all
configuration options.

Custom Privilege Levels

When you first connect to a console port on the router, you are placed into user mode.
User mode is really privilege level 1. This is represented by a prompt that ends with >.
When you move into privileged mode by typing the enable command, you are really
moving into privilege level 15. A user at privilege level 15 has access and can issue all the
commands that are attached to or associated with level 15 and below. Nearly all the con-
figuration commands, and the commands that get us into configuration mode, are associ-
ated by default with privilege level 15.

By creating custom privilege levels (somewhere between levels 2 and 14, inclusive), and
assigning commands that are normally associated with privilege level 15 to this new level,
you can give this subset of new commands to the individual who either logs in at this
custom level or to the user who logs in with a user account that has been assigned to that
level.

Limiting the Administrator by Assigning a View

Leeseee,

Working with individual commands and assigning them to custom privilege levels is
tedious at best, and it is for that reason that method is not used very often. So, what can ¥9V,
be done if we need users to have a subset of commands available to them, but not all of ™, opic
them? In an earlier chapter, we looked at how Cisco Configuration Professional (CCP)

could restrict the visibility of the features in the navigation pane by using user profiles.

This technique, however, did not protect the router against a user connecting with Telnet

or SSH, and if that user had level 15 permissions, the router would once again be unpro-

tected at the CLI.

A solution to this is to use parser views, also referred to as simply a view. You can cre-
ate a view and associate it with a subset of commands. When the user logs in using this
view, that same user is restricted to only being able to use the commands that are part of
his current view. You can also associate multiple users with a single view.

Encrypted Management Protocols

It is not always practical to have console access to the Cisco devices you manage. There

are several options for remote access via IP connectivity, and the most common is an ¥ey_
o . . . . i Topic

application called Telnet. The problem with Telnet is that it uses plain text, and anyone P

who gets a copy of those packets can identify our usernames and passwords used for
access and any other information that goes between administrator and the router being
managed (over the management plane). One solution to this is to not use Telnet. If
Telnet must be used, it should only be used out of band, or placed within a VPN tunnel
for privacy, or both.
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Secure Shell provides the same functionality as Telnet, in that it gives you a CLI to a
router or switch; unlike Telnet, however, SSH encrypts all the packets used in the ses-
sion. So, with SSH, if a packet is captured and viewed by an unauthorized individual, it
will not have any meaning because the contents of each packet are encrypted and the
attacker or unauthorized person will not have the keys or means to decrypt the informa-
tion. The encryption provides the feature of confidentiality.

With security, bigger really is better. With SSH, Version 2 is bigger and better than
Version 1. Either version, however, is better than the unencrypted Telnet protocol.
When you type in ip ssh version 2, (to enable version 2), the device may respond with
a Version “1.99” is active. This is a function of a server that runs 2.0 but also supports
backward compatibility with older versions. For more information, see RFC4253, sec-
tion 5.1. You should use SSH rather than Telnet whenever possible.

For GUI management tools such as CCP, use HTTPS rather than HTTP because it
encrypts the session which provides confidentiality for the packets in that session.

Using Logging Files

I still recall an incident on a customer site when a database server had a failed disk and
was running on its backup. It was like that for weeks until they noticed a log message. If
a second failure had occurred, the results would have been catastrophic. Administrators
should, on a regular basis, analyze logs, especially from their routers, in addition to logs
from other network devices. Logging information can provide insight into the nature

of an attack. Log information can be used for troubleshooting purposes. Viewing logs
from multiple devices can provide event correlation information (that is, the relation-
ship between events occurring on different systems). For proper correlation of events,
accurate time stamps on those events are important. Accurate time can be implemented
through Nerwork Time Protocol (NTP).

Cisco 10S devices can send log output to a variety of destinations, including the following:

m Console: A router’s console port can send log messages to an attached terminal
(such as your connected computer, running a terminal emulation program).

m vty lines: Virtual tty (vty) connections (used by SSH and Telnet connections) can
also receive log information at a remote terminal (such as an SSH or Telnet client).
However, the terminal monitor command should be issued to cause log messages to
be seen by the user on that vty line.

m  Buffer: When log messages are sent to a console or a vty line, those messages are not
later available for detailed analysis. However, log messages can be stored in router
memory. This “buffer” area can store messages up to the configured memory size,
and then the messages are rotated out, with the first in being the first to be removed.
When the router is rebooted, these messages in the buffer memory are lost.

m  SNMP server: When configured as an SNMP device, a router or switch can gener-
ate log messages, in the form of SNMP traps and send them to an SNMP manager
(server).
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m  Syslog server: A popular choice for storing log information is a syslog server,
which is easily configured and can store a large volume of logs. Syslog messages can
be directed to one or more syslog servers from the router or switch.

A syslog logging solution consists of two primary components: syslog servers and syslog
clients. A syslog server receives and stores log messages sent from syslog clients such as
routers and switches.

Not all syslog messages are created equal. Specifically, they have different levels of
severity. Table 6-4 lists the eight levels of syslog messages. The higher the syslog level,
the more detailed the logs. Keep in mind that more-detailed logs require a bit more stor-
age space, and also consider that syslog messages are transmitted in clear text. Also con-
sider that the higher levels of syslog logging consume higher amounts of CPU processing
time. For this reason, take care when logging to the console at the debugging level.

Table 6-4 Syslog Severiry Levels

Level Name Description

0 Emergencies System is unusable.

1 Alerts Immediate action needed.

2 Critical Critical conditions.

3 Errors Error conditions.

4 Warnings Warning conditions.

5 Notifications Normal, but significant conditions.

6 Informational Informational messages.

7 Debugging Highly detailed information based on current

debugging that is turned on.

The syslog log entries contain time stamps, which are helpful in understanding how one
log message relates to another. The log entries include severity level information in addi-
tion to the text of the syslog messages. Having synchronized time on the routers, and
including time stamps in the syslog messages, makes correlation of the syslog messages
from multiple devices more meaningful.

Understanding NTP

Network Time Protocol (NTP) uses UDP port 123, and it allows network devices to syn-
chronize their time. Ideally, they would synchronize their time to a trusted time server.
You can configure a Cisco router to act as a trusted NTP server for the local network,
and in the same way, that trusted NTP server could turn around and be an NTP client to
a trusted NTP server either on the Internet or reachable via network connectivity. NTP
Version 3 supports cryptographic authentication between NTP devices, and for this rea-
son its use is preferable over any earlier versions.
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One benefit of having reliable synchronized time is that log files and messages generated
by the router can be correlated. In fact, if we had 20 routers, and they were all reporting
various messages and all had the same synchronized time, we could very easily correlate
the events across all 20 routers if we looked at those messages on a common server. A
common server that is often used is a syslog server.

Protecting Cisco I0S Files

Similar to the computers that we use every day, a router also uses an operating system.
The Cisco operating system on the router is called IOS. When a router first boots, it
performs a power-on self-test, and then looks for an image of 10S on the flash. After
loading the IOS into RAM, the router then looks for its startup configuration. If for
whatever reason an 10S image or the startup configuration cannot be found or loaded
properly, the router will effectively be nonfunctional as far as the network is concerned.

To help protect a router from accidental or malicious tampering of the IOS or startup
configuration, Cisco offers a resilient configuration feature. This feature maintains a
secure working copy of the router I0S image and the startup configuration files at all
times. Once enabled, the administrator cannot disable the features remotely (but can if
connected directly on the console). The secure files are referred to as a secure bootset.

Implement Security Measures to Protect the Manage-
ment Plane

The first section of this chapter covered some best practices to protect the management

plane. With that in mind, you can now leverage what you have learned and look at some
practical examples of implementing those best practices. It requires both the understand-
ing and implementation of these best practices to secure your networks.

Implementing Strong Passwords

The privileged EXEC secret (the one used to move from user mode to privileged mode)
should not match any other password that is used on the system. Many of the other
passwords are stored in plain text (such as passwords on the vty lines). If an attacker dis-
covers these other passwords, he might try to use them to get into privileged mode, and
that is why the enable secret should be unique. Service password encryption scrambles
any plaintext passwords as they are stored in the configuration. This is useful for pre-
venting someone who is looking over your shoulder from reading a plaintext password
that is displayed in the configuration on the screen. Any new plaintext passwords are
also scrambled as they are stored in the router’s configuration.

Example 6-1 shows the use of strong passwords.
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Example 6-1 Using Strong Passwords

! Use the "secret" keyword instead of the "password" for users

! This will create a secured password in the configuration by default
! The secret is hashed using the MD5 algorithm as it is stored in the
! configuration

Rl (config)# username admin secret CeyeSc01$24

! At a minimum, require a login and password for access to the console port
! Passwords on lines, including the console, are stored as plain text, by

! default, in the configuration

Rl (config)# line console 0

Rl (config-line)# password k4 (1fmMsS1#

Rl (config-line)# login
R1(

config-line)# exit

I At a minimum, require a login and password for access to the VTY lines which
! is where remote users connect when using Telnet

! Passwords on lines, including the vty lines, are stored as plain text, by
! default, in the configuration

Rl (config)# line vty 0 4

Rl (config-line)# password 8wTl*eGP5@

Rl (config-line)# login

! At a minimum, require a login and password for access to the AUX line
! and disable the EXEC shell if it will not be used

Rl (config-line)# line aux 0

Rl (config-line)# no exec

Rl (config-line) # password 1lwTl@ecP27
Rl (config-line)# login

Rl (config-line)# exit

! Before doing anything else, look at the information entered.
Rl (config)# do show run | include username

username admin secret 5 $1$XJdX$9hqgvG53z31esP5BLOgggO.

Rl (config) #

Rl (config)# do show run | include password

no service password-encryption

password k4 (1fmMsS1#

password 8wTl*eGP5@

password 1lwTl@ecP27

Rl (config) #
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! Notice that we can not determine the admin user's password, since
! it is automatically hashed using the MD5 algorithm because of using
! the secret command, however, we can still see all the other plain text

! passwords.

! Encrypt the plain text passwords so that someone reading the configuration
! won't know what the passwords are by simply looking at the configuration.

Rl (config)# service password-encryption

! Verify that the plain text passwords configured are now scrambled due to the
! command "service password-encryption"
Rl (config)# do show run | begin line
line con 0
password 7 04505F4E5E2741631A2A5454
login
line aux 0
no exec
login
password 7 075E36781F291C0627405C
line vty 0 4
password 7 065E18151D040C3E354232
login
|

end

User Authentication with AAA

Example 6-2 shows the use of method lists, both named and default.

Example 6-2 Enabling AAA Services and Working with Method Lists

! Enable aaa features, if not already present in the running configuration

Rl (config)# aaa new-model

! Identify a AAA server to be used, and the password it is expecting with
! requests from this router. This server would need to be reachable and

! configured as a TACACS+ server to support Rl's requests

Rl (config)# tacacs-server host 50.50.4.101

Rl (config)# tacacs-server key ToUgHPaSsWOrD-1#7

! configure the default method list for the authentication of character
! mode login (where the user will have access to the CLI)
! This default method list, created below has two methods listed "local"

! and "enable"
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! This list is specifying that the local database (running-config) will

! be used first to look for the username. If the username isn't in the
! running-config, then it will go to the second method in the list.

! The second method of "enable" says that if the user account isn't found
! in the running config, then to use the enable secret to login.

! This default 1list will apply to all SSH, Telnet, VTY, AUX and Console

! sessions unless there is another (different) custom method list that is
! created and directly applied to one of those lines.

Rl (config)# aaa authentication login default local enable

! The next authentication method list is a custom authentication

! method list named MY-LIST-1.This method list says that the first attempt

! to verify the user's name and password should be done through one of the

! tacacs servers (we have only configured one so far), and then if that server
! doesn't respond, use the local database (running-config), and if the

! username isn't in the running configuration to then use the enable secret
! for access to the device. Note: this method list is not used until

! applied to a line elsewhere in the configuration.

Rl (config)# aaa authentication login MY-LIST-1 group tacacs local enable

! These next method lists are authorization method lists.

! We could create a default one as well, using the key

! word "default" instead of a name. These custom method lists for

! authorization won't be used until we apply them

! elsewhere in the configuration, such as on a VTY line.

! The first method list called TACl is an authorization

! method list for all commands at user mode (called privilege level 1).

! The second method list called TAC15 is an

! authorization method list for commands at level 15 (privileged exec mode) .
! If these method lists are applied to a line, such as the

! console or VTY lines, then before any commands

! are executed at user or privileged mode, the router will check

! with an ACS server that is one of the "tacacs+" servers, to see if the user
! is authorized to execute the command. If a tacacs+ server isn't

! reachable, then the router will use its own database of users (the local
! database) to determine if the user trying to issue the command

! is at a high enough privilege level to execute the command.

Rl (config)# aaa authorization commands 1 TACl group tacacs+ local

Rl (config)# aaa authorization commands 15 TAC1l5 group tacacs+ local
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! The next 2 method lists are accounting method lists that will record the
! commands issued at level 1 and 15 if the lists are applied to a line, and
! if an administrator connects to this device via that line.

! Accounting method lists can have multiple methods, but can't log to the

! local router.

Rl (config)# aaa accounting commands 1 TAC-actl start-stop group tacacs+

Rl (config)# aaa accounting commands 15 TAC-actl5 start-stop group tacacs+

! Creating a user with level 15 access on the local router is a good idea,
! in the event the ACS server can't be
! reached, and a backup method has been specified as the local database.

Rl (config)# username admin privilege 15 secret 4Je7*1swEsf

! Applying the named method lists is what puts them in motion.
! By applying the method lists to the VTY lines
! any users connecting to these lines will be authenticated by the
! methods specified by the lists that are applied
! and also accounting will occur, based on the lists that are applied.
config)# line vty 0 4
config-line)# login authentication MY-LIST-1
config-line authorization commands 1 TACl
authorization commands 15 TAC15

config-line

R1(

R1( )
R1( )
Rl (config-line)
R1( )# accounting commands 1 TAC-actl
R1( )

#
#
#
config-line)# accounting commands 15 TAC-actl5
! Note: on the console and AUX ports, the default list will be applied,
! due to no custom method list being applied

! directly to the console or AUX ports.

Using debug as a tool to verify what you think is happening is a good idea. In Example
6-3, we review and apply AAA and perform a debug verification.

Example 6-3 Another Example of Creating and Applying a Custom Method List to vty
Lines

! Creating the method list, which has 3 methods. First the local database
! (1f the username exists in the configuration, and if not

! then the enable secret (if configured), and if not then no

! authentication required

! (none)

R2 (config)# aaa authentication login MY-AUTHEN-LIST-1 local enable none

! Applying the method list to the VTY lines 0-4

R2 (config)# line vty 0 4

R2 (config-line)# login authentication MY-AUTHEN-LIST-1
R2 (config-line)# exit
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! Creating a local username in the local database (running-config)

R2 (config)# username bob secret ciscobob

! Setting the password required to move from user mode to privileged mode
R2 (config)# enable secret ciscoenable

R2 (config)# interface loopback 0

! Applying an IP address to test a local telnet to this same local router
! Not needed if the device has another local IP address that is in use

R2 (config-if)# ip address 2.2.2.2 255.255.255.0

R2 (config-if)# exit

! Enable logging so we can see results of the upcoming debug
R2 (config)# logging buffered 7
R2 (config)# end

! Enabling debug of aaa authentication, so we can see what the router is
! thinking regarding aaa authentication
R2# debug aaa authentication

AAA Authentication debugging is on

R2# clear log

Clear logging buffer [confirm]

! Telnet to our own address
R2# telnet 2.2.2.2
Trying 2.2.2.2 ... Open

User Access Verification

Username: bob

AAA/BIND(00000063): Bind i/f

AAA/AUTHEN/LOGIN (00000063): Pick method list 'MY-AUTHEN-LIST-1'
Password: [ciscobob] password not shown when typing it in

R2>

! We can see that bob is connected via line vty 0, and that from the debug

! the correct authentication list was used.

R2>who
Line User Host (s) Idle Location
0 con O 2.2.2.2 00:00:00

* 2 vty O bob idle 00:00:00 2.2.2.2

R2> exit
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! configured.

! usernames

! who is trying to

R2# telnet 2.2.2.2
Trying 2.2.2.2 ... Open

User Access Verification

Username: bertha

we set.

R2>

R2> exit

R2# telnet 2.2.2.2
Trying 2.2.2.2 ... Open

User Access Verification

AAA/BIND(00000067): Bind i/f
AAA/AUTHEN/LOGIN (00000067) :

AAA/AUTHEN/ENABLE (00000067) :
AAA/AUTHEN/ENABLE (00000067) :

AAA/AUTHEN/ENABLE (00000067) :
AAA/AUTHEN/ENABLE (00000067) :

! If we exit back out, and remove all the users in the local database,
! (including bob) then the same login authentication will fail on the first
! method of the "local" database (no users there), and will go to the second

! method in the list, which is "enable", meaning use the enable secret if

! As soon as I supply a username, the router discovers that there are no

! configured in running configuration (at least none that match the user

! login), and fails on the first method "local" in the list

! It then tries the next method of just caring about the enable secret.

Pick method list 'MY-AUTHEN-LIST-1'

! Note: bertha in not a configured user in the local database on the router

Password: [ciscoenable} not shown while typing. This is the enable secret

Processing request action LOGIN
Done status GET_PASSWORD

Processing request action LOGIN

Done status PASS

! One more method exists in the method list we applied to the VTY lines.

! If the local fails, and the enable secret fails (because neither of these
! is configured on the router, then the third method in the method 1list

! 'MY-AUTHEN-LIST-1' will be tried. The third method we specified is none,
! meaning no authentication required, come right in. After removing the

! enable secret, we try once more.
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AAA/BIND(00000068) : Bind i/f

AAA/AUTHEN/LOGIN (00000068): Pick method list 'MY-AUTHEN-LIST-1'
Username: doesn't matter

R2>

AAA/AUTHEN/ENABLE (00000068) : Processing request action LOGIN
AAA/AUTHEN/ENABLE (00000068) : Done status FAIL - secret not configured
R2>

! No password was required. All three methods of the method list were
! tried.

! The first two methods failed, and the third of "none" was accepted.

Using the CLI to Troubleshoot AAA for Cisco Routers

One tool you can use when troubleshooting AAA on Cisco routers is the debug com-
mand. You may use three separate debug commands to troubleshoot the various aspects
of AAA:

m debug aaa authentication: Use this command to display debugging messages for
the authentication functions of AAA.

m debug aaa authorization: Use this command to display debugging messages for
the authorization functions of AAA.

m debug aaa accounting: Use this command to display debugging messages for the
accounting functions of AAA.

Each of these commands is executed from privileged EXEC mode. To disable debug-
ging for any of these functions, use the no form of the command, such as no debug aaa
authentication.

Example 6-4 shows an example of debugging login authentication, EXEC authorization,
and commands at level 15 authorization. As shown in the example, you can use debug
not only for verification, as in the preceding example, but also as a troubleshooting
method.

Example 6-4 Using debug Commands

! R4 will have a loopback, so we can telnet to ourselves to test
R4 (config-if)# ip address 4.4.4.4 255.255.255.0
R4 (config-if)# exit

! Local user in the database has a privilege level of 15

R4 (config) # username admin privilege 15 secret cisco

seeooee,
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! This method list, if applied to a line, will specify local authentication

R4 (config)# aaa authentication login AUTHEN Loc local

! This next method list, if applied to a line, will require authorization
! before giving the administrator an exec shell. If the user has a wvalid
! account in the running configuration, the exec shell will be created for
! the authenticated

! user, and it will place the user in their privilege level automatically

R4 (config) # aaa authorization exec AUTHOR Exec Loc local

! This method list, if applied to a line, will require authorization for
! each and every level 15 command issued. Because the user is at

! privilege level 15 the router will say "yes" to any level 15 commands
! that may be issued by the user

R4 (config)# aaa authorization commands 15 AUTHOR Com 15 local

Next we will apply the 3 custom method lists to vty lines 0-4, so that
when anyone connects via these vty lines, they will be subject to the
login authentication, the exec authorization, and the level 15 command
authorizations for the duration of their session.

config)# line vty 0 4
config-line login authentication AUTHEN Loc
config-line authorization commands 15 AUTHOR Com 15

config-line exit

R4 (
R4 ( ) #
R4 (config-line)# authorization exec AUTHOR Exec Loc
R4 ( ) #
R4 ( ) #
R4 (config) #

R4 (config)# do debug aaa authentication

AAA Authentication debugging is on

R4 (config)# do debug aaa authorization

AAA Authorization debugging is on

R4 (config) # exit

! Now test to see it all in action.
R4# telnet 4.4.4.4
Trying 4.4.4.4 ... Open

User Access Verification

Username: admin

Password: [cisco] password not displayed when entering

! It picked the login authentication list we specified
AAA/BIND (00000071) : Bind i/f
AAA/AUTHEN/LOGIN (00000071): Pick method list 'AUTHEN Loc'
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! It picked the authorization list we specified for the exec shell
R4#

AAA/AUTHOR (0x71): Pick method list 'AUTHOR Exec_ Loc'
AAA/AUTHOR/EXEC(00000071) : processing AV cmd=

AAA/AUTHOR/EXEC (00000071) : processing AV priv-1lvl=15
AAA/AUTHOR/EXEC (00000071) : Authorization successful

! It picked the command level 15 authorization list, when we issued the
! configure terminal command, which is a level 15 command.

R4# config t

Enter configuration commands, one per line. End with CNTL/Z.

R4 (config) #

AAA/AUTHOR: auth need : user= 'admin' ruser= 'R4' rem addr= '4.4.4.4' priv=
15 list=

'AUTHOR_Com_15' AUTHOR-TYPE= 'command'

AAA: parse name=tty2 idb type=-1 tty=-1

AAA: name=tty2 flags=0x1ll type=5 shelf=0 slot=0 adapter=0 port=2 channel=0
AAA/MEMORY: create user (0x6A761F34) user='admin' ruser='R4' ds0=0
port="'tty2'

rem _addr='4.4.4.4' authen type=ASCII service=NONE priv=15 initial_task
id='o"',

vrf= (id=0)

tty2 AAA/AUTHOR/CMD (1643140100) : Port="'tty2' 1ist='AUTHOR7Com715'
service=CMD

AAA/AUTHOR/CMD: tty2(1643140100) user='admin'
tty2 AAA/AUTHOR/CMD (1643140100
tty2 AAA/AUTHOR/CMD (1643140100
tty2 AAA/AUTHOR/CMD (1643140100
tty2 AAA/AUTHOR/CMD (1643140100
tty2 AAA/AUTHOR/CMD (1643140100 found list "AUTHOR_Com_15"

tty2 AAA/AUTHOR/CMD (1643140100 Method=LOCAL

AAA/AUTHOR (1643140100): Post authorization status = PASS_ADD
AAA/MEMORY: free user (0x6A761F34) user='admin' ruser='R4' port='tty2'

send AV service=shell
send AV cmd=configure
send AV cmd-arg=terminal

)
( )
( ) :
( ) : send AV cmd-arg=<cr>
( )
)

rem _addr='4.4.4.4' authen type=ASCII service=NONE priv=15 vrf= (id=0)

R4 (config) #

! It made a big splash, with lots of debug output, but when you boil it all
! down it means the user was authorized to issue the configure terminal

! command.

There is also a test aaa command that is very useful when verifying connectivity with a
remote ACS server.

This section walked you through the details of AAA using the command line with very
exact examples because you need to understand how it works. Now that you have taken
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¥ Cisco Configuration Professional Bl=1E3]

|

a look at how it works, you should know that you can also use CCP as a GUI to imple-
ment the AAA.

Let’s take a moment to review where you can find the AAA elements inside CCP. In the
configuration section, using the navigation pane on the left, go to Configure > Router >
AAA > AAA Summary. You will see there an overview of what authentication policies
have been created on a router and any authorization or accounting policies, as shown in
Figure 6-1.
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gure 6-1 Using CPP ro View AAA Policies

If you wanted to add, edit, or modify your authentication policies, you just navigate to
Configure > Router > AAA > Authentication Policies > Login, as shown in Figure 6-2.
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Figure 6-2 Using CCP ro See Method Lists for Login

If you want to see which method lists were applied to your vty lines, just navigate to
Configure > Router > Router Access > VTY, as shown in Figure 6-3.
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From here, you can also modify which AAA policies are applied to vty lines by clicking
Edit, which prompts the opening of an Edit VTY Lines dialog, as shown in Figure 6-4.
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Figure 6-4 Using CPP to Edit vty Line Properties, Including AAA Method Lists Applied

RBAC Privilege Level/Parser View

You may implement RBAC through AAA, with the rules configured on an ACS server,
but you may implement it in other ways, too, including creating custom privilege levels
and having users enter those custom levels where they have a limited set of permissions,
or creating a parser view (also sometimes simply called a view), which also limits what
the user can see or do on the Cisco device. Each options can be tied directly to a user-
name, so that once users authenticate they may be placed at the custom privilege level,
or in the view that is assigned to them.

Let’s implement a custom privilege level first, as shown in Example 6-5. The example
includes explanations throughout.

Lesesen,

Example 6-5 Creating and Assigning Commands to a Custom Privilege Level

Key

.prh ! By default, we use privilege level 1 (called user mode), and privilege

Joo®

! level 15 (called privileged mode) . By creating custom levels, (between
! 1-15) and assigning commands to those levels, we are creating custom

! privilege levels

! A user connected at level 8, would have any of the new commands

! associated with level 8, as well as any commands that have been custom

! assigned or defaulted to levels 8 and below. A user at level 15 has

! access to all commands at level 15 and below.
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! This configuration assigns the command "configure terminal" to privilege
! level 8

R2 (config)# privilege exec level 8 configure terminal

! This configuration command assigns the password for privilege level 8

! the keyword "password" could be used instead of secret, but is less secure
! as the "password" doesn't use the MD5 hash to protect the password

! The "O" before the password, implies that we are inputting a non-hashed
! (to begin with) password. The system will hash this for us, because we
! used the enable "secret" keyword.

R2 (config)# enable secret level 8 0 NewPa5sl23&

R2 (config)# end

R2#

%$SYS-5-CONFIG_I: Configured from console by console

! To enter this level, use the enable command, followed by the level you want
! to enter. If no level is specified, the default level is 15
R2# disable
! Validate that user mode is really privilege level 1
R2> show privilege
Current privilege level is 1
! Context sensitive help shows that we can enter a level number after the
! word enable
R2> enable ?
<0-15> Enable level
view Set into the existing view

<Cr>

R2> enable 8
Password: [NewPa5sl123&] ! note: password doesn't show when typing it in
R2# show privilege
Current privilege level is 8
! We can go into configuration mode, because "configure terminal" is at our
! level
R2# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
! Notice we don't have further ability to configure the router, because
! level 8 doesn't include the interface configuration or other router
! configuration commands.
R2 (config)# ?
Configure commands:
beep Configure BEEP (Blocks Extensible Exchange Protocol)
call Configure Call parameters

default Set a command to its defaults
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end Exit from configure mode
exit Exit from configure mode
help Description of the interactive help system

netconf Configure NETCONF

no Negate a command or set its defaults

oer Optimized Exit Routing configuration submodes
sasl Configure SASL

wsma Configure Web Services Management Agents

If we are requiring login authentication, we can associate a privilege level with a given
user account, and then when users authenticate with their username and password they
will automatically be placed into their appropriate privilege level. Example 6-6 shows an
example of this.

Example 6-6 Creating a Local User and Associating That User with Privilege Level 8
and Assigning Login Requirements on the vty Lines

! Create the user account in the local database (running-config) and
! associate that user with the privilege level you want that user to use.
R2 (config)# username Bob privilege 8 secret Ciscol23

R2 (config)# line vty 0 4

! "login local" will require a username and password for access if the "aaa
! new-model" command is not present. If we have set the aaa new-model,

! then we would also want to create a default or named method list that

! specifies we want to use the local database for authentication.

R2 (config-line)# login local

! Note: Once bob logs in, he would have access to privilege level 8 and

! below, (including all the normal show commands at level 1)

Implementing Parser Views

evese,
o

To restrict users without having to create custom privilege levels, you can use a parser

¥9V_ view, also referred to as simply a view. A view can be created with a subset of privilege
i Topic . . o . .
P level 15 commands, and when the user logs in using this view, that same user is restricted

to only being able to use the commands that are part of his current view.

To create a view, an enable secret password must first be configured on the router. AAA
must also be enabled on the router (aaa new-model command).

Example 6-7 shows the creation of a view.
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esses,
o .
o

Example 6-7 Creating and Working with Parser Views

Key
Topic

eesees,
o o,

! Set the enable secret, and enable aaa new-model (unless already in
! place)

R2 (config) # enable secret aBc!2#&iU
R2 (config)# aaa new-model
R2 (config)# end

! Begin the view creation process by entering the "default" view, using the
! enable secret
R2# enable view

Password: [aBc!2#&1iU] note password not shown when typed

R2#
%PARSER-6-VIEW_SWITCH: successfully set to view 'root'.

R2# configure terminal

! As the administrator in the root view, create a new custom view
R2 (config)# parser view New VIEW
%PARSER-6-VIEW_CREATED: view 'New VIEW' successfully created.

! Set the password required to enter this new view
R2 (config-view)# secret New VIEW PW

! Specify which commands you want to include as part of this view.

! commands "exec" refer to commands issued from the command prompt

! commands "configure" refer to commands issued from privileged mode
R2 (config-view) # commands exec include ping

R2 (config-view)# commands exec include all show

R2 (config-view) # commands exec include configure

! This next line adds the ability to configure "access-lists" but nothing
! else

R2 (config-view) # commands configure include access-list
R2 (config-view)# exit

R2 (config)# exit

! Test the view, by going to user mode, and then back in using the new view
R2# disable

R2>enable view New VIEW

Password: [New VIEW PW] Password not shown when typed in

! Console message tells us that we are using the view
$PARSER-6-VIEW_SWITCH: successfully set to view 'New VIEW'.
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! This command reports what view we are currently using
R2# show parser view

Current view is 'New VIEW'

! We can verify that the commands assigned to the view work

! Note: we only assigned configure, not configure terminal so we have to

! use the configure command, and then tell the router we are configuring

! from the terminal. We could have assigned the view "configure terminal"
! to avoid this

R2# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

! Notice that the only configuration options we have are for access-list,
! per the view
R2 (config)# ?
Configure commands:
access-1list Add an access list entry
do To run exec commands in config mode

exit Exit from configure mode

We could also assign this view to a user account, so that when users log in with their
username and password, they are automatically placed into their view, as shown in
Example 6-8.

Example 6-8 Associating a User Account with a Parser View

R2 (config) # username Lois view New VIEW secret ciscol23

Note This creation of a username and assigning that user to a view needs to be done by
someone who is at privilege level 15.

SSH and HTTPS

Because Telnet sends all of its packets as plain text, it is not secure. SSH allows remote
management of a Cisco router or switch, but unlike Telnet, SSH encrypts the contents of
the packets to protect it from being interpreted if they fall into the wrong hands.

To enable SSH on a router or switch, the following items need to be in place:

m  Hostname other than the default name of “router”
®m Domain name
m  Generating a public/private key pair, used behind the scenes by SSH

B Requiring user login via the vty lines, instead of just a password. Local authentica-
tion or authentication using an ACS server are both options.
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m  Having at least one user account to log in with, either locally on the router, or on an

ACS server

Example 6-9 shows how to implement these components, along with annotations and
examples of what happens when the required parts are not in place. If you have a non-
production router or switch handy, you might want to follow along.

Example 6-9 Preparing for SSH

! To create the Public/Private key pair used by SSH, we would issue the

! following command. Part of the key pair, will be the hostname and the
! domain name.

! If these are not configured first, the crypto key generate command will

! tell you as shown in the next few lines.

Router (config)# crypto key generate rsa

% Please define a hostname other than Router.

Router (config)# hostname R1

Rl (config)# crypto key generate rsa

% Please define a domain-name first.

Rl (config)# ip domain-name cisco.com

! Now with the host and domain name set, we can generate the key pair

Rl (config)# crypto key generate rsa

The name for the keys will be: Rl.cisco.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

! Bigger is better with cryptography, and we get to choose the size for the
! modulus

! The default is 512 on many systems, but you would want to choose 1024 or
! more to improve security. SSH has several flavors, with version 2 being
! more secure than version 1. To use version 2, you would need at least a
! 1024 size for the key pair

How many bits in the modulus [512]: 1024

% Generating 1024 bit RSA keys, keys will be non-exportable... [OK]

Rl (config)#

%SSH-5-ENABLED: SSH 1.99 has been enabled

! Note the "1.99" is based on the specifications for SSH from RFC 4253
! which indicate that an SSH server may identify its version as 1.99 to

! identify that it is compatible with current and older versions of SSH.

! Create a user in the local database

Rl (config)# username Keith secret Ci#kRk*ks

eesee,
o .
o

{ Key
i Topic
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R1# ssh
-c
-1

! Note:
R1# ssh

R1>

! Alternatively,

! Configure the vty lines to require user authentication
Rl (config)# line vty 0 4
Rl (config-line)# login local

! authentication

! This creates a method list which points to the local database,
! applies that list to the VTY lines

Rl (config)# aaa new-model

Rl (config)# aaa authentication login Keith-List-1 local

Rl (config)# line vty 0 4
R1(

config-line)# login authentication Keith-List-1

! To test this we could SSH to ourselves from the local machine,

! another router that has IP connectivity to this router.

2

Select encryption algorithm
Log in using this user name
Select HMAC algorithm
Specify options

Connect to this port

Specify SSH Protocol Version
Specify vrf name

IP address or hostname of a remote system

one of our local IP addresses is 10.1.0.1
-1 Keith 10.1.0.1

Password: <password for Keith goes heres

R1>

! to verify the current SSH session(s)

R1>show ssh

Connection Version Mode Encryption Hmac State

0 2.0 IN aesl28-cbc hmac-shal Session started
0 2.0 OUT aesl28-cbc hmac-shal Session started

$No SSHv1l server connections running.

we could do the following for the requirement of user

and then

or from

Username
Keith
Keith
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Perhaps you want to manage a router via HTTPS. If so, you can use CCP or a similar tool
and implement HTTPS functionality, as shown in Example 6-10.

Example 6-10 Preparing for HTTPS

! Enable the SSL service on the local router. If it needs to generate
! keys for this feature, it will do so on its own in the background.

Rl (config)# ip http secure-server

! Specify how you want users who connect via HTTPS to be authenticated
Rl (config)# ip http authentication ?

aaa Use AAA access control methods

enable Use enable passwords

local Use local username and passwords

Rl (config)# ip http authentication local

! If you are using the local database, make sure you have at least one user
! configured in the running-config so that you can login. To test, open
! a browser to HTTPS://a.b.c.d where a.b.c.d is the IP address on the

! router.

Implementing Logging Features

Logging is important as a tool for discovering events that are happening in the network
and for troubleshooting. Correctly configuring logging so that you can collect and corre-
late events across multiple network devices is a critical component for a secure network.

Configuring Syslog Support
Example 6-11 shows a typical syslog message and how to control what information is
included with the message.

Example 6-11 Using Service Time Stamps with Syslog Events

R4 (config)# interface £a0/0
R4 (config-if)# shut

$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to administra-
tively down

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed
state to down

R4 (config-if)#

! If we add timestamps to the syslog messages, those timestamps can assist it

! correlating events that occurred on multiple devices
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R4 (config)# int fa0/0
R4 (config-if)# no shutdown

! These syslog messages have the

! the %)

! the second is 5 in the example

*Nov 22 12:08:13: %LINK-3-UPDOWN:
to up

*Nov 22 12:08:14:
FastEthernet0/0,

%) a description, and also

changed state

R4 (config)# service timestamps log datetime

date of the event, the event (just after

the level of the event. The first is 3,
shown

Interface FastEthernet0/0, changed state

$LINEPROTO-5-UPDOWN: Line protocol on Interface

to up

To configure logging, you just tell CCP what the IP address of your syslog server is and
which level of logging you want to do to that IP address. As a reminder, level 7, also
known as debug level, sends all syslog alerts at level 7 and lower. To configure logging,
navigate to Configure > Router > Logging, as shown in Figure 6-5.
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Figure 6-5 Viewing the Logging Configuration

To modify any of the logging settings, click the Edit button, as shown in Figure 6-6.
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Figure 6-6 Using CCP ro Edir the Logging Settings

In Figure 6-6, we have configured level 7 logging (debugging level) to a syslog server at
the IP address of 10.1.0.25, and we have specified that the logging level to the buffer on
the router is level 6 (informational level). The memory buffer to hold syslog messages

is 8192 bytes. Beyond the 8192 bytes worth of messages in memory, any new messages
will replace the oldest messages in a first in, first out (FIFO) manner. An example of a
syslog server is syslog software running on a PC or dedicated server in your network.

The CCP (for the preceding scenario) creates the equivalent output at the CLI, as shown

in Example 6-12.

Example 6-12 CLI Equivalent Generated by CCP

logging 10.1.0.25
logging trap debugging

logging buffered 8192 informational

Figure 6-7 shows the syslog output from the router being collected on the syslog server

computer.
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Figure 6-7 Sample Outpur Viewed on a Syslog Server

SNMP Features

Simple Network Management Protocol (SNMP) has become a de facto standard for
¥:;‘),ic network management protocols. The intent of SNMP is to manage network nodes, such
as network servers, routers, switches, and so on. SNMP versions range from version 1 to

3, with some intermediate steps in between. The later the version, the more security fea-
tures it has. Table 6-5 describes some of the components of SNMP.

Table 6-5 Components of SNMPv1 and SNMPv2¢ Network Management Solutions

Component Description

SNMP manager An SNMP manager runs a network management application. This
SNMP manager is sometimes called a Nerwork Management Server
(NMS).

SNMP agent An SNMP agent is a piece of software that runs on a managed device
(such as a server, router, or switch).

Management Information about a managed device’s resources and activity is

Information Base defined by a series of objects. The structure of these management

objects is defined by a managed device’s Management Information
Base (MIB). This can be thought of as a collection of unique numbers
associated with each of the individual components of a router.

An SNMP manager can send information to, receive request information from, or
receive unsolicited information (called a trap) from a managed device (a router). The
managed device runs an SNMP agent and contains the MIB.
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Even though multiple SNMP messages might be sent between an SNMP manager and a
managed device, consider the three broad categories of SNMP message types:

m  GET: An SNMP GET message is used to retrieve information from a managed
device.

m  SET: An SNMP SET message is used to set a variable in a managed device or to trig-
ger an action on a managed device.

m  Trap: An SNMP trap message is an unsolicited message sent from a managed device
to an SNMP manager. It can be used to notify the SNMP manager about a signifi-
cant event that occurred on the managed device.

Unfortunately, the ability to get information from or send configuration information
to a managed device poses a potential security vulnerability. Specifically, if an attacker
introduces a rogue NMS into the network, the attacker’s NMS might be able to gather
information about network resources by polling the MIBs of managed devices. In addi-
tion, the attacker might launch an attack against the network by manipulating the con-
figuration of managed devices by sending a series of SNMP SET messages.

Although SNMP does offer some security against such an attack, the security integrated
with SNMPv1 and SNMPv2c is considered weak. Specifically, SNMPv1 and SNMPv2c
use community strings to gain read-only access/read-write access to a managed device.
You can think of a community string much like a password. Also, be aware that multiple
SNMP-compliant devices on the market today have a default read-only community
string of “public” and a default read-write community string of “private.”

The security weaknesses of SNMPv1 and SNMPv2c¢ are addressed in SNMPv3. SNMPv3
uses the concept of a security model and a security level:

m  Security model: A security model defines an approach for user and group authen-
tications.

m  Security level: A security level defines the type of security algorithm performed
on SNMP packets. Three security levels are discussed here:

®  noAuthNoPriv: The noAuthNoPriv (no authentication, no privacy) security
level uses community strings for authentication and does not use encryption to
provide privacy.

m  authNoPriv: The authNoPriv (authentication, no privacy) security level provides
authentication using Hashed Message Autbhentication Code (HMAC) with
message digest algorithm 5 (MDJ5) or Secure Hash Algorithm (SHA). How-
ever, no encryption is used.

m  authPriv: The authPriv (authentication, privacy) security level offers HMAC
MDS5, or SHA authentication and also provides privacy through encryption. Spe-
cifically, the encryption uses the Cipher Block Chaining (CBC) Data Encryp-
tion Standard (DES) (DES-56) algorithm.

As summarized in Table 6-6, SNMPv3 supports all three of the previously described
security levels. Notice that SNMPv1 and SNMPv2 support only the noAuthNoPriv secu-
rity level.
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Table 6-6 Security Models and Security Levels Supported by Cisco I0S

¥0eF‘>,lC Security Security Level Authentication Encryption Type
) Model Strategy
SNMPv1 noAuthNoPriv Community string None
SNMPv2c noAuthNoPriv Community string None
SNMPv3 noAuthNoPriv Username None
authNoPriv MDS5 or SHA None
authPriv MDS5 or SHA CBC-DES (DES-56)

Through the use of the security algorithms, as shown in Table 6-6, SNMPy3 dramati-
cally increases the security of network management traffic as compared to SNMPv1 and
SNMPv2c. Specifically, SNMPv3 offers three primary security enhancements:

m Integrity: Using hashing algorithms, SNMPv3 can ensure that an SNMP message

was not modified in transit.

Authentication: Hashing allows SNMPv3 to validate the source of an SNMP message.

Encryption: Using the CBC-DES (DES-56) encryption algorithm, SNMPv3 provides
privacy for SNMP messages, making them unreadable by an attacker who might

capture an SNMP packet.

To configure SNMP on the router is simple, especially with CCP. If you know the com-
munity strings to use, and the IP address of the SNMP manager, you can configure it
on the router by navigating to Configure > Router > SNMP and from there use the
Edit button to add, change, or remove any of the SNMP-related settings. CCP enables
command-line editing through the Utilities menu, but currently the SNMP Properties
window does not support the configuration of SNMPv3. You can configure the basic

SNMPv1 information, as shown in Figure 6-8.

[ Ervskole SHWP
Password

Comunity String Type Al

Edt. |

Delete |

Trap recuivie

|P Bddress Pazsword Akl

Edt. |

Delete |

BHMP Eervir

Device Location: [10.1.0.25

Administratar Contact |Bubba Jones|

oK | cantal | Healp |

Figure 6-8 Using CCP ro Configure SNMPv1 Information
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The command-line output for this GUI would look similar to that shown in Example 6-13.

Example 6-13 Ourput Created by CCP for Implementing SNMPv1

snmp-server location 10.1.0.26
snmp-server contact Bubba Jones
snmp-server community super-secret RW

snmp-server host 10.1.0.26 trap cisKOtRap”

Configuring NTP

Because time is such an important factor, you should use Network Time Protocol (NTP)
to synchronize the time in the network so that events that generate messages and time
stamps can be correlated. You can use CCP to implement the NTP in addition to using
the CLI Let’s take a look at both right now.

To configure the NTP, you first need to know what the IP address is of the NTP server
you will be working with, and you also want to know what the authentication key is and
the key ID. NTP authentication is not required to function, but is a good idea to ensure
that the time is not modified because of a rogue NTP server sending inaccurate NTP
messages using a spoofed source IP address.

Armed with the NTP server information, in CCP you go to Configure > Router > Time
> NTP and SNTP and click Add and put in the information about the server you will be
getting the time from. When done, you click OK to close the dialog box. It may take
anywhere between 5 and 15 minutes for the router to synchronize its clock. In Figure
6-9, this router is being told that the NTP server is at 55.1.2.3, that it should source the
NTP requests from its IP address on its local Fast Ethernet 0/0 interface, and that it
should use key number 1, and the password associated with that key. If multiple NTP
servers were configured, the Prefer option is used to identify the preference of which
NTP server to use.

Add NTP Server Detalls =

Enterthe NTF Server address and Source Interface

NTF Server | aodress =] [96.1.23 = Prafer

* MTP Sourcn Intaracn |FastEthemetn -
W Authertication Key

Ky Number 1
Koy Vaalug i

Confirm Key Valus |"“'“1

) Oplional Field

ok | cencal | Hem |

Figure 6-9 Configuring a Router to Use an NTP Server
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NTP supports authentication on a Cisco router because the router supports NTPv3.
Example 6-14 shows the effective equivalent syntax that is created and delivered to the
router.

Example 6-14 Using Authentication via Keys with NTPv3

ntp update-calendar

ntp authentication-key 1 md5 pAs5wOrd!3@
ntp authenticate
ntp trusted-key 1

ntp server 55.1.2.3 key 1 source FastEthernet0/0 prefer

To verify the status on this router acting as a NTP client, you could use the commands
from the CLI as shown in Example 6-15.

Example 6-15 Verifying Synchronization from the NTP Client

R2# show ntp status

Clock is synchronized, stratum 4, reference is 55.1.2.3

nominal freq is 250.0000 Hz,
reference time is D27619E3.7
clock offset is 0.0140 msec,
root dispersion is 0.97 msec
loopfilter state is 'CTRL'

system poll interval is 64,

(Normal Controlled Loop),

actual freqg is 250.0000 Hz, precision is 2**24
317ACB3 (12:53:55.449 UTC Tue Nov 22 2011)

root delay is 0.00 msec

peer dispersion is 0.43 msec

drift is 0.000000053 s/s
last update was 130 sec ago.

’

R2# show ntp association

address ref clock st when poll reach delay offset disp
*~55.1.2.3 127.127.1.1 3 4 64 77 0.000 14.090 190.28
* gsys.peer, # selected, + candidate, - outlyer, x falseticker,

~ configured
R2#

Note NTP uses UDP port 123. If NTP does not synchronize within 15 minutes, you
may want to verify that connectivity exists between this router and the NTP server that
it is communicating to. You also want to verify that the key ID and password for NTP
authentication are correct
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Securing the Cisco 10S Image and Configuration Files

If a router has been compromised, and the flash file system and NVRAM have been
deleted, there could be significant downtime as the files are put back in place before
restoring normal router functionality. The Cisco Resilient Configuration feature is
intended to improve the recovery time by making a secure working copy of the 10S
image and startup configuration files (which are referred to as the primary bootset) that
cannot be deleted by a remote user.

To enable and save the primary bootset to a secure archive in persistent storage, follow
Example 6-16.

Example 6-16 Creating a Secure Bootset

! Secure the IOS image
R6 (config)# secure boot-image
%I0S_RESILIENCE-5-IMAGE RESIL ACTIVE: Successfully secured running image

! Secure the startup-config
R6 (config)# secure boot-config

%I0S_RESILIENCE-5-CONFIG _RESIL ACTIVE: Successfully secured config archive
[flash:.runcfg-20111222-230018.ar]

! Verify the bootset
R6 (config)# do show secure bootset

I0S resilience router id FTX1036A13J

IOS image resilience version 12.4 activated at 23:00:10 UTC Thu Dec 22 2011

Secure archive flash:c3825-advipservicesk9-mz.124-24.T.bin type is image
(elf) [1

file size is 60303612 bytes, run size is 60469256 bytes

Runnable image, entry point 0x80010000, run from ram

I0S configuration resilience version 12.4 activated at 23:00:18 UTC Thu Dec
22 2011

Secure archive flash:.runcfg-20111222-230018.ar type is config

configuration archive size 1740 bytes

! Note: to undo this feature, (using the "no" option in front of the command)
! you must be connected via the console. This prevents remote users from

! disabling the feature.

iy
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics from this chapter, denoted with a Key Topic icon.

Table 6-7 lists these key topics.

Table 6-7 Key Topics

Key Topic Description Page
Element Number
Text Management plane best practices 95
Text AAA components 98
Text Storing usernames, passwords, and access rules 98
Text Router access authentication 100
Table 6-2 AAA components to secure administrative and remote 101
LAN access
Text The AAA method list 101
Table 6-3 Method list options 101
Text Limiting the administrator by assigning a view 103
Text Encrypted management protocols 103
Text Using logging files 104
Text User authentication in AAA 108
Text Using the CLI to troubleshoot AAA for Cisco routers 113
Example 6-4  Using debug commands 113
Example 6-5 Creating and assigning commands to custom privilege 118
levels
Text Implementing parser views 120
Example 6-7  Creating and working with parser views 121
Example 6-9  Preparing for SSH 123
Text SNMP features 128
Table 6-6 Security models and security levels supported by Cisco 130
I0S
Example 6-16  Creating a secure bootset 133
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Complete the Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can
check your work.

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

AAA, method list, custom privilege level, parser view, SSH, syslog, SNMP, NTP,

secure bootset

Command Reference to Check Your Memory

This section includes the most important configuration and EXEC commands covered
in this chapter. To see how well you have memorized the commands as a side effect
of your other studies, cover the left side of Table 6-8 with a piece of paper, read the
descriptions on the right side, and see whether you remember the commands.

Table 6-8 Command Reference

Command

Description

service password-encryption

Encrypt most plaintext passwords in the configuration.

aaa new-model

Enable AAA features.

aaa authentication login
default local

Create a default method list for character mode login that
will use the local database (running config) on the router or
switch.

enable view

Enter the root parser view, from where you can create
additional views. This requires that aaa new-model already
be in place in the configuration.

privilege exec level 8 show
startup-config

Assign a show startup-config command to a custom
privilege level 8.

crypto key generate rsa

Create the public/private key pair required for SSH.

secure boot-image

Secure the IOS image on flash

aaa authentication bubba
local enable

Create an authentication method list called bubba that will
use the local database first, and if the username does not
exist, will require the enable secret to allow login.

line console 0

login authentication bubba

Apply the method list named bubba to the console port.
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This chapter covers the following subjects:
m  Cisco Secure ACS, RADIUS, and TACACS

m  Configuring routers to interoperate with an ACS
server

m  Configuring the ACS server to interoperate with a
router

m  Verifying and troubleshooting router-to-ACS server
interactions




CHAPTER 7

Implementing AAA Using I0S
and the ACS Server

As you learned in the preceding chapter, using authentication, authorization, and
accounting (AAA) to verify the identity of a user, and what that user is authorized to
do, is a great way to secure the management plane on a router or switch. The challenge,
however, is that most companies have many network devices. If a single administrator
needs access to 10 different routers, and you are using the local database only for the
username and password of that administrator (remember, the local database means the
running configuration on that specific router), you must create that same user account
10 different times, once on each router. If he ever needs to change the password, it also
requires going back to all those 10 devices and manually changing it on each one. This
solution does not scale well in environments with multiple administrators and many
devices.

A solution to this is to have a centralized database where all the usernames and pass-
words are kept for authentication and what the individual users are allowed to do (the
authorization portion of AAA). This is primarily what the Access Control Server (ACS)
server can provide. It is a two-part process. The first part is to configure on the ACS
server information about the users and their passwords and what those users are allowed
to do. The second part is to tell the router that it should refer any of its decisions about
authentication or authorization to the ACS server.

One other note about the word users. Often when we refer to the management plane,
and we refer to users, those users are very likely administrators who need access to the
command-line interface (CLI). Also be aware that end users will not need CLI access,
but will need access to network services and to have their packets allowed through the
router. You can use the ACS server to authenticate either type of user, and you can call
on it for authorization for these users. In addition, you can use the ACS server as a des-
tination for logging (called accounting), noting which users access the system and what
they do while there.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 7-1 details the major topics discussed in this
chapter and their corresponding quiz questions.
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Table 7-1  “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Cisco Secure ACS, RADIUS, and TACACS 1-3
Configuring Routers to Interoperate with an ACS Server 4-6
Configuring the ACS Server to Interoperate with a Router 7-8
Verifying and Troubleshooting Router-to-ACS Server Interactions 9-10

1. Which of the following are most likely to be used for authentication of a network
administrator accessing the CLI of a Cisco router? (Choose all that apply.)

TACACS+
Diameter
RADIUS
ACS

g 6 o 9

2. Which of the following allows for granular control related to authorization of spe-
cific Cisco IOS commands that are being attempted by an authenticated and autho-
rized Cisco router administrator?

a. RADIUS

b. Diameter

c. TACACS+

d. ISE
3. Which devices or users would be clients of an ACS server? (Choose all that apply.)
Routers
Switches

VPN users

g 0 o o

Administrators

4. On the router, what should be created and applied to a vty line to enforce a specific
set of methods for identifying who a user is?

RADIUS server
TACACS+ server

Authorization method list

g 0o o 9

Authentication method list

5. What is the minimum size for an effective TACACS+ group of servers?
a. 1
b. 2
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c. 5
d. 6
With what can you configure AAA on the router? (Choose all that apply.)

a. ACS

b. CCP

c. CLI

d. TACACS+

Which statement is true for ACS 5.x?
a. User groups are nested in network device groups.

b. Authorization policies can be associated with user groups that are accessing
specific network device groups.

c. There must be at least one user in a user group.

d. User groups can be used instead of device groups for simplicity.
Where in the ACS do you go to create a new group of administrators?
a. Users and Identity Stores > Identity Groups

b. Identity Stores > Identity Groups

c. Identity Stores and Groups > Identity Groups

d. Users and Groups > Identity Groups

From the router, which method tests the most about the ACS configuration, with-
out forcing you to log in again at the router?

a. ping

b. traceroute
C. testaaa
d. telnet

Which of the following could likely cause an ACS authentication failure, even when
the user is using the correct credentials? (Choose all that apply.)

a. Incorrect secret on the ACS

b. Incorrect IP address of the ACS configured on the router

0

Incorrect routing

e

Incorrect filtering between the ACS and the router
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Foundation Topics

Cisco Secure ACS, RADIUS, and TACACS

This section discusses how you can use a centralized authentication server such as ACS
and the protocols it uses to communicate with its clients, which are routers and switches.
This information is relevant to both certification and for the implementation of AAA
using ACS.

Why Use Cisco ACS?

Most midsize and large companies using Cisco equipment are also going to use ACS
servers so that they can centrally manage the users and control what those users are
authorized to do. By configuring users locally on the ACS server, and then having the
dozens or hundreds of routers and switches act as clients to the ACS server, you can use
the Cisco ACS server as a central clearinghouse for the authentication of users. This way,
you can create a user account one time on the ACS server, and configure the routers and
switches to use the ACS server for any type of user, whether an administrator trying to
access the router for configuration or an end user who just needs access through a router
for some network application or service such as browsing the web. If all your network
devices use the ACS server, you can avoid having to create that same user account on
each of the individual routers’ and switches’ local database (in their running config).

Most companies using ACS servers have many users, and it is time-consuming to create
all the user accounts manually in ACS. One convenient feature of an ACS server is that
all the users do not have to be locally configured on the ACS server, either; instead, the
ACS server can use an external database that already exists that contains the usernames
and passwords. An example is Microsoft Active Directory, where all the users and their
credentials are already in place. The chain of events goes something like this: A user con-
nects to a router, and the router prompts the user for authentication. In this example,
assume it is an administrator who wants CLI access to the router. The router being con-
figured to use the ACS server prompts the user for his username and password. After
getting the username and password, the router sends those credentials to the AAA server
(in this case, the ACS server) and waits for a reply. At the ACS server, if it is configured
to use an external database such as Microsoft Active Directory, the ACS server makes
an inquiry out to Active Directory to validate whether the username and password that
the user provided are accurate. If they are, Active Directory can indicate that to the
ACS server, and the ACS server in turn can indicate that the credentials are correct back
to the router, and then the router can provide the access to the user. If there were no
Active Directory, the ACS server would consult its own local configuration to verify
the username and password instead of handing it off to Active Directory. That’s it in

a nutshell. ACS could use multiple external databases for these lookups, and the basic
concept is that if the users are already defined in some database, ACS can leverage that
database and not have to re-create all users.
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What Platform Does ACS Run On?

ACS has a few different flavors, as you learned in a preceding chapter. They include
older versions that can be installed on top of an existing Windows server, a dedicated
physical appliance can be purchased from Cisco that is installed in a rack at the customer
site and has ACS software preinstalled, and the most popular option moving forward is
to install the ACS server logically in a VMware environment such as an ESXi server with
ACS running as a virtual machine. Regardless of which implementation you choose, the
core functionality of having a centralized database of users, along with authorization
rules about what users are allowed to do, is the basic premise of ACS.

What Is ISE?

A product called Identity Services Engine (ISE) is an identity and access control policy
platform that can validate that a computer meets the requirements of a company’s policy
related to virus definition files, service pack levels, and so on before allowing the device
on the network. This solution leverages many AAA-like features, but is not a 100 per-
cent replacement for ACS. For the near future, customers who want the features of ISE
will likely use ACS for the authentication and authorization components and use ISE (in
addition) for the posturing and policy-compliance checking for hosts.

Protocols Used Between the ACS and the Router

The next couple of sections discuss how to configure the router to forward authentica-
tion questions to the ACS server and examine how to tell the ACS server to work with

the router. But right now, you need to understand the “language of love” used to com-
municate between the ACS server and the router (with a router acting as a client to the

ACS server).

Two main protocols may be used between the ACS server and its client (such as a router
whose using the ACS server to verify authentication requests): TACACS+ (pronounced
TACK-AXE, you do not need to say the +), and RADIUS (pronounced RAY-D-US).

TACACS+ stands for Terminal Access Control Access Control Server, and that is why
we just use the acronym. There have been earlier versions of TACACS+, which had
slightly varying names, such as XTACACS and TACACS (without the plus). Because the
only version now used is TACACS+, anytime we refer to the term pronounced TACK-
AXE, it is accepted and understood that we are referring to the currently implemented
TACACS+ (even without saying the + at the end). TACACS+ is Cisco proprietary,
which means its primary usage will likely be seen as a protocol used between a Cisco
device and a Cisco ACS server. If you configure the router and the ACS server to use
TACACSH+, all the AAA packets that are sent between the router and the ACS server use
the TACACS+ protocol, which encrypts each packet before it is sent on the network.

The other possible protocol that could be used between the router and the ACS server
for the purpose of AAA services is RADIUS, which stands for Remote Authentication
Dial-In User Service. RADIUS is an open standard, which means that not only ACS sup-
ports it but also that other vendors’ implementations of AAA and their servers (such as
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Microsoft) can support communications with a client (such as a router) using this pro-
tocol. RADIUS encrypts only passwords, but not the other RADIUS packets being sent
between the ACS server and the network device.

Protocol Choices Between the ACS Server and the Client (the Router)

Traditionally, and in common practice, if you are authenticating and authorizing admin-
istrators for command-line access, it is likely that you will configure TACACS+ on
both the ACS server and the router for their communication with each other. A large
reason for this is because TACACS+ has clearly defined and separate techniques and
configurations for each aspect of AAA. For example, if you want to tell the router to
check authorization for each individual command before allowing an administrator to
put that command in, and only give the administrator a subset or portion of commands,
TACACS+ and its authorization component allows extremely granular control in com-
municating which commands would be allowed. RADIUS, however, does not have the
same level of granular control as TACACS+ command-by-command authorization.

If you are authenticating and authorizing end users who just want their packets to go
through a network device (when authentication and authorization is required), it is likely
that you are using RADIUS as the communications method between the ACS server on
the router. RADIUS is an open IETF standard and is used by most vendors, including
Cisco, when doing AAA for end users. You may configure the router and ACS server to
use both TACACS+ and RADIUS simultaneously between the ACS server and its client,
the router.

Table 7-2 compares these two protocols.

Table 7-2 TACACS+ Versus RADIUS

TACACS+ RADIUS
Functionality Separates AAA functions into Combines many of the
distinct elements. Authentication functions of authentication and
is separate from authorization, and  authorization together. Has
both of those are separate from detailed accounting capability
accounting. when accounting is configured for
use.
Standard Cisco proprietary, but very well Open standard, and supported
known. by nearly all vendors’ AAA
implementation.
L4 protocol TCP. UDP.

Replacement
coming

None officially planned.

Possibly Diameter (named to
imply that RADIUS is only half as
much, pun intended).
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TACACS+ RADIUS

Confidentiality ~ All packets are encrypted between ~ Only the password is encrypted
ACS server and the router (which is ~ with regard to packets sent back
the client). and forth between the ACS server

and the router.

Granular This is supported, and the rules are ~ No explicit command

command defined on the ACS server about authorization checking rules can

by command which commands are allowed or be implemented.

authorization disallowed.

Accounting Provides accounting support. Provide accounting support,

and generally acknowledged

as providing more detailed or
extensive accounting capability
than TACACS+.

Configuring Routers to Interoperate with an ACS Server

This section covers the detailed commands required for a router to use a central authen-
tication server such as ACS. From the earlier discussion, you know that both the ACS
server, which will have the usernames and passwords available to it, and the router that
will be communicating with the ACS server need to be configured for them to work
together. This section examines the router component.

The good news is that most of what you learned in the preceding chapter about AAA on
the router still applies here. The biggest difference on the router is that in method lists,
the router can be told to use the local database (which you now know is the running
config on the local router) for verification of a username and password, or the router can
be told to check with an ACS server to ask that server whether or not the username and
password are valid.

On the router, you could use the CLI or Cisco Configuration Professional (CCP) for
the configuration. Because you should know both (and you might need both depending
on the certification environment), both methods are covered here. You first learn about
the CLI version, followed by CCP. In this section, the configuration is based on a router
that has not yet been set up for any type of AAA. As done previously, comments about
each of the commands and what their purpose is are included. A few of these may be a
review, too, because of the preceding chapter, but a little repetition will help reinforce
these concepts.

Another key factor in any implementation is to have a plan, before beginning to config-
ure the router. So, here is the plan. We want the router to implement the following:

m  Administrators/users who are accessing the router via the vty lines, regardless if they
are using Telnet or Secure Shell (SSH), the router should check with a TACACS+
server (the ACS server using TACACS+ to communicate with this router) for the
authentication check (username/password).
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m  Authenticated users need to be authorized to have access to a CLI (EXEC) session,
including the privilege level they should be placed into. The authorization check
should be done by the router referring to the ACS server, using TACACS+.

Example 7-1 shows the configuration to implement these objectives.

JETTTIN

Example 7-1 Using the CLI ro Configure 10S for Use with ACS

{ Key

Topic

3

! This command enables the configuration of the rest of the AAA
I If it is in the configuration, it doesn't need to be put in again.
! On most IOS systems, the default has aaa new-model disabled.

Rl (config)# aaa new-model

! This authentication method list, when applied to a line such as the VTY
! lines will tell the router to prompt the user who is accessing that line
! for a username and password in order for that user to login.

! When the user supplies the username and password at the login prompt

! the router will send the credentials to a configured TACACS+ server

! and then the server can reply with a pass or fail message.

! This command indicates "group tacacs+" as the first method

! as there could be more than one server configured. If no ACS server

! responds

! after a short timeout the router will then try the second method in the
! method list which is "local" which means the router will then check the
! running

! config to see if there is a username and matching password

Rl (config)# aaa authentication login AUTHEN via TACACS group tacacs+ local

! This next authorization method list, when applied to a line, will cause
! the router

! to check with the AAA server to verify that the user is authorized

! to gain access to the CLI. The CLI represents an Exec Shell.

! Not only can the ACS indicate to the router whether or not the user is

! authorized

! but it can also indicate what privilege level the user is placed into.

! Both the username and password will need to be created on the ACS server
! for the previous authentication method, and the authorization

! for a CLI will also need to be configured on that same ACS server.

! This authorization list will use one or more configured ACS servers

! via TACACS+, and if there are no servers that respond, then the router
! will check locally regarding whether the command is authorized for this
! user based on privilege level of the user, and privilege level of the

! command being attempted.

Rl (config)# aaa authorization exec Author-Exec via TACACS group tacacs+
local
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! It is important to note that before we apply either of these method lists
! to the VITY 1lines, we should create at least one local user as a backup
! in the event the ACS server is unreachable, or not yet configured.

! In the example below it will create a user on the local database of the

! router

! including a username, password as well as a privilege level for that user

Rl (config)# username admin privilege 15 secret cisco

! Next we need to create a least one ACS server that the router should try
! to use

! via TACACS+. This is the equivalent of crating a server group of one.

! The password is used as part of the encryption of the packets, and

! whatever

! password we configure here, we also need to configure on the ACS server.
Rl (config)# tacacs-server host 192.168.1.252 key ciscol23

! Verifying that the IP addresses reachable is a test that can be done
! even before the full ACS configuration is complete on the AAA server
Rl (config)# do ping 192.168.1.252

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.1.252, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 8/13/28 ms

! Next, for the authentication method list and authorization method list

! to be used we would need to apply them. In the example below

! we are applying both method lists to the first five VTY lines.

Rl (config)# line vty 0 4

Rl (config-line)# authorization exec Author-Exec_via TACACS

Rl (config-line)# login authentication AUTHEN via TACACS

! users connecting to these vty lines will now be subject to both authenti-
! cation

! and authorization, based on the lists that are applied to these lines

With the authentication and authorization method lists created and applied, you could
attempt to log in through one of the five vty lines, and here is what you would expect:
You should be prompted for username and password, the router should not be able to
successfully contact the ACS server (because you have not configured the ACS part of
it yet on that server), and then after a short timeout, the router would use the second
method in each of its lists, which indicates to use the local database for the authentica-
tion and the authorization. Because you do have a local user with a password and a privi-
lege level assigned to that user, it should work. By enabling a debug, and attempting to
log in, you can see exactly what is happening, as shown in Example 7-2.
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Example 7-2 Verifying AAA

R1# debug tacacs

TACACS access control debugging is on

! Telnet to an IP address on the local router.
R1# telnet 10.0.0.1
Trying 10.0.0.1 ... Open

TPLUS: Queuing AAA Authentication request 102 for processing
TPLUS: processing authentication start request id 102 TPLUS:
Authentication start packet created for 102()

TPLUS: Using server 192.168.1.252 TPLUS(00000066)/0/
NB_WAIT/6812DC64: Started 5 sec timeout

User Access Verification

! Timing out on TACACS+ regarding authentication because no server is
responding

TPLUS (00000066) /0/NB_WAIT/6812DC64: timed out
TPLUS(OOOOOO66)/O/NB_WAIT/6812DC64: timed out, clean up
TPLUS (00000066) /0/6812DC64: Processing the reply packet

! Now moving to the local database on the router
Username: admin

Password: cisco

! Timing out on TACACS+ regarding authorization due to no server responding.
TPLUS: Queuing AAA Authorization request 102 for processing
TPLUS: processing authorization request id 102

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=shell

TPLUS: Sending AV cmd*

TPLUS: Authorization request created for 102 (admin)

TPLUS: Using server 192.168.1.252 TPLUS(00000066)/0/NB_WAIT/
6812DC64: Started 5 sec timeout TPLUS(00000066)/0/NB_WAIT/
6812DC64: timed OutTPLUS(OOOOOO66)/O/N87WAIT/6812DC64: timed
out, clean up TPLUS(00000066)/0/6812DC64: Processing the reply
packet

! After timing out, the router again uses its local database for

! authorization and appropriate privilege level for the user.

! If we exit, and change the debugs slightly, and do it again, it will give

! us yet another perspective.
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R1# debug aaa authentication
AAA Authentication debugging is on
R1# debug aaa authorization

AAA Authorization debugging is on

Telnet
R1# telnet 10.0.0.1
Trying 10.0.0.1 ... Open

AAA/BIND(00000067): Bind i/f

! Notice it shows using the authentication list we assigned to the VTY

! lines

AAA/AUTHEN/LOGIN (00000067): Pick method list 'AUTHEN_via_TACACS‘

! Not shown here, but indeed the ACS server is timing out, due to not yet

! being configured, which causes the second entry in the list "local" to be

! used.

User Access Verification

Username: admin

Password: cisco

! Now the authorization begins, using the method list we configured for the
! lines
AAA/AUTHOR (0x67): Pick method list 'Author-Exec_via_ TACACS'

R1#

AAA/AUTHOR/EXEC(00000067) : processing AV cmd=
AAA/AUTHOR/EXEC (00000067) : processing AV priv-1lvl=15
AAA/AUTHOR/EXEC (00000067) : Authorization successful
R1#

So what has happened so far? Table 7-3 describes the steps to configure the router for
ACS.
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{ Key
i Topic

Table 7-3 Configuring the Router to Use ACS via TACACS+

Task

How to Do It

Decide what the policy should be (for
example, which vty lines should require
authentication/authorization, and which
methods (ACS, local, none) should be
used.

This step is done way before you ever begin
configuring the router, and is based on your
security policy for your network. It is the
concept of what you want to accomplish for
authentication and authorization.

Enable the ability to configure AAA.

aaa new-model is not enabled by default. If
you want to use the services of ACS, you must
enable the feature of AAA as the very first step
of configuration on a new router.

Specify the address of an ACS server to
use.

Use the tacacs-server host command, including
the IP address of the ACS server and the
password.

Create a named method list for
authentication and another for
authorization, based on your policy.

Each method list is created in global
configuration mode, specifying which methods
this list uses, in order, from left to right.

Apply the method lists to the location
that should use those methods

In vty line configuration mode, specify the
authentication and authorization method lists
that you created in the preceding step.

Now that we have implemented your policy using the CLIL let’s take a look at imple-
menting a nearly identical policy but this time using CCP to implement it.

For this configuration, we have removed all AAA-related method lists, and have left
only the command aaa new-model, as a starting point. The intent of this configuration
using CCP is to familiarize you with the locations inside the GUI for used to configure
the method lists for authentication and authorization and how to apply those to the vty

lines.

In the configuration section of CCP, having selected the router that you want to config-
ure, go to Configure > Router > AAA > AAA Servers and Groups > Servers, click the
Add button, and provide the relevant information about your ACS server, as shown in

Figure 7-1.
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Figure 7-1 Adding an ACS Server to the IOS Router via CCP

You then click OK and any other confirmation buttons that are presented to apply this
configuration to the router. Now that the router knows the IP address of the ACS server,
and which protocol to use and the secret key used to encrypt the packets it sends to the
server, the next step is to create the method lists. Just like at the CLI, you create one
method list for authentication of logins, and a second method list for authorization of
the EXEC session. Each method list specifies that the ACS server should be used first,
and if for whatever reason the ACS server fails to respond, the second method the rout-
er should use is the local configuration (the running config).

To create the method list for authentication, in CCP you go to Configure > Router

> AAA > Authentication Policies > Login, click Add, and specify the details of the
authentication method list, including its name and the methods from top to bottom that
this method list will call on. The dialog looks similar to what Figure 7-2 shows.

Add a Method List for Authentication Login

Name: |User Defned =

Specify [Login_Authen_ia_TACACS

Methods (spacity up to 4)

roup tacacs~ " [ Add
Iocal

I Enmbie Password Agis
With RADIVE server authenticalion, e user e be
notfied when a RADIVS server password expires and
prompted far & new passwond

o | cancet | hew |

)

Figure 7-2 Crearing an Authenticarion Merbod List
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From within the pop-up window, the Add button enables you to add the individual
methods to be used by this method list. There is also the option of moving the methods
up or down based on the order you want this method list to call on. As before, you
would click the OK button and any other confirmation buttons you are prompted with

until the configuration is delivered to the router.

Now that your authentication method list is created, you can see this list and any other
authentication lists that have been created on this same screen as shown in Figure 7-3.
This includes the methods in order from left to right.
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Figure 7-3 Viewing the Configured Authentication Method Lists

Now that you have created your authentication method list, you also need to create an
authorization method list based on your policy. Again for this example, we are imple-
menting the same exact policy we did earlier from the command line. To create the
authorization method list, go to Configure > Router > AAA > Authorization Policies >

EXEC Command Mode and click Add, as shown in Figure 7-4.
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Figure 7-4 Crearing a New Authorization Method List

Using a similar process as you did with the first method list, you choose User Defined
(meaning that you are not going to set this method as the global default, but instead are
only creating a method list that will not be used until this method list is associated some-
where else in the configuration, such as configured on a vty line). In addition to naming
the authorization method list, you would also click the Add button from this pop-up to
select the individual methods to be used. Just as before, you click the OK button and
any other confirmation buttons presented until CCP finally delivers the configuration to
the router, at which point you can see a summary of your authorization method list, as
shown in Figure 7-5.
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Figure 7-5 List of Authorization Method Lists Configured on the Router
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At this point, with a method list configured for authentication and a second method

list configured for authorization, it is time to put those method lists to work. Now what
does that mean? Currently, those method lists are just wasting space in the configuration.
If you want those method lists to be used, you need to specifically apply those methods
lists. Based on the policy, you want the method list for authentication and the method
list for authorization to both be applied to the vty lines of the router.

To apply the method lists, we leave the AAA section and go to Configure > Router >
Router Access > VTY. From there, click Edit and use the drop-down box to select the
method lists that we want to use. The only method lists that exist for authentication and
authorization are the ones that you create. In this case, we select the authentication and
authorization method lists that we previously created, as shown in Figure 7-6.
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Figure 7-6 Applying the Newly Created Method Lists

You click OK and then click any confirmation buttons presented until CCP deploys the
configuration to the router. Once it deploys the configuration, it shows you a summary
of how your vty lines are configured, as shown in Figure 7-7.
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Figure 7-7 Summary of vty Configuration, Showing the Method Lists Applied

At this point in the configuration, you might actually cause yourself some grief if you
accidentally log out. If you are connected via the console port, you might be okay
because you have not applied the method list to the console port. But if you are con-
nected remotely using Telnet or SSH, which both use the logical vty lines, you might
not be able to reconnect if the ACS server is not reachable (because it is not configured
yet) and the router falls back to the local configuration and that is where the problem

is. We have not yet created a local user in this demonstration. The secret is to make sure
there is at least one locally configured user with administrative privileges (privilege level
15) so that you can always get back into the router. You saw earlier how to create a user
account from the CLI You should also do the equivalent here in CCP. To create a local
user, go to Configure > Router > Router Access > User Accounts/View and click Add,
as shown in Figure 7-8.
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Figure 7-8 Adding a Local User with Privilege Level 15

This user account should have a difficult password, and you might want to consider
not giving this username a name that might be recognized or guessed at by a would-be
attacker. After you've added the information, including the privilege level 15 access,
click OK and any other confirmation pop-up confirmation messages until CCP delivers
the configuration to the router.

So now you have seen how to configure the router portion for AAA integration within
ACS server using TACACS+. The second part of getting AAA working between an ACS
server and a router is to configure the ACS portion. And that is what you do in the next
section.

Configuring the ACS Server to Interoperate with a
Router

This section covers the GUI on the ACS server, which enables it to communicate with a
client, such as a router.

Before examining the configuration of the ACS server itself, let’s first review a few
things. The ACS server has literally thousands of bells and whistles and options that may
be configured and tuned. The goal in this section is to make sure that you are comfort-
able with the basic concept that the ACS server can be a centralized clearinghouse for
user authentication/authorization and a repository for accounting records of what those
users actually did. From an administrator’s perspective, this includes which administrator
issued which commands on which devices.

One challenge that large organizations face is having several administrators with differ-
ent areas of responsibility. For example, one administrator may be responsible for the
perimeter routers that are running Zone-Based Firewall services. A different adminis-
trator might be responsible for the routers that are providing virtual private network
(VPN) services, and the list goes on. In situations such as these, it is unwise to give every
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administrator full administrative rights to every single router. Instead, it makes sense

to provide access only to those individuals who need it. For example, administrators
who manage the perimeter routers should not have access, or at least full access, to the
VPN devices that they do not manage. In this light, ACS can group the routers together
into logical organizations called device groups. This way, you put specific routers into
a group, and then on the ACS put the administrators who are currently responsible for
those routers into a user group and assign that group an authorization role that includes
administrative rights of full access for that specific group of routers. This scenario does
require a bit more effort for the initial configuration of ACS, but after it is set up you
can just add new administrators and put them into specific groups within ACS, and they
automatically receive the rights and access levels they need.

Table 7-4 describes the key components for this type of configuration.

Table 7-4 Key Components for Configuring ACS

{ Key
Component of ACS How It Is Used i Topic

Network device groups Groups of network devices, normally based on
routers or switches with similar functions/devices
managed by the same administrators.

Network devices (ACS clients/ The individual network devices that go into the
routers/switches) device groups.

Identity groups (user/admin groups) Groups of administrators, normally based on users
who will need similar rights and access to specific
groups of network devices.

User accounts Individual administrator/user accounts that are place
in Identity groups.

Authorization profiles These profiles control what rights are permitted. The
profile is associated with a network device group and
a user/administrator identity group.

For the demonstration here, we create the following:

m  Device group for border routers
m A single router that belongs to the device group
m  Two groups, an Admin group and a Monitor group

m  Two users (an administrator belonging to the Admin group, and a help desk account
belonging to the Monitor group)

m  Two authorization policies (the first stating that members of the Admin group who
are accessing devices in the device group should get full privilege level 15 access,
the second policy stating that users who are members of the Monitor group will
only have privilege level 1 access to the devices in the device group)
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So with this policy in mind, the first thing is to open a browser window from your local
computer to the IP address that is running the ACS server. The URL is https://a.b.c.d/
acsadmin, where a.b.c.d is the actual IP address of your server. On a new installation of
ACS, the default password is default. Initially, the ACS server is using an SSL self-signed
certificate, and you may get a pop-up asking you whether you want to confirm your ses-
sion to this device, even though your browser does not trust the certificate. You need to
agree and continue if you want to manage the ACS server. Figure 7-9 shows the initial
login screen.
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Figure 7-9 Initial Login Screen for ACS

A newly installed ACS also requires proper licensing. The licensing information is pro-
vided along with the purchased product. Evaluation licenses are also available for indi-
viduals interested in evaluating the product. Contacting your Cisco representative to
obtain the software is probably the easiest way to get it, and with your CCO account
you can register online for an evaluation license.

The first step is to create a device group. You do so by navigating to Network
Resources > Network Device Groups > Device Type and clicking Create, as shown in
Figure 7-10.
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Figure 7-10 Creating a Network Device Group

After adding information about this group, click Submit to implement the new network
device group. The problem with this device group is that by default there are no network
devices in it. To fix that, we add as an example a single router (the router we configured
earlier) to be included in this network device group on the ACS server. This is done by

navigating to Network Resources > Network Devices and AAA Clients and clicking
Create, as shown in Figure 7-11.
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Figure 7-11 Adding a Network Device ro the Device Group

In this dialog box, you click Select button to the right of the device type and select the
device group created from the previous step. In addition to that, you configure the name
that the ACS server will know the router by. This name does not have to match the real
name of the router, but it is a good idea for it to match so that someone looking at the
ACS would know which client (the router) is being referred to in the configuration of
the ACS. The IP address of this client (the router) is the reachable address of the router
from the perspective of the ACS server. Clicking the box next to TACACS+ lets the ACS
server know which protocol to expect from this client, and having the correct password
(the one that matches the password configured earlier on the router) is also required for
successful communication. After reviewing the information to confirm it is accurate,
click Submit.

So, we have created a network device group, and added router R1 as the first network
device (ACS client) in this group. The next step is to create a user group, and then create
some users in those groups. The two groups we are going to create are an Admin group
and a Monitor group. To create these groups, navigate to Users and Identity Stores >
Identity Groups and click Create, as shown in Figure 7-12.
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Figure 7-12 Creating User Groups

Complete the dialog box by providing the name of the group you are going to create, and
then click Submit. You could repeat this process for any additional groups. For this discus-
sion, we create two groups: one named Admin and the other named Monitor. After you
click Submit, a summary of your existing groups displays, as shown in Figure 7-13.
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These new groups have no users in them by default, and have no special permissions by
default. The first step to fixing that is to create a couple user accounts and place at least

one user account into each group. To create individual users, navigate to Users and Identity
Stores > Internal Identity Stores > Users and click Create, as shown in Figure 7-14.
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Figure 7-14 Creating New User Accounts in ACS

After entering in the name of this user, and a description (if desired), click the Select
button from this pop-up window to select which user group you want this user to be

a member of. It also specifies the password for this administrator. After verifying the
details are correct, click Submit. In this scenario, we are creating one user named admin
that belongs to the Admin group, and a second user named help-desk that belongs to the
Monitor group. After you click Submit, a summary of your configured users configured
on the ACS server displays, as shown in Figure 7-15.
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Figure 7-15 Users Created on the ACS Server

The next step is to configure authorization policies that give full access to users in the
Admin group who are trying to access routers in the network device group we created.
We also want to give limited access to users in the Monitor group who are trying to
access the same devices. We can do this with authorization policies. To create and assign
the reservation policies, first navigate to Access Policies > Access Services > Default
Device Admin > Authorization and click Create, as shown in Figure 7-16.
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Figure 7-16 Creating an Authorization Policy
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In the dialog window, indicate the name of this policy, called in this example
AdminRole, and check the box next to the conditions next to identity group, and click
the Select button to choose the admin group created earlier. Use the same process,
checking that box next to NDG Device Type (NDG stands for network device group)
and then using the Select button, to indicate the device belongs to the group of routers
device group that was created earlier.

This is setting up a condition so that if a user who is a member of the Admin group is
attempting to access a device that is a member of the specific router group, then as a
result we can provide specific access based on a custom shell profile that we can create.
To do that, click the Select button next to the Shell Profile option, and you are present-
ed with the screen shown in Figure 7-17.

A Clsco Secure ACS -- Web Pape Dialop

Stiall Profiles Showing 1-sor4 I ~ |per page o]
Filter: | Mateh it i ¥
Name ~  Deseription
) DemAccess
O FullAccess
) PamitAccess
O Readonly
[[Create | Page 1011

Figure 7-17  Selecting the Profile to Assign

You could assign one of the preconfigured profiles, or you could create your own
profile and assign it to this group of users. To create a custom profile, click the Create
button, and from the new window that is brought up name the profile in the dialog box
provided, and then display the Common Tasks tab and change the default privilege level
to Static, and assign the privilege level of 15, as shown in Figure 7-18.

Click Submit, and then confirm any dialog boxes presented to you from ACS until the
configuration is applied. By using these steps, any users in the Admin group accessing
any of the devices in the specified device group will not only be able to authenticate but
also be automatically authorized for and placed into privilege level 15 after successfully
authenticating on those routers. We would repeat this process for the Monitor group,
assigning a static privilege level of 1.
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Figure 7-18 Creating a Custom Authorization Profile

After saving the changes, you can view a summary of the authorization profiles in this
same location. Figure 7-19 shows two custom authorization profiles. One applies for
admin users in the Admin group accessing devices in the router group, the other applies
for help desk users who are members of the Monitor group accessing the same devices.
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Figure 7-19 Custom Authorization Policies
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In this section, we created device groups and added individual routers, or a least one in
this case, to that device group. We also created user groups and put users (in this case,
at least one per group) into those groups. We then created custom authorization pro-
files that indicate which profiles to be applied based on which users in which groups are
accessing which devices. The final piece to the puzzle is to verify that it actually works.
Let’s do that right now in the next section.

Verifying and Troubleshooting Router-to-ACS Server
Interactions

This section discusses the commands that enable you to verify/troubleshoot AAA when
the router is using the ACS server to authenticate or authorize the users who are trying
to connect to the router.

The chances that everything is configured perfectly the very first time on both the router
and the ACS server to allow the router to call upon the ACS server for authentication

of users and authorization of users are not very good. The good news is that after some
practice and good documentation skills implementing ACS and Cisco router configura-
tions your ability will improve. Whether you are an experienced veteran or brand-new to
ACS, the tools covered right now will prove helpful in troubleshooting and verifying the
configuration.

Back at the router, one of the first things you might want to do if you have not done so
already is verify that you have reachability between the router and the ACS server. You
might want to consider using ping to verify the connectivity, as shown in Example 7-3.

Example 7-3 Verifying Basic Connectivity

R1# ping 192.168.1.252

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.1.252, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 16/21/32 ms
R1#

If the ping was not successful, it could be due to access control filtering that is denying
Internet Control Message Protocol (ICMP) between the router and the ACS server, the
ACS server may physically be powered off or its network cable may be disconnected,
the ACS server may be connected to a switch port that is misconfigured and is in the
wrong VLAN, or it may be a general routing issue or the network is not fully converged
or able to route correctly. Verifying the basic routing and connectivity is a fantastic
start, and after that is in place, here is the very next tool you should use, called test (see
Example 7-4).
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Example 7-4 Testing AAA Between the Router and the ACS
{ Key
R1# test aaa group tacacs+ admin ciscol23 legacy ZTbPk

3

Attempting authentication test to server-group tacacs+ using tacacs+

User was successfully authenticated.

In the syntax for the AAA test, we include the group (in this case, a group of one
TACACS+ server and a username and the password for that user). The keyword legacy is
also used as part of the syntax for the test. This is a cool tool because it enables you to
verify that the ACS to router authentication component is working, before testing your
authentication method list with Telnet. Another great thing to do when troubleshoot-
ing is to look at the reports on the ACS server that may indicate a reason as to why a
problem occurred. You can find these reports by navigating to Monitoring & Reports >
Reports > Favorites. Figure 7-20 shows an example.

ecure ACS - Monitaring and Reports - Microsoft Internet Explorer

Pl Ede View Favorites  Tooks  Help

Q- @ M [@ G Prow Jormns @us @ 2- 5[5
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&) E

Figure 7-20 Reporting Options from Within ACS

From here, click the Authentications - TACACS - Today link for information and indi-
cations as to why errors may be occurring, as shown in Figure 7-21.
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Figure 7-21 Detailed Error Messages from ACS

One common occurrence is that after the reports are looked at, there are no error mes-
sages about the ACS client (the router) that we believe is trying to use the ACS. In cases
such as these, you want to verify no filters are blocking the traffic from the router to
the ACS and vice versa, and verify that in the router config it has the correct IP address
of the ACS server. If the router does not have the correct IP address of the ACS server,
there will never be any records on the ACS server about that misconfigured router.

Now that we know we have functional AAA connectivity between the router and the
server, let’s test the method lists for authentication and authorization that we placed on
the vty lines.

A simple Telnet to that router can do the job. It is often easier to start on the router, per-
haps from a console port, and telnet back to that same router. A Telnet session, regard-
less of its source, should trigger the authentication, and with some debug commands in
place, we can verify that ACS is working correctly. In this example, we use a login from
a remote workstation and look at the debug messages on the console of the router, as
shown in Example 7-5.

Example 7-5 Using debug Commands to Verify Functionality

Verifying what debugging is currently in place on the router

R1# show debug
General OS:

TACACS access control debugging is on
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AAA Authentication debugging is on
AAA Authorization debugging is on

! on a remote machine, we telnet and authenticate as the user admin, and
! simply view the debug output on the console of the router receiving the

! telnet session

R1#
AAA/BIND(00000083): Bind i/f

! the session came in on a VTY line, which triggered the authentication
! method list associated with that line

AAA/AUTHEN/LOGIN (00000083): Pick method list 'Login Authen via TACACS'

TPLUS: Queuing AAA Authentication request 131 for processing
TPLUS: processing authentication start request id 131

TPLUS: Authentication start packet created for 131()

TPLUS: Using server 192.168.1.252

! Sending a TACACS+ request to contact the server

TPLUS (00000083) /0/NB_WAIT/68BD742C: Started 5 sec timeout
TPLUS (00000083 /O/NB_WAIT: socket event 2

TPLUS (00000083) /0/NB_WAIT: wrote entire 33 bytes request

TPLUS (00000083) /0/READ:
TPLUS (00000083) /0/READ:
TPLUS (00000083) /0/READ:
R1#

TPLUS (00000083) /0/READ:
TPLUS (00000083) /0/READ:

( )
( )
( )
TPLUS (00000083) /0/READ: socket event 1
( )
( )
( )

Would block while reading
socket event 1

read entire 12 header bytes (expect 16 bytes data)

socket event 1

read entire 28 bytes response

! Router got a message back from ACS

! Router will now prompt the user for their username
TPLUS (00000083) /0/68BD742C: Processing the reply packet
TPLUS: Received authen response status GET USER (7)

R1#

TPLUS: Queuing AAA Authentication request 131 for processing

TPLUS: processing authentication continue request id 131

TPLUS: Authentication continue packet generated for 131
TPLUS (00000083) /0/WRITE/68BD742C: Started 5 sec timeout
TPLUS (00000083) /0/WRITE: wrote entire 22 bytes request

( )
( )
TPLUS (00000083) /0/READ:
TPLUS (00000083) /0/READ:
TPLUS (00000083) /0/READ:
( )
( )

TPLUS (00000083) /0/READ:

socket event 1
read entire 12 header bytes (expect 16 bytes data)
socket event 1

read entire 28 bytes response

TPLUS (00000083) /0/68BD742C: Processing the reply packet
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! Router will now prompt user for the user password

TPLUS: Received authen response status GET PASSWORD (8)

R1#

TPLUS: Queuing AAA Authentication request 131 for processing

TPLUS: processing authentication continue request id 131

TPLUS: Authentication continue packet generated for 131 TPLUS(00000083)/
0/WRITE/68BD742C: Started 5 sec timeout TPLUS(00000083)/0/WRITE: wrote
entire 25 bytes request TPLUS(00000083)/0/READ: socket event 1

TPLUS (00000083) /0/READ: read entire 12 header bytes (expect 6 bytes data)
TPLUS (00000083) /0/READ: socket event 1

TPLUS (00000083) /0/READ: read entire 18 bytes response TPLUS(00000083)/
0/68BD742C: Processing the reply packet

! The ACS server said YES to the username/password combination.

TPLUS: Received authen response status PASS (2)

! The router now begins the authorization process for the user

! using the authorization methods in the list associated with the VTY lines
AAA/AUTHOR (0x83): Pick method list 'Exec Authorization via TACACS'

TPLUS: Queuing AAA Authorization request 131 for processing

TPLUS: processing authorization request id 131

TPLUS: Protocol set to None . ...Skipping

TPLUS: Sending AV service=shell

TPLUS: Sending AV cmd*

TPLUS: Authorization request created for 131 (admin)

TPLUS: using previously set server 192.168.1.252 from group tacacs+

TPLUS (00000083) /0/NB_WAIT/68BD742C: Started 5 sec timeout TPLUS(00000083)/
0/NB_WAIT: socket event 2

TPLUS (00000083) /0/NB_WAIT: wrote entire 57 bytes request TPLUS(00000083)/
0/READ: socket event 1

TPLUS (00000083) /0/READ: Would block while reading TPLUS(00000083)/0/READ:
socket event 1

TPLUS (00000083) /0/READ: read entire 12 header bytes (expect 18 bytes data)
TPLUS (00000083) /0/READ: socket event 1

TPLUS (00000083) /0/READ: read entire 30 bytes response TPLUS(00000083)/
0/68BD742C: Processing the reply packet

! Got the reply from the ACS server saying yes to authorization
! and that the user should be placed at privilege level 15
TPLUS: Processed AV priv-1vl=15

TPLUS: received authorization response for 131: PASS AAA/
AUTHOR/EXEC (00000083) : processing AV cmd= AAA/AUTHOR/
EXEC(00000083) : processing AV priv-1v1=15 AAA/AUTHOR/
EXEC(00000083) : Authorization successful

R1#
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R1# show users
Line User Host (s) Idle Location
2 vty 0 admin idle 00:00:51 10.0.0.25

! We could do the same test again, except this time, login as the user
! "help-desk"
! The results will be nearly identical, with the exception that the user

! will be provided with an exec shell (CLI) at privilege level 1

R1#

AAA/BIND (00000084): Bind i/f

AAA/AUTHEN/LOGIN (00000084): Pick method list 'Login_Authen_via_TACACS‘
TPLUS: Queuing AAA Authentication request 132 for processing
TPLUS: processing authentication start request id 132

TPLUS: Authentication start packet created for 132()

TPLUS: Using server 192.168.1.252

TPLUS (00000084) /0/NB_WAIT/68793774: Started 5 sec timeout
TPLUS (00000084) /0/NB_WAIT: socket event 2

TPLUS (00000084) /0/NB_WAIT: wrote entire 33 bytes request
TPLUS (00000084) /0/READ: socket event 1

TPLUS (00000084) /0/READ: Would block while reading

TPLUS (00000084) /0/READ: socket event 1

TPLUS (00000084) /0/READ: read entire 12 header bytes (expect 16 bytes data)
R1#

TPLUS (00000084) /0/READ: socket event 1

TPLUS (00000084) /0/READ: read entire 28 bytes response

TPLUS (00000084) /0/68793774: Processing the reply packet
TPLUS: Received authen response status GET USER (7)

R1#

TPLUS: Queuing AAA Authentication request 132 for processing
TPLUS: processing authentication continue request id 132
TPLUS: Authentication continue packet generated for 132
TPLUS (00000084) /0/WRITE/68793774: Started 5 sec timeout
TPLUS (00000084) /0/WRITE: wrote entire 26 bytes request

TPLUS (00000084) /0/READ: socket event 1

TPLUS (00000084) /0/READ: read entire 12 header bytes (expect 16 bytes data)
TPLUS (00000084) /0/READ: socket event 1

TPLUS (00000084) /0/READ: read entire 28 bytes response

TPLUS (00000084) /0/68793774: Processing the reply packet
TPLUS: Received authen response status GET_PASSWORD (8)

R1#

TPLUS: Queuing AAA Authentication request 132 for processing
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TPLUS: processing authentication continue request id 132

TPLUS: Authentication continue packet generated for 132 TPLUS(00000084)/
0/WRITE/68793774: Started 5 sec timeout TPLUS(00000084)/0/WRITE: wrote
entire 25 bytes request TPLUS(00000084)/0/READ: socket event 1

TPLUS (00000084) /0/READ: read entire 12 header bytes (expect 6 bytes data)
TPLUS (00000084) /0/READ: socket event 1

TPLUS (00000084) /0/READ: read entire 18 bytes response TPLUS(00000084) /
0/68793774: Processing the reply packet

TPLUS: Received authen response status PASS (2)

AAA/AUTHOR (0x84): Pick method list 'Exec Authorization via TACACS'
TPLUS: Queuing AAA Authorization request 132 for processing

TPLUS: processing authorization request id 132

TPLUS: Protocol set to None ..... Skipping

TPLUS: Sending AV service=shell

TPLUS: Sending AV cmd*

TPLUS: Authorization request created for 132 (help-desk)

TPLUS: using previously set server 192.168.1.252 from group tacacs+
TPLUS (00000084) /0/NB_WAIT/68793774: Started 5 sec timeout TPLUS(00000084)/
0/NB_WAIT: socket event 2

TPLUS (00000084) /0/NB_WAIT: wrote entire 61 bytes request TPLUS(00000084)/
0/READ: socket event 1

TPLUS (00000084) /0/READ: Would block while reading TPLUS(00000084)/0/READ:
socket event 1

TPLUS (00000084) /0/READ: read entire 12 header bytes (expect 17 bytes data)
TPLUS (00000084) /0/READ: socket event 1

TPLUS (00000084) /0/READ: read entire 29 bytes response TPLUS(00000084) /
0/68793774: Processing the reply packet

TPLUS: Processed AV priv-1lvl=1l

TPLUS: received authorization response for 132: PASS AAA/AUTHOR/
EXEC(00000084) : processing AV cmd= AAA/AUTHOR/EXEC (00000084) : processing
AV priv-1lvl=1 AAA/AUTHOR/EXEC(00000084) : Authorization successful

R1#

R1# show users
Line User Host (s) Idle Location
2 vty 0 help-desk idle 00:01:24 10.0.0.25
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics from this chapter, denoted with a Key Topic icon.

Table 7-5 lists these key topics.

Table 7-5 Key Topics

........
o

Key Topic Element  Description Page E-.,F:l‘;ic
Number
Text Why use Cisco ACS 140
Text Protocols used between the ACS and the router 141
Table 7-2 TACACS+ versus RADIUS 142
Example 7-1 Using the CLI to configure IOS for use with ACS 144
Table 7-3 Configuring the router to use ACS via TACACS+ 148
Figure 7-6 Applying the newly created method lists 152
Table 7-4 Key components for configuring ACS 155
Example 7-4 Testing AAA between the router and the ACS 165

Complete the Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can

check your work.

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

ACS, RADIUS, TACACS+, AAA server, authentication method list, authorization

method list
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Command Reference to Check Your Memory

This section includes the most important configuration and EXEC commands covered
in this chapter. To see how well you have memorized the commands as a side effect
of your other studies, cover the left side of Table 7-6 with a piece of paper, read the
descriptions on the right side, and see whether you remember the commands.

Table 7-6 Command Reference

Command

Description

aaa new-model

Enable the configuration of method lists and other AAA-
related elements, including the use of ACS.

test aaa group tacacs+
admin cisco123 legacy

Allow verification of the authentication function working
between the AAA client (the router) and the ACS server (the
AAA server).

aaa authentication login
MYLIST1 group tacacs+
local

Create an authentication method list, that when applied
elsewhere in the configuration, requests the services of an
ACS server via TACACS+, and if no server responds, the next
method “local” (which is the local router configuration) is
checked to verify the credentials of the user.

aaa authorization exec
MYLIST2 group tacacs+
none

Create an authorization method list, that when applied to a vty
line, requests the services of an ACS server (via TACACS+). If
no server responds, the second method “none” is used. This
result in no username prompt being provided to the user, and
authentication is not required.

tacacs-server host
192.168.1.252 key
ciscol123

Places a server into the “group” of ACS servers the router can
use for TACACS+ requests. It includes the IP address and the
secret used to encrypt packets between this router (the client)
and the ACS server.
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This chapter covers the following subjects:
m  VLAN and trunking fundamentals

m  Spanning-Tree fundamentals

m  Common Layer 2 threats and how to mitigate them




CHAPTER 8

Securing Layer 2 Technologies

We often take for granted Layer 2 in the network because it just works. Address
Resolution Protocol (ARP) and Layer 2 forwarding on Ethernet are all proven technolo-
gies that work very well. This certification, the CCNA Security, was built with the pre-
sumption that candidates would have a CCNA in route/switch or equivalent knowledge.
With this knowledge, your understanding of the details about VLANS, trunking, and
inter-VLAN routing is presumed. However, so that you absolutely understand these fun-
damental concepts, this chapter begins with a review.

The first two sections of this chapter deal with ARP and DHCP. It is important to make
sure that the basics are in place so that you can fully understand the discussion about
protecting Layer 2 in the last section of this chapter, which covers the really important
“stuff.” That section focuses on just a few Layer 2-related security vulnerabilities and
explains exactly how to mitigate threats at Layer 2. If you are currently comfortable
with VLANS, trunking, and routing between VLANSs, you might want to jump right to
the last section.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 8-1 details the major topics discussed in this
chapter and their corresponding quiz questions.

Table 8-1 “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
VLAN and Trunking Fundamentals 1, 6-7
Spanning-Tree Fundamentals 2

Common Threats and How to Mitigate Them 3-5, 8-10
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1.

Which is the primary Layer 2 mechanism that allows multiple devices in the same
VLAN to communicate with each other even though those devices are physically
connected to different switches?

a. IPaddress

b. Default gateway
c. Trunk

d. 802.1D

How does a switch know about parallel Layer 2 paths?

a. 802.1Q
b. BPDU
c. CDP

d. NTP

When implemented, which of the following helps prevent CAM table overflows?
a. 802.1w

b. BPDU guard

c. Root guard

d. Port security

Which of the following is not a best practice for security?

a. Leaving the native VLAN as VLAN 1

b. Shutting down all unused ports and placing them in an unused VLAN

c. Limiting the number of MAC addresses learned on a specific port

d. Disabling negotiation of switch port mode

What is the default number of MAC addresses allowed on a switch port that is con-
figured with port security?

a. 1

b. 5

c. 15

d. Depends on the switch model
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Which two items normally have a one-to-one correlation?
a. VLANSs

b. Classful IP networks

c. IP subnetworks

d. Number of switches

e. Number of routers

What is a typical method used by a device in one VLAN to reach another device in
a second VLAN?

a. ARP for the remote device’s MAC address
b. Use a remote default gateway

c. Use alocal default gateway

d. Use trunking on the PC

Which two configuration changes prevent users from jumping onto any VLAN they
choose to join?

a. Disabling negotiation of trunk ports

b. Using something else other than VLAN 1 as the “native” VLAN
c. Configuring the port connecting to the client as a trunk

d. Configuring the port connecting to the client as an access port

If you limit the number of MAC addresses learned on a port to five, what benefits
do you get from the port security feature? (Choose all that apply.)

a. Protection for DHCP servers against starvation attacks
b. Protection against IP spoofing

c. Protection against VLAN hopping

d. Protection against MAC address spoofing

e. Protection against CAM table overflow attacks

Why should you implement root guard on a switch?

a. To prevent the switch from becoming the root

b. To prevent the switch from having any root ports

c. To prevent the switch from having specific root ports

d. To protect the switch against MAC address table overflows
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Foundation Topics

VLAN and Trunking Fundamentals

You must understand the basics of how VLANs and trunking operate before you can
learn to secure those features. This section reviews how VLANSs and trunking are config-
ured and how they operate.

Figure 8-1 serves as a reference for the discussion going forward. You might want to
bookmark this page or take a moment to make a simple drawing of the topology. You
will want to refer to this illustration often during the discussion.

PC 1 PC 2
10.0.0.11 10.0.0.22
0000.1111.1111 0000.2222.2222
_ Fa0/t Ea0re3 Fa0/23 Fao/2
I’\QJ—\ Fa0/0 — " e ’
I Fa0/3 Fa0/24 Fa0/24
R3 SW1 sw2

Figure 8-1 Base Topology for Most of the Discussion in This Chapter

What Is a VLAN?

One way to identify a local-area network is to say that all the devices in the same LAN
have a common Layer 3 IP network address and that they also are all located in the same
Layer 2 broadcast domain. A virtual LAN (VLAN) is another name for a Layer 2 broad-
cast domain. VLANS are controlled by the switch. The switch also controls which ports
are associated with which VLANSs. In Figure 8-1, if the switches are in their default con-
figuration, all ports by default are assigned to VLAN 1, and that means all the devices,
including the two users and the router, are all in the same broadcast domain, or VLAN.

As you start adding hundreds of users, you might want to separate groups of users into
individual subnets and associated individual VLANSs. To do this, you assign the switch
ports to the VLAN, and then any device that connects to that specific switch port is a
member of that VLAN. Hopefully, all the devices that connect to switch ports that are
assigned to a given VLAN also have a common IP network address configured so that
they can communicate with other devices in the same VLAN. Often, DHCP is used to
assign IP addresses from a common subnet range to the devices in a given VLAN.



Chapter 8: Securing Layer 2 Technologies 179

If you want to move the two users in Figure 8-1 to a new common VLAN, you create
the VLAN on the switches, and then assign the individual access ports that connect the
users to the network to that new VLAN, as shown in Example 8-1.

Example 8-1 Creating a New VLAN and Placing Switch Ports into That VLAN

! Create the new VLAN
SW1 (config)# vlan 10

! Assign the port as an access port belonging to VLAN 10
SW1 (config-vlan)# interface fa0/1

SW1 (config-if)# switchport mode access

SW1 (config-if)# switchport access vlan 10

! Verify the VLAN exists, and that Fa0/1 has been assigned to it.
SW1 (config-if)# do show vlan brief

VLAN Name Status Ports

1 default active Fa0/2, Fa0/3, Fa0/4, Fa0/5
Fa0/6, FaO/7, Fa0/8, Fa0/9
Fa0/10, Fa0/11, Fa0/12, Fa0/13
Fa0/14, Fa0/15, Fa0/l6, Fa0/17
Fa0/18, Fa0/19, Fa0/20, Fa0/21
Fa0/22, Fa0/23, Fa0/24, Gio/1
Gio/2

10 VLANOO10 active Fa0/1

<snip>

! Another way to verify the port is assigned the VLAN:
SW1l# show vlan id 10
VLAN Name Status Ports

10 VLAN0010 active Fa0/1

! One more way to verify the same thing:
SW1# show interfaces fa0/1 switchport
Name: Fa0O/1

Switchport: Enabled

Administrative Mode: static access
Operational Mode: static access

<snip>

Access Mode VLAN: 10 (VLANOO010)

<snip>
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Note You would perform a similar configuration on SW2 with regard to creating
VLAN 10 and assigning port Fa0/2 on SW2 as an access port in that VLAN.

Trunking with 802.1Q

One problem with having two users in the same VLAN but not on the same physical
switch is how SW1 tells SW2 that a broadcast or unicast frame is supposed to be for
VLAN 10. The answer is simple. For connections between two switches, you configure
specific trunk ports instead of configuring access ports. If the two switches are config-
ured as trunks, they include additional information called a rag that identifies which
VLAN each frame belongs to. 802.1Q is the standard protocol for this tagging. The most
critical piece of information (for this discussion) in this tag is the VLAN ID.

Currently, the two users cannot communicate because they are in the same VLAN
(VLAN 10) but the interswitch links (between the two switches) are not configured as
trunks. To configure both sets of interfaces as trunks, you would specify the trunk meth-
od of 802.1Q, and then turn on the feature, as shown in Example 8-2.

Example 8-2 Configure Interfaces as Trunk Ports

SW2 (config)# interface range £fa0/23-24

(
SW2 (config-if-range)# switchport trunk encapsulation dotlg
SW2 (config-if-range)# switchport mode trunk

(

SW2 (config-if-range) #

To verify the trunks:

SW2 (config-if-range)# do show interface trunk

Port Mode Encapsulation Status Native vlan
Fa0/23 on 802.1Q trunking 1

Fa0/24 on 802.1Q trunking 1

Port Vlans allowed on trunk

Fa0/23 1-4094

Fa0/24 1-4094

Port Vlans allowed and active in management domain

Fa0/23 1,10

Fa0/24 1,10

Port Vlans in spanning tree forwarding state and not pruned
Fa0/23 1,10

Fa0/24 none

SW2 (config-if-range)#
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! Another way to verify the trunk:

SW2# show interface fa0/23 switchport

Name: Fa0/23

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

Administrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Negotiation of Trunking: On

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)
Administrative Native VLAN tagging: enabled

<snip>

Following the Frame, Step by Step

A broadcast frame sent from PC1 and received by SW1 would forward the frame over
the trunk tagged as belonging to VLAN 10 to SW2. SW2 would see the tag, know it was
a broadcast associated with VLAN 10, remove the tag, and forward the broadcast to all
other interfaces associated with VLAN 10, including the switch port that is connected
to PC2. These two core components (access ports being assigned to a single VLAN, and
trunk ports that tag the traffic so that a receiving switch knows which VLAN a frame
belongs to) are the core building blocks for Layer 2 switching, where a VLAN can
extend beyond a single switch.

The Native VLAN on a Trunk

From the output in the earlier example, we verified our trunk interfaces between the
two switches. One option shown in the output was a native VLAN. By default, the native
VLAN is VLAN 1. So, what does this mean, and why do we care? If a user is connected
to an access port that is assigned to VLAN 1 on SW1, and that user sends a broadcast
frame, when SW2 forwards that broadcast to SW2, because the frame belongs to the
native VLAN (and both switches agree to using the same native VLAN), the 802.1Q tag-
ging is simply left off. This works because when the receiving switch receives a frame

on a trunk port, if that frame is missing the 802.1Q tag completely, the receiving switch
assumes that the frame belongs to the native VLAN (in this case, VLAN 1).

This is not a huge problem until somebody tries to take advantage of this, as discussed
later in this chapter. In the meantime, just know that using a specific VLAN as the native
VLAN (different from the default of VLAN 1) and never using that same VLAN for user
traffic is a prudent idea.
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So, What Do You Want to Be? (Says the Port)

Trunks can be automatically negotiated between two switches, or between a switch and
a device that can support trunking. Automatic negotiation to determine whether a port
will be an access port or a trunk port is risky because an attacker could potentially nego-
tiate a trunk with a switch; then the attacker could directly access any available VLANs
simply by illegally tagging the traffic directly from his PC.

Inter-VLAN Routing

Our two users (PC1 and PC2) communicate with each other, and they can communicate
with other devices in the same VLAN (which is also the same IP subnet), but they cannot
communicate with devices outside their local VLAN without the assistance of a default
gateway. A router could be implemented with two physical interfaces, one connecting
to an access port on the switch that is been assigned to VLAN 10, and another physi-

cal interface connected to yet a different access port that is been configured for yet a
different VLAN. With two physical interfaces and a different IP address on each, the
router could perform routing between the two VLANS.

The Challenge of Using Physical Interfaces Only

So here is the problem: What if you have 50 VLANs? Purchasing 50 physical interfaces
for the router would be pricey, let alone the fact that you would also be using 50 physi-
cal interfaces on the switch. One solution is to use a technique called router on a stick.
Consider Figure 8-1. R3 has one physical interface physically connected to the switch.
So, from a physical topology perspective, it looks like the router is a lollipop, and that is
where it gets its name. There is a video example about router on a stick and inter-VLAN
routing available on my YouTube channel at www.YouTube.com/Keith6783.

Using Virtual “Sub” Interfaces

To use one physical interface, we have to play a little game, where we tell the switch that
we are going to do trunking out to the router, which from the switch perspective looks
exactly like trunking to another switch. And on the router, we tell the router to pay
attention to the 802.1Q tags, and assign frames from specific VLANS, based on the tags,
to logical subinterfaces. Each subinterface has an IP address from different subnets, as
shown in Example 8-3.

Example 8-3 Configuring Router on a Stick and Switch Support for the Router

! Enable trunking on the switchport connected to the router
SW1 (config)# int fa 0/3

SW1 (config-if)# switchport trunk encapsulation dotlg

SW1 (config-if)# switchport mode trunk

! Move to R3:

! Make sure the physical interface isn't shutdown
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R3 (config)# int fa 0/0
R3 (config-if)# no shutdown

! Create a logical sub interface, using any number following the
R3 (config-if)# int fa 0/0.1

! Tell the router to process any dotlg frames tagged with VLAN ID 10 with this
! logical interface

R3 (config-subif)# encapsulation dotlg 10

! Provide an IP address that is in the same subnet as other devices in VLAN 10
R3 (config-subif)# ip address 10.0.0.1 255.255.255.0

! Verify that this router can ping devices in VLAN 10, namely PCl and PC2
R3 (config-subif)# do ping 10.0.0.11

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.0.0.11, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
R3 (config-subif)# do ping 10.0.0.22

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.0.0.22, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
R3 (config-subif)#

Note The PC1 and PC2 computers need to configure R3’s address of 10.0.0.1 as their
default gateway if those computers want to use R3 to reach nonlocal networks.

You can repeat the process of creating additional subinterfaces on the router to support
more VLANSs until the router has a subinterface in every VLAN you want.

Spanning-Tree Fundamentals

This section discusses the basics of how the Spanning Tree Prorocol (STP) can avoid
loops at Layer 2 of the OSI model. It is important to understand how it works so that
you can fully understand correct mitigation techniques.



184 CCNA Security 640-554 Official Cert Guide

This discussion references Figure 8-1 again.

Loops in Networks Are Usually Bad

Without STP, whenever we have parallel connections between Layer 2 devices, such as
the connections between SW1 and SW2, we would have Layer 2 loops. Let’s take a look
at this using the network configured in the previous section. STP is on by default on
most Cisco switches, but for the purposes of this discussion, assume that STP is not run-
ning, at least for now.

The Life of a Loop

If PC1 sends an ARP request into the network, SW1 receives it and knows that this
frame belongs to VLAN 10 because of the access port it came in on, and forwards it out
all other ports that are also assigned to VLAN 10, in addition to any trunk ports that are
allowing VLAN 10. By default, trunk ports allow all VLAN traffic. So, this broadcast is
tagged as belonging to VLAN 10, and is sent down ports 23 and 24.

Just for a moment, let’s follow just one of those ports. So, the traffic is being sent down
port 23, and SW2 sees it and decides it needs to forward it out all other ports that are
assigned to VLAN 10, which includes port number 2, which is an access port assigned

to VLAN 10, and also the trunk port 24. So, now SW2 sends the same broadcast to
SW1 on port 24. SW1 repeats the process and sends it out port 23, and there would

be a loop. The loop happens in the other direction, as well. Besides having a loop, both
switches become confused about which port is associated with the source MAC address
of PC1. Because a looping frame is seen inbound on both ports 23 and 24, because of
the loop going both directions, MAC address flapping occurs in the dynamically learned
MAC address table of the switch.

The Solution to the Layer 2 Loop

STP, or 802.1D, was developed to identify parallel Layer 2 paths and block on one of
the redundant paths so that a Layer 2 loop would not occur. A single switch with the
lowest bridge ID becomes the root bridge, and then all the other nonroot switches
determine whether they have parallel paths to the root and block on all but one of those
paths. STP communicates using bridge protocol data units (BPDU), and that is how
negotiation and loop detection is accomplished.

Example 8-4, which contains annotations, allows you to both review how STP operates
and see the commands to verify it at the same time; it uses the topology from the begin-
ning of this chapter.
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Example 8-4 STP Verification and Annotations

SW1l# show spanning-tree vlan 10

VLANOO10

This top part indicates the Bridge ID of the root bridge, which is made
up of the

bridge priority, then the base mac address for the switch, lower is better
This switch is claiming victory over the other switch (SW2)

This is due to this switch having a lower bridge ID

Spanning tree enabled protocol ieee
Root ID Priority 32778
Address 0019.060c.9080
This bridge is the root

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

This is the output about the local switch. Because this is the root
switch,
this information will be identical to the information above regarding the

bridge ID, which is a combination of the Priority and Base MAC address

Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 0019.060c.9080
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

This specifies the state of each interface, and the default costs associated
with each interface if trying to reach the root switch. Because this
switch

is the root bridge/switch, the local costs are not relevant.

This also shows the forwarding or blocking state. All ports on the root
switch

will be forwarding, every time, for the VLAN that it is the root bridge for.

Interface Role Sts Cost Prio.Nbr Type
Fa0/1 Desg FWD 19 128.3 P2p
Fa0/3 Desg FWD 19 128.5 P2p
Fa0/23 Desg FWD 19 128.25 P2p
Fa0/24 Desg FWD 19 128.26 P2p

Road trip over to SW2, who didn't win the STP election

SW2# show spanning-tree vlan 10

This first part identifies who the root is, and the cost for this switch to get
to the root switch. SW1 advertised BPDUs that said the cost to reach me is O,
and then this switch SW2, added that advertised cost to it's only local
interface cost to get to 19 as the cost for this switch to reach the root
bridge.

185
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VLANOO10
Spanning tree enabled protocol ieee
Root ID Priority 32778
Address 0019.060c.9080
Cost 19
Port 25 (FastEthernet0/23)

Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

! This part identifies the local switch STP information. If you compare the
! bridge ID of this switch, to the bridge ID of SW1l (the root switch), you
! will notice that the priority values are the same, but SWl's MAC address
! is slightly lower, and as a result has a lower Bridge ID, which caused
! SW1 to win the election for root bridge of the spanning tree for VLAN 10
Bridge ID Priority 32778 (priority 32768 sys-id-ext 10)
Address 0019.0617.6600
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec

Aging Time 300 sec

! This is the port forwarding/blocking information for SW2. SW2 received
! BPDUs from root bridge on both 23 and 24, and so it knew there was a

! loop. It decided to block on port 24. The cost was the same on both

! ports, and STP used the advertised port priority of the sending switch,

! and chose the lower value. In STP lower is always preferred. By

! default, lower numbered physical ports, have lower numbered port

! priorities.

Interface Role Sts Cost Prio.Nbr Type
Fa0/2 Desg FWD 19 128.4 P2p
Fa0/23 Root FWD 19 128.25 P2p
Fa0/24 Altn BLK 19 128.26 P2p

! The blocking on port 24 is also reflected in the output of the show
! commands for trunking. Notice that port 23 is forwarding for both
! VLAN 1 and 10, while port 24 is not forwarding for either VLAN.

SW2# show interfaces trunk

Port Mode Encapsulation Status Native vlan
Fa0/23 on 802.1Q trunking 1

Fa0/24 on 802.10Q trunking 1

Port Vlans allowed on trunk

Fa0/23 1-4094

Fa0/24 1-4094
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Port Vlans allowed and active in management domain

Fa0/23 1,10

Fa0/24 1,10

Port Vlans in spanning tree forwarding state and not pruned
Fa0/23 1,10

Fa0/24 none

STP is on by default, and will have a separate instance for each VLAN. So, if you have
five VLANS, you have five instances of STP. Cisco calls this default implementation Per-
VLAN Spanning Tree Plus (PVST+).

STP Is Wary of New Ports

When an interface is first brought up and receives a link signal from a connected device,
such as a PC or router that is connected, STP is cautious before allowing frames in on
the interface. If another switch is attached, there is a possible loop. STP cautiously waits
for 30 seconds on a recently brought up port before letting frames go through that inter-
face; 15 seconds of that is the listening state, where STP is seeing whether any BPDUs
are coming in. During this time, it does not record source MAC addresses in its dynamic
table. The second half of the 30 seconds (15 more) is then still looking for BPDUs, but
STP also begins to populate the MAC address table with the source MAC addresses it
sees in frames. This is called the learning stare. After listening and learning have com-
pleted (full 30 seconds), the switch can begin forwarding frames. If a port is in blocking
state at first, an additional 20-second delay might occur as the port determines that the
parallel path is gone, before moving to listening and learning.

For most administrators and users, this delay is too long. When configured, enhance-
ments to STP, including the PortFast feature, can tell the switch to bypass the listening
and learning stage and go right to forwarding. This leaves a small window for a loop if a
parallel path is injected in the network.

Improving the Time Until Forwarding

Cisco had some proprietary improvements to the 802.1D (traditional STP) that allowed
faster convergence in the event of a topology change and included many features such
as the PortFast, UplinkFast, and BackboneFast. Many of these features were used in a
newer version of STP called Rapid Spanning Tree (also known as 802.1w). Enabling
PortFast for traditional STP and configuring Rapid Spanning Tree globally are shown in
Example 8-5.
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Example 8-5 Configuring PortFast, Then Rapid Spanning Tree

SW2 (config)# interface fa0/2

SW2 (config-if)# spanning-tree portfast

$Warning: portfast should only be enabled on ports connected to a single
host. Connecting hubs, concentrators, switches, bridges, etc... to this
interface when portfast is enabled, can cause temporary bridging loops.
Use with CAUTION

$Portfast has been configured on FastEthernet0/2 but will only
have effect when the interface is in a non-trunking mode.
SW2 (config-if)#

! or we could do it globally

SW2 (config) # spanning-tree portfast default

$Warning: this command enables portfast by default on all interfaces. You
should now disable portfast explicitly on switched ports leading to hubs,

switches and bridges as they may create temporary bridging loops.

! To change the STP from 802.1D to 802.1w, it is this one command

SW2 (config) # spanning-tree mode rapid-pvst

! The show command will display rstp, instead of the original ieee for the
! mode

SW2# show spanning-tree vlan 10

VLANOO10
Spanning tree enabled protocol rstp

<snip>

Common Layer 2 Threats and How to Mitigate Them

This section discusses many security threats that focus on Layer 2 technologies, and
addresses how to implement countermeasures against those risks. This is relevant to the
“security” portion of the CCNA Security certification.

Disrupt the Bottom of the Wall, and the Top Is Disrupted, Too

Everything at Layer 3 and higher is encapsulated into some type of Layer 2 frame. If the
attacker can interrupt, copy, redirect, or confuse the Layer 2 forwarding of data, that
same attacker can also disrupt any type of upper-layer protocols that are being used.
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Layer 2 Best Practices

Let’s begin with best practices for securing your switches, and then discuss in more detail

which best practice mitigates which type of attack.

Best practices for securing your infrastructure, including Layer 2, include the following:

m  Select an unused VLAN (other than VLAN 1) and use that for the native VLAN for

all your trunks.
m  Avoid using VLAN 1 anywhere, because it is a default.

m  Administratively configure access ports as access ports so that users cannot negoti-

ate a trunk and disable the negotiation of trunking (no Dynamic Trunking Protocol

[DTP)).

m  Limit the number of MAC addresses learned on a given port with the port security

feature.

m  Control spanning tree to stop users or unknown devices from manipulating spanning

tree. You can do so by using the BPDU guard and root guard features.

m  Turn off Cisco Discovery Protocol (CDP) on ports facing untrusted or unknown
networks that do not require CDP for anything positive. (CDP operates at Layer 2
and may provide attackers information we would rather not disclose.)

m  On anew switch, shut down all ports and assign them to a VLAN that is not used

for anything else other than a parking lot. Then bring up the ports and assign correct

VLANS as the ports are allocated and needed.

To control whether a port is an access port or a trunk port, you can revisit the commands

used earlier in this chapter, including the ones shown in Example 8-6.

Example 8-6 Administratively Locking Down Switch Ports

SW2 (config)# int fa0/2

! Specifies that this is an access port, not a trunk, and specifies VLAN
! association

SW2 (config-if)# switchport mode access

SW2 (config-if)# switchport access VLAN 10

! Disables the ability to negotiate, even though we hard coded the port as
! an access port This command disables DTP, which otherwise is still on
! by default, even for an interface configured as an access port.

SW2 (config-if)# switchport nonegotiate

SW2 (config-if)# int fa 0/23
! Specifies the port as a trunk, using dotlg
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SW2 (config-if)# switchport trunk encapsulation dotlg
SW2 (config-if)# switchport mode trunk

! Specify a VLAN that exists, but isn't used anywhere else, as the native
! VLAN

SW2 (config-if)# switchport trunk native vlan 3

! Disables the ability to negotiate, even though we hard coded the port as
! a trunk

SW2 (config-if)# switchport nonegotiate

! Note, negotiation packets are still being sent unless we disable

! negotiation

Do Not Allow Negotiations

The preceding example prevents a user from negotiating a trunk with the switch, mali-
ciously, and then having full access to each of the VLANs by using custom software on
the computer that can both send and receive dot1q tagged frames. A user with a trunk
established could perform “VLAN hopping” to any VLAN he desired by just tagging
frames with the VLAN of choice. Other malicious tricks could be done, as well, but
forcing the port to an access port with no negotiation removes this risk.

Layer 2 Security Toolkit

Cisco has many tools for protecting Layer 2, including those described in Table 8-2.

~  Table 8-2 Tool Kit for L2 Security

:

H

H
s
)

’ Key
Topic Tool Description

Port security Limits the number of MAC addresses to be learned on an access switch
port, as covered later in this chapter.

BPDU guard If BPDUs show up where they should not, the switch protects itself, as
covered in this chapter.

Root guard Control which ports are not allowed to become root ports to remote
root switches, as covered in this chapter.

Dynamic ARP Prevents spoofing of Layer 2 information by hosts.

inspection

IP source guard Prevents spoofing of Layer 3 information by hosts.

802.1x Authenticates users before allowing their data frames into the network.

DHCP snooping  Prevents rogue DHCP servers from impacting the network.




Chapter 8: Securing Layer 2 Technologies

Tool Description

Storm control Limits the amount of broadcast or multicast traffic flowing through the
switch.

Access control Traffic control to enforce policy. Access control is covered in another

lists chapter.

The key Layer 2 security technologies we focus on in CCNA Security include port secu-
rity, BPDU guard, root guard, DHCP snooping, and access lists. The other topics from
the table you can save for your CCNP Security studies.

Specific Layer 2 Mitigation for CCNA Security

With a review of the switching technologies and how they operate now in mind, let’s
take a specific look at implementing security features on our switches.

BPDU Guard
When you enable BPDU guard, a switch port that was forwarding stops and disables the
port if a BPDU is seen inbound on the port. A user should never be generating legitimate
BPDUs. This configuration, applied to ports that should only be access ports to end sta-
tions, helps to prevent another switch (that is sending BPDUs) from being connected to
the network. This could prevent manipulation of your current STP topology. Example
8-7 shows the implementation of BPDU guard.

Example 8-7 Implementing BPDU Guard on a Switch Port

SW2 (config-if)# int fa 0/2
SW2 (config-if)# spanning-tree bpduguard enable

! Verify the status of the switchport
SW2# show int fa0/2 status

Port Name Status Vlan Duplex Speed Type
Fa0/2 connected 10 a-full a-100 10/100BaseTX
SW2#

A port that has been disabled because of a violation shows a status of err-disabled. To
bring the interface back up, issue a shutdown and then a no shutdown in interface con-
figuration mode.

You can also configure the switch to automatically bring an interface out of err-disable,

based on the reason it was placed there and how much time has passed before bringing
the interface back up. To enable this for a specific feature, follow Example 8-8.
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Example 8-8 Configuring the Switch to Automatically Restore Err-Disabled Ports

SW2 (config) # errdisable recovery cause bpduguard

! err-disabled ports will be brought back up after 30 seconds of no bpdu
! violations

SW2 (config) # errdisable recovery interval 30

! You can also see the timeouts for the recovery

SW2# show errdisable recovery

ErrDisable Reason Timer Status
arp-inspection Disabled
bpduguard Enabled
<snip>

Timer interval: 30 seconds
Interfaces that will be enabled at the next timeout:

Sw2#
Root Guard
Your switch might be connected to other switches that you do not manage. If you want
¥:|c‘)’ic to prevent your local switch from learning about a new root switch through one of its
local ports, you can configure root guard on that port, as shown in Example 8-9. This
will also help in preventing tampering of your existing STP topology.
Example 8-9 Controlling Which Ports Face the Root of the Spanning Tree
SW1 (config)# int fa 0/24
SW1 (config-if)# spanning-tree guard root
%$SPANTREE-2-ROOTGUARD CONFIG_CHANGE: Root guard enabled on port
FastEthernet0/24.
Port Security
How many MAC addresses should legitimately show up inbound on an access port?
i Key
i Topic Port security controls how many MAC addresses can be learned on a single switch port.
N This feature is implemented on a port-by-port basis. A typical user uses just a single

MAC address. Exceptions to this may be a virtual machine or two that might use dif-
ferent MAC addresses than their host, or if there is an IP phone with a built-in switch,
which may also account for additional MAC addresses. In any case, to avoid a user
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connecting dozens of devices to a switch, that is then connected to their access port,
you can use port security to limit the number.

This also protects against malicious applications that may be sending thousands of
frames into the network, with a different bogus MAC address for each frame, as the user
tries to exhaust the limits of the dynamic MAC address table on the switch, which might
cause the switch to forward all frames to all ports within a VLAN so that the attacker
can begin to sniff all packets. This is referred to as a CAM table overflow atrack.
Content-addressable memory (CAM) is a fancy way to refer to the MAC address table
on the switch.

Port security also prevents the client from depleting DHCP server resources, which
could have been done by sending thousands of DHCP requests, each using a different
source MAC address.

With the port security feature, the default violation action is to shut down the port.
Alternatively, we can configure the violation response to be to “protect,” which will
not shut down the port but will deny any frames from new MAC addresses over the set
limit. The “restrict” action does the same as protect but generates a syslog message, as
well.

To implement port security, follow Example 8-10.

Example 8-10 Implementing Port Security
SW2 (config-if)# int fa 0/2 '.F:glc

! Enable the feature
SW2 (config-if)# switchport port-security

! Set the maximum to desired number. Default is 1. If we administra

! tively

! set the maximum to 1, the command won't show in the running configuration
! because the configuration matches the default value. It is handy to know
! this behavior, so you won't be surprised by what may seem to be a missing
! part of your configuration.

SW2 (config-if)# switchport port-security maximum 5

! Set the violation action. Default is err-disable. Protect will simply
! not allow
! frames from MAC addresses above the maximum.

SW2 (config-if)# switchport port-security violation protect

! This will cause the dynamic mac addresses to by placed into running
! config to save them to startup config, use copy run start

SW2 (config-if)# switchport port-security mac-address sticky
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! To verify settings, use this command
SW2# show port-security

Secure Port MaxSecureAddr CurrentAddr SecurityViolation Security Action

(Count) (Count) (Count)
Fa0/2 5 1 0 Protect
Total Addresses in System (excluding one mac per port) : 0
Max Addresses limit in System (excluding one mac per port) : 6144

! This can also provide additional information about port security:

SW2# show port-security interface fa0/2

Port Security : Enabled
Port Status : Secure-up
Violation Mode : Protect
Aging Time : 0 mins
Aging Type : Absolute
SecureStatic Address Aging : Disabled
Maximum MAC Addresses : 5

Total MAC Addresses : 1
Configured MAC Addresses : 0

Sticky MAC Addresses 1

Last Source Address:Vlan : 0000.2222.2222:10
Security Violation Count : 0

For a video demonstration of port security, see the video on that topic that accompanies
this book.
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics from this chapter, denoted with a Key Topic icon.
Table 8-3 lists these key topics.

Table 8-3 Key Topics

Key Topic Element  Description Page Number Key
Text What is a VLAN? 178 3, Topic
Example 8-1 Creating a new VLAN and placing switch ports 179
into that VLAN
Text Trunking with 802.1Q 180
Example 8-2 Configure Interfaces to be trunk ports 180
Text The native VLAN on a trunk 181
Text Inter VLAN routing 182
Example 8-3 Configuring router on a stick and switch 182
support for the router
Example 8-5 Configuring PortFast, then Rapid Spanning Tree 188
List Layer 2 best practices 189
Example 8-6 Administratively locking down switch ports 189
Table 8-2 Layer 2 security toolkit 190
Text BPDU guard 191
Text Root guard 192
Text Port security 192
Example 8-10 Implementing port security 193

Complete the Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can
check your work.
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Review the Port Security Video Included with This Book

Watch the video, and if possible practice the port security commands, including the
commands to verify port security. If you do not have access to simulated or practice
gear, verify that you can write out the commands, on paper, without assistance.

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

access port, trunk port, inter-VLAN routing, router on a stick, STP, root guard, port
security, BPDU guard

Command Reference to Check Your Memory

This section includes the most important configuration and EXEC commands covered
in this chapter. To see how well you have memorized the commands as a side effect
of your other studies, cover the left side of Table 8-4 with a piece of paper, read the
descriptions on the right side, and see whether you remember the commands.

Table 8-4 Command Reference

Command

Description

switchport mode access

Assign a switch port as an access port

switchport access vlan 10

Control the VLAN assignment for the device connecting
to this port, and associate that device with a single specific
VLAN of 10

show interfaces fa0/1
switchport

Verify the current configuration and operating status of a
switch port

switchport trunk
encapsulation dot1lq

Specify the trunking encapsulation to be used, if doing
trunking

switchport mode trunk

Specify that this port should be a trunk

switchport trunk native
vlan 3

Specify the native VLAN should be 3, if the port is acting as
a trunk port

switchport nonegotiate

Disable negotiation between the switch and the device
connected to the device related to trunking

spanning-tree bpduguard
enable

Protect the switch port against being connected on this port
to another device that is generating any type of BPDUs

spanning-tree guard root

Protect this switch port against believing the root bridge is
reachable via this port

switchport port-security

Protect the switch (on this port at least) against a MAC
address table flooding attack (CAM table overflow) and
prevent a DHCP starvation attack from being launched from
the device connected to this port
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This chapter covers the following subjects:
m  Understanding and configuring IPv6

m  Configuring IPv6 routing

m  Developing a security plan for IPv6




CHAPTER 9

Securing the Data Plane in IPv6

IPv6 is definitely in the future for those who will be working with IP. The prerequisite
for CCNA Security is the CCNA in Route/Switch. As a result, it is assumed that Security
candidates are familiar with IPv6. To make certain that you are, this chapter explains
how IPv6 works and how to configure it, and then you learn how to develop a security
plan for IPvé. If you already feel comfortable with IPv6, you can go directly to the
“Developing a Security Plan for IPv6” section, later in this chapter.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 9-1 details the major topics discussed in this
chapter and their corresponding quiz questions.

Table 9-1 “Do I Know This Already?” Section-to-Question Mapping

Foundation Topics Section Questions
Understanding and Configuring IPv6 1
Understanding and Configuring IPv6 Routing 2
Developing a Security Plan for IPv6 3-10

1. Which of the following are the valid first four characters of a globally routable IPv6
address? (Choose all that apply.)

a. 1234
b. 2345
c. 3456
d. 4567
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2. Which of the following are the valid first four characters of a link local address?

a. FES80
b. FF02
c. 2000
d. 3000

3. What is the default method for determining the interface ID for a link local address
on Ethernet?

a. EUI-64

b. MAC address with FFFE at the end

c. MAC address with FFFE at the beginning

d. Depends on the network address being connected to

4. How many groups of four hexadecimal characters does an IPv6 address contain?

a. 4
b. 8
c. 16
d. 32

5. Which of the following routing protocols have both an IPv4 and IPv6 version?
(Choose all that apply.)

a. Routing Information Protocol

b. Enhanced Interior Gateway Routing Protocol
c. Open Shortest Path First

d. Interior Gateway Routing Protocol

6. Which best practices apply to networks that run both IPv4 and IPv6? (Choose all
that apply.)

a. Physical security
b. Routing protocol authentication
c. Authorization of administrators

d. Weritten security policy
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7. Which of protocols, if abused, could impair an IPv6 network, but not IPv4?

(Choose all that apply.)
a. ARP
b. NDP

c. Broadcast addresses
d. Solicited node multicast addresses

8. If arogue IPv6 router is allowed on the network, which information could be incor-
rectly delivered to the clients on that network? (Choose all that apply.)

a. IPvé6 default gateway
b. IPv6 DNS server

c. IPvé6 network address
d. IPv6 ARP mappings

9. Why is tunneling any protocol (including IPv6) through another protocol a security
risk?

a. The innermost contents of the original packets may be hidden from normal
security filters.

b. The tunnels, if they extend beyond the network perimeter, may allow unde-
sired traffic through the tunnel.

c. Functionality might need to be sacrificed when going through a tunnel.

d. Quality of service, for the underlying protocol, might be compromised.
10. What is one method to protect against a rogue IPv6 router?

a. Port security

b. Static ARP entries

c. DHCPvé6

d. RA guard
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Foundation Topics

Understanding and Configuring IPv6

When compared to IPv4, both similarities and differences exist as to how IPv6 operates.
Certification requires that you to know the fundamentals of IPv6, and that is the focus
in this section, which first reviews IPv6 basics and then shows you how to configure it.

Why IPv6?

Two good reasons to move to IPv6 are as follows:

m [Pv6 has more address space available.

m  We are running out of public IPv4 addresses.

For more than a decade, the requirement to implement IPv6 has been threatened as
imminent. The lifetime of its predecessor (IPv4) was extended more than a decade
because of features such as Nerwork Address Translation (NAT), which enables you to
hide thousands of users with private IP addresses behind a single public IP address.

With IPv6, upper-layer applications still work like you are used to with IPv4. The big-
gest change is that we are doing a forklift upgrade to Layer 3 of the OSI model. Along
with this change, there are some modifications as to how IPv6 interacts with the rest of
the protocol stack and some modifications to its procedures for participating on the
network.

Table 9-2 describes a few of the notable differences and some similarities between IPv4
and IPvé.

Table 9-2 [Pv4 Versus IPv6

{ Key

i Topic |Pv4 IPv6
32-bit (4-byte) address supports 232 128-bit (16-byte) address supports 2128 (about
4,294,967,296 addresses. 3.4 x 1038) addresses (340 undecillion addresses

altogether, or roughly 42 octillion addresses per
person on the planet! Or 438 quintillion addresses
per square inch of land on Earth. (Or lots!)

You can use NAT to extend address ~ Does not support NAT by design (and has plenty

space limitations. of addresses for everyone).

Administrators must use Dynamic Hosts can use stateless address autoconfiguration
Host Configuration Protocol (DHCP) to assign an IP address to themselves, but can also
or static configuration to assign IP use DHCP features to learn more information, such

addresses to hosts. as about Domain Name System (DNS) servers.
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IPv4 IPv6

IPsec support is an optional add-on IPsec support is supposed to be “required.” This
concept to protect IP packets through really means that it is supported for IPv6 from
encryption, validating a peer, data the beginning, but IPv6 does not require it to be
integrity, and antireplay support. configured for IPv6 to work.

Multiple pieces in an IPv4 header. Simplified (but larger) IPv6 header, with options for

header extensions as needed.

Uses broadcasts for several functions, Does not use any broadcasts and does not use

including Address Resolution ARP. Instead, it uses multicast addresses and

Prorocol (ARP). Neighbor Discovery Protocol (NDP also called
ND). ND replaces ARP Devices can automatically
discover the IPv6 network address and many other
housekeeping features such as discovering any
routers on the network. ND uses IPv6’s version of
Internet Control Message Prorocol (ICMP) as the
workhorse behind most of its functions.

Both support common Layer 4 Both support common Layer 4 protocols such as
protocols such as TCP, UDP. TCP, UDP.

Both support common application Both support common application layer

layer protocols, such as HTTP, FTP, protocols, such as HTTP, FTP, and so on, that are
and so on, that are encapsulated in encapsulated in their respective Layer 4 protocols.
their respective Layer 4 protocols.

Both support common Layer 2 Both support common Layer 2 technologies, such
technologies such as Ethernet as Ethernet standards and WAN standards.

standards and WAN standards.

Both contain two parts in the IP Both contain two parts in the IP address: the
address: the network on the left side ~ Network on the left side of the address, and the
of the address, and the host part on host part on the right side of the address. In IPv6,
the right side of the address. the host part is also called the host ID.

Both use a network mask to identify =~ Both use a network mask to identify which part of
which part of the address is the the address is the network (on the left) indicated by
network (on the left) indicated by the the mask bits that are on” (or 1), and the rest of the
mask bits that are on” (or 1), and the  bits to the right represent the host part or host ID
rest of the bits to the right represent  or interface ID of the IPv6 address.

the host part of the IPv4 address.

The Format of an IPv6 Address

Understanding the basic format of an IPv6 address is important for certification and for the
actual implementation of IPv6. A few key details about IPv6 and its format are as follows:

m Length: [Pv6 addresses are 128 bits long.

m  Groupings: IPv6 addresses are segmented into eight groups of four hex characters.
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m Separation of groups: Each group is separated by a colon (:).

m Length of mask: Usually 50 percent (64 bits long) for network ID, which leaves 50
percent (also 64 bits) for interface ID (using a 64-bit mask).

m  Number of networks: The network part is allocated by Internet registries 2264

(1.8 x 1019)

This allows room for billions of networks.

Hexadecimal only takes one character to represent 4 bits and is used to represent IPv6
addresses (4 bits at a time). Table 9-3 shows the conversion between decimal, binary, and

hexadecimal.

Table 9-3 Conversion Charts Between Decimal, Binary and Hexadecimal

Decimal Binary

Hexadecimal

0000

0001

0010

0011

0100

0101

0110

0111

1000

O|lo|N|la|lun|lr|w|lnw|~|o

1001

—_
(=)

1010

—_
[N

1011

—_
[\

1100

—_
w

1101

—_
N

1110

—_
931

1111

0
1
2
3
4
5
6
7
8
9
A
B
C
D
E
F

We can represent an IPv6 the hard way or the easier way. The hard way is to type in
every hexadecimal character for the IP address. In Example 9-1, we put in a 128-bit IPv6
address, typed in as 32 hexadecimal characters, and a /64-bit mask.
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Example 9-1 An IPv6 Address Configured the Hard Way

Rl (config-if)# ipvé address 2001:0db8:0000:0000:1234:0000:0052:0001/64

! The output reflects how we could have used some shortcuts in representing
! the groups of zeros.

Rl (config-if)# do show ipvé interface brief

FastEthernet0/1 [up/up]
FE80::C800:41FF:FE32:6
2001:DB8::1234:0:52:1

Rl (config-if)#

Understanding the Shortcuts

Example 9-1 shows the address being configured and the abbreviated address from the
output of the show command. When inserting a group of four hexadecimal numbers,
you can limit your typing a bit. For example, if any leading characters in the group are
0, you can omit them (just as the 0 in front of DBS is in the second group from the left).
In addition, if there are one or more consecutive groups of all Os, you can input them
as a double colon (::). The system knows that there should be eight groups separated by
seven colons, and when it sees =, it just looks at how many other groups are configured
and assumes that the number of missing groups plus the existing groups that are config-
ured totals eight. In the example, the first two groups of consecutive Os are shortened
in the final output. This shortcut may be done only once for any given IPv6 address.
This example contains three groupings of 0s, and if you use the shortcut twice, the sys-
tem will not know whether there should be four Os after the DB8: and eight Os (or two
groups) after the 1234: or vice versa.

Did We Get an Extra Address?

Besides the IPv6 global address configured in Example 9-1, the system automatically
configured for itself a second IPv6 address known as a link local address that begins
with FE80. A link local address is an IPv6 address that you can use to communicate
with other IPv6 devices on the same local network (local broadcast domain). If an IPv6
device wants to communicate with a device that is remote, it needs to use its global and
routable IPv6 address for that (not the link local one). To reach remote devices, you also
need to have a route to that remote network or a default gateway to use to reach the
remote network.

The following section covers the other types of addresses that you will work with in
IPv6 networks.

{ Key
i Topic
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IPv6 Address Types

In IPv6, you must be familiar with several types of addresses. Some are created and used
automatically; others you must configure manually. These address types include the fol-
lowing:

Link local address: Link local addresses may be manually configured, but if they
are not, they are dynamically configured by the local host or router itself. These
always begin with the characters FE80. The last 64 bits are the host ID (also referred
to as the interface ID), and the device uses the modified EUI-64 format (by default)
to create that. The modified EUI-64 uses the MAC address (if on Ethernet; and if
not on Ethernet, it borrows the MAC address of another interface), and realizes it is
only 48 bits. To get to 64 bits for the host ID, it inserts four hexadecimal characters
of FFFE, (which is the 16 more bits we need) and injects those into the middle of
the existing MAC address to use as the 64-bit host ID. It also looks at the seventh
bit from the left (of the original MAC address) and inverts it. If it is a 0 in the MAC
address, it is a 1 in the host ID and vice versa. To see an example of this, look back
at Example 9-1, at the output of the show command there, focusing on the address
that begins with FE80.

Loopback address: In IPv4, this was the 127 range of IP addresses. In IPv6, the
address is ::1 (which is 127 0s followed by a 1).

All-nodes multicast address: In IPv6, multicasts begin with FFxx: (where the x
= some other hex number). 02 happens to designate a multicast address that is link
local in scope. There are other preset scopes, but you do not have to worry about
them here. The IPv6 multicast group that all IPv6 devices join is FF02::1. If any
device needs to send a packet/frame to all other local IPv6 devices, it can send the
packet to the multicast address of FF02::1, which translates to a specific multicast
Layer 2 address, and then all the devices that receive those frames continue to
de-encapsulate those frames. If a device receives a frame, and the receiving device
determines that the Layer 2 destination in the frame is not destined for itself and
not destined for any multicast groups that the local device has joined, it discards the
frame, instead of continuing to de-encapsulate it to find out what is inside (in the
upper layers).

All-routers multicast address: In addition to the group address of FF02::1 that

is joined by all devices configured for IPv6, routers that have had routing enabled
for IPv6 also join the group FF02::2. By doing so, any client looking for a router can
send a request to this group address and get a response if there is a router on the
local network. You might have noticed a pattern here: FF02 is just like 224.0.0.x in
IPv4 multicast. 224.0.0.1 = all devices. 224.0.0.2 = all routers.

Unicast and anycast addresses (configured automatically or manually):

A global IPv6 address, unlike a link local address, is routable and can be reached
through one or more routers that are running IP routing and that have a correct
routing table. Global IPv6 unicast addresses have the first four characters in the
range of 2000 to 3FFF, and may be manually configured, automatically discov-
ered by issuing a router solicitation request to a local router, or be learned via IPv6
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Dynamic Host Configuration Protocol (DHCP). An anycast address can be a route
or an IP address that appears more than one time in a network, and then it is up to
the network to decide the best way to reach that IP. Usually, two DNS servers, if
they both use the same anycast address, are functional to the users, so that regard-
less of which DNS server that packets are forwarded to, the client gets the DNS
response it needs.

Solicited-node multicast address for each of its unicast and anycast
addresses: When a device has global and link local addresses, it joins a multicast
group of FF02::1:FFxx:xxxx The x characters represent the last 24 bits of the host
ID being used for the addresses. If a device needs to learn the Layer 2 address of

a peer on the same network, it can send out a neighbor solicitation (request) to the
multicast group that the device that has that address should have joined. This is the
way IPv6 avoids using broadcasts.

Multicast addresses of all other groups to which the host belongs: If a router
has enabled IPv6 routing, it joins the FF02::2 group (all routers), as mentioned ear-
lier. If a router is running RIPng (the IPv6 flavor), it joins the multicast group for
RIPng, which is FF02::9, so that it will process updates sent to that group from
other RIP routers. Notice again some similarities. RIPv2 in IPv4 uses 224.0.0.9 as the
multicast address!

Example 9-2 shows the output for a router that has been enabled for IPv6 routing,
RIPng, and has an IPv6 global address.

Example 9-2 IPv6 Interface Information

MAC address, for reference, that is currently used on the Fa0/1

interface

R1# show interfaces fa0/1 | include bia

Hardware 1s 182543 , address is ca00.4132.0006 (bia ca00.4132.0006)

R1# show ipvé interface fa0/1

FastEthernet0/1 is up, line protocol is up

! Link local address, beginning with FE80::

! and using modified EUI-64 for the host ID

! Notice that CA from the MAC address is C8 in the host ID

! due to inverting the 7th bit for the modified EUI-64 formatting
IPv6 is enabled, link-local address is FE80::C800:41FF:FE32:6

! Global addresses have the first group range of 2000-3fff
Global unicast address(es):
2001:DB8::1234:0:52:1, subnet is 2001:DB8::/64

! Multicast begins with FFxx:

Joined group address (es) :

Leeseee,

{ Key
i Topic
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! Because we are enabled for IPvé on this interface
FF02::1

! Because we are enabled for IPvé6 routing
FF02::2

! Because we are enabled for RIPng
FF02::9

! Because our link local address ends in 32:0006
! This is a solicited node multicast group
FF02::1:FF32:6

! Because our global address ends in 52:0001
! This is a solicited node multicast group

FF02::1:FF52:1

<snip>

Configuring IPv6 Routing

To support multiple IPv6 networks and allow devices to communicate between those
networks, you need to tell the routers how to reach remote IPv6 networks. You can

do so through static routes, IPv6 routing protocols, and default routes. For the router
to route any customer’s IPv6 traffic, you need to enable unicast routing for IPv6 from
global configuration mode. If you fail to do this, the router can send and receive its own
packets, but it will not forward packets for others, even if it has the routes in its IPv6
routing table.

IPv6 can use the new and improved flavors of these dynamic routing protocols with their
versions that support IPv6:

m  RIP, called RIP next generation (RIPng)
m  OSPFv3
m  EIGRP for IPv6

One difference with the interior gateway routing protocols for IPv6 is that none of
them support network statements. To include interfaces of the routing process, you use
interface commands. For EIGRP, you also need to issue the no shutdown command in
EIGRP router configuration mode. Example 9-3 shows the enabling of unicast routing
and the configuring of IPv6 routing protocols.
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Example 9-3 Enabling IPv6 Routing and Routing Protocols

! Enables IPv6 routing of other devices packets

Rl (config)# ipvé unicast-routing

! Enabling all 3 IGPs on interface Fa0/1

! Note: that in a production network, we would only need 1 routing protocol
! on a given interface. If we did have multiple identical learned routes
! the Administrative Distance (same as in IPv4) would determine which

! routing protocols would be the "best" and be placed in the routing table.

Rl (config)# int fa 0/1

! Enabling RIPng on the interface

! Simply create a new "name" for the process. I called this one "MYRIP"
! Use the same name on all the interfaces on the local router where you
! want RIPng to be used on that same router.

Rl (config-if)# ipvé rip MYRIP enable

! Enabling OSPFv3 on the interface
! Syntax is the keywords ipvé ospf, followed by the process ID, then the
! area information

Rl (config-if)# ipvé ospf 1 area 0

! Enabling IPv6 EIGRP on the interface
Rl (config-if)# ipvé eigrp 1
Rl (config-if)# exit

! Bringing the EIGRP routing process out of its default shutdown state
! This is not needed for RIPng or OSPFv3

Rl (config)# ipvé router eigrp 1

Rl (config-rtr)# no shutdown

! Verify which routing protocols are running
R1# show ipvé protocol
IPv6 Routing Protocol is "connected"
IPv6 Routing Protocol is "rip MYRIP"
Interfaces:
FastEthernet0/1
Redistribution:
None
IPv6 Routing Protocol is "ospf 1"
Interfaces (Area 0):
FastEthernet0/1
Redistribution:

None

esses,
o .
o

Key
Topic

3

K
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IPv6 Routing Protocol is '"eigrp 1"

EIGRP metric weight Kl1=1, K2=0, K3=1, K4=0, K5=0
EIGRP maximum hopcount 100
EIGRP maximum metric variance 1
Interfaces:
FastEthernet0/1
Redistribution:
None
Maximum path: 16

Distance: internal 90 external 170

The command show ipv6 route outputs the IPv6 routes the router knows how to reach,
including the ones learned through dynamic routing protocols.

Moving to IPv6

Moving to IPv6 will be more of a transition or migration, than a one-time event. As such,
there are mechanisms in place to support co-existence between IPv4 and IPv6 including
the ability for a router or network device to run both protocol stacks at the same time,
and the ability to perform tunneling. A tunneling example would be when there are two
isolated portions of the network that want to run IPv6, and between them, there is a

big patch of IPv4 only. Tunneling would take the IPv6 packets, and re-encapsulate them
into IPv4 for transport across the IPv4 portion of the network. At the other end of the
tunnel, the router would de-encapsulate the IPv6 from the IPv4 shell, and then continue
forwarding the IPv6 packet on toward its final destination.

Developing a Security Plan for IPv6

Most security risks associated with the older IPv4 are the same security risks associated
with the newer IPv6. Now what does that mean to you? It means that you need to make
sure that you have considered and implemented security controls to address both proto-
col stacks. This section discusses many security threats common to both IPv4 and IPv6
(and some specific to IPv6) and how to address them.

Best Practices Common to Both IPv4 and IPv6

For both protocol stacks, here are some recommended best practices, which is a great
place to start your network configuration:

m Physical security: Keep the room where the router is housed free (safe) from
electrostatic and magnetic interference. It should also be temperature and humid-
ity controlled. There should be controlled and logged access to that physical room.
Redundant systems for electricity that feed into the routers are part of this, as well.
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Device hardening: Disable services that are not in use and features and interfaces
that are not in use. You learned about this concept in an earlier chapter with regard
to Cisco Configuration Professional (CCP).

Control access between zones: Enforce a security policy that clearly identifies
which packets are allowed between networks (using either simple access list controls
or more advanced controls such as stateful inspection that leverages firewall features
on a router or a dedicated firewall appliance, all of which are covered extensively in
other chapters in this book).

Routing protocol security: Use authentication with routing protocols to help stop
rogue devices from abusing the information being used in routing updates by your
routers.

Authentication, authorization, and accounting (AAA): Require AAA so that you
know exactly who is accessing your systems, when they are accessing your systems,
and what they are doing. You learned about AAA in earlier chapters. Network Time
Protocol (NTP) is a critical part to ensure that time stamps reflect reality. Check

log files periodically. All management protocols should be used with cryptographic
services. Secure Shell (SSH) and Hypertext Transfer Protocol Secure (HTTPS)
include these features. Place Telnet and HTTP inside of an encrypted virtual pri-
vate network (VPN) tunnel to meet this requirement.

Mitigating DoS attacks: Denial of service refers to willful attempts to disrupt
legitimate users from getting access to the resources they intend to. Although no
complete solution exists, administrators can do specific things to protect the net-
work from a DoS attack and to lessen its effects and prevent a would-be attacker
from using a system as a source of an attack directed at other systems. These miti-
gation techniques include filtering based on bogus source IP addresses trying to
come into the networks and vice versa. Unicast reverse path verification is one way
to assist with this, as are access lists. Unicast reverse path verification looks at the
source IP address as it comes into an interface, and then looks at the routing table.
If the source address seen would not be reachable out of the same interface it is
coming in on, the packet is considered bad and is dropped. Another technique to
mitigate well-known DoS attacks is some type of TCP Intercept, which can mitigate
SYN-flood attacks.

Have and update a security policy: A security policy should be referenced and
possibly updated whenever major changes occur to the administrative practices, pro-
cedures, or staff. If new technologies are implemented, such as a new VPN or a new
application that is using unique protocols or different protocols than your current
security policy allows, this is another reason to revisit the security policy. Another
time a security policy might need to be updated is after a significant attack or com-
promise to the network has been discovered.
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Threats Common to Both IPv4 and IPv6

The following threats and ways to mitigate them apply to both IPv4 and IPv6:

Application layer attacks: An attacker is using a network service in an unexpected
or malicious way. To protect against this, you can place filters to allow only the
required protocols through the network. This will prevent services that aren’t sup-
posed to be available from being accessed through the network. You can also can
use application inspection, done through the ASA or the 10S zone-based firewall,
or IPS functionality to identify and filter protocols that are not being used in their
intended way. Being current on system and application patches will also help miti-
gate an application layer attack.

Unauthorized access: Individuals not authorized for access are gaining access to
network resources. To protect against this, use AAA services to challenge the user
for credentials, and then authorize that user for only the access they need. This can
be done for users forwarding traffic through the network and for administrators
who want to connect directly for network management. Accounting records can
create a detailed record of the network activity that has taken place.

Man-in-the-middle attacks: Someone or something is between the two devices
who believe they are communicating directly with each other. The “man in the mid-
dle” may be eavesdropping or actively changing the data that is being sent between
the two parties. You can prevent this by implementing Layer 2 Dynamic ARP
Inspection (DAI) and STP guards to protect spanning tree. You can implement it at
Layer 3 by using routing protocol authentication. Authentication of peers in a VPN
is also a method of preventing this type of attack.

Sniffing or eavesdropping: An attacker is listening in on the network traffic of
others. This could be done in a switched environment, where the attacker has imple-
mented a CAM table overflow, causing the switch to forward all frames to all other
ports in the same VLAN. To protect against this, you can use switch port security
on the switches to limit the MAC addresses that could be injected on any single
port. In general, if traffic is encrypted as it is transported across the network, either
natively or by a VPN, that is a good countermeasure against eavesdropping.

Denial-of-service (DoS) attacks: Making services that should be available
unavailable to the users who should normally have the access/service. Performing
packet inspection and rate limiting of suspicious traffic, physical security, firewall
inspection, and IPS can all be used to help mitigate a DoS attack.

Spoofed packets: Forged addressing or packet content. Filtering traffic that is
attempting to enter the network is one of the best first steps to mitigating this type
of traffic. Denying inbound traffic that is claiming to originate from inside the net-
work will stop this traffic at the edge of the network. Reverse path checks can also
help mitigate this type of traffic.
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m Attacks against routers and other network devices: Turning off unneeded ser-
vices and hardening the routers, similar to what the CCP security audit can do, will
help the router be less susceptible to attacks against the router itself. Implement the
techniques you learned in the NFP chapter to protect the control, management, and
data planes.

The Focus on IPv6 Security

With IPv6, you do have a few advantages related to security. If an attacker issues a ping
sweep of your network, he will not likely find all the devices via a traditional ping sweep
to every possible address, and so reconnaissance will be tougher for the attacker using
that method (because there are potentially millions of addresses on each subnet [264
possibilities, or about 18 quintillion]). Be aware, however, that this is a double-edged
sword, because each device on an IPv6 network joins the multicast group of FF02:1. So,
if the attacker has local access to that network, he could ping that local multicast group
and get a response that lets him know about each device on the network. FF02::1 is local
in scope, so the attacker cannot use this technique remotely; he would have to be on the
local network.

The scanners and worms that used to operate in IPv4 will still very likely be able to oper-
ate in IPv6, but they will just use a different mechanism to do it. Customers unaware that
IPv6 is even running on their workstations represent another security risk. They could be
using IPv4 primarily but still have an active IPv6 protocol stack running. An attacker may
leverage a newfound vulnerability in some aspect of IPv6 and then use that vulnerability
gain access to the victim’s computer. Disabling an unused protocol stack (in this case, the
unused IPv6 stack) would appropriately mitigate this risk.

New Potential Risks with IPv6

Any new feature or way of operating could be open to a new form of attack. Here is a
list of features that are implemented differently or have slightly different methods than
IPv4, and as a result, any manipulation of how the feature works could result in a com-
promise of the network:

......
o

m  Network Discovery Protocol: Clients discover routers using NDP, and if a rogue :
router is present, it could pretend to be a legitimate router and send incorrect infor- { Key
mation to the clients about the network, the default gateway, and other parameters.
This could also lead to a man-in-the-middle attack, where the rogue router now has
the opportunity to see all packets from the hosts that are being sent to remote net-
works.

m  DHCPvV6: A rogue router that has fooled a client about being a router could also
manipulate the client into using incorrect DHCP-learned information. This could
cause a man-in-the-middle attack because the host could be using the address of the
rogue router as the default gateway.
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m  Hop-by-hop extension headers: With IPv4, there were IP options that could be
included in IP headers. Malicious use of these headers could cause excessive CPU
utilization on the routers that receive or forward these packets, in addition to dictat-
ing the path the packet should take through the network. There are no IP options in
IPv6; instead, there are IPv6 extensions, which can also be misused. One of the IPv6
extension headers is the Routing Header, type 0 (also referred to as RHO). RHO can
be used to identify a list of one or more intermediate nodes to be included on the
path toward the final destination. This can enable an attacker to dictate the path a
packet can take through the network. By default, Cisco 10S disables the processing
of RH type 0 headers on most of its current versions of I0S.

m Packet amplification attacks: Using multicast addresses rather than IPv4 broad-
cast addresses could allow an attacker to trick an entire network into responding to
arequest. An example is to send a neighbor solicitation request (which is part of the
NDP) to the all-hosts multicast address of FF02::1, which would cause all devices
to respond. Another example is if a packet is sent with the header extensions set
so that a packet is just looped around the network until the Time-To-Live (TTL)
mechanism expires, and perhaps injecting thousands of these to consume bandwidth
and resources on the network devices forwarding them.

m ICMPv6: This protocol is used extensively by IPv6 as its NDP. Much potential
harm may result from manipulation of this protocol by an attacker.

m  Tunneling options: Tunneling IPv6 through IPv4 parts of a network may mean that
the details inside the IPv6 packet might not be inspected or filtered by the IPv4
network. Filtering needs to be done at the edges of the tunnel to ensure that only
authorized IPv6 packets are successfully sent end to end.

m Autoconfiguration: Because an IPv6 host can automatically configure an IP address
for itself, any trickery by a rogue router could also cause the host’s autoconfigura-
tion to be done incorrectly, which could cause a failure on the network or a man-in-
the-middle attack as the client tries to route all traffic through the rogue router.

m Dual stacks: If a device is running both IPv4 and IPv6 at the same time, but is
aware of only one (or is primarily only using one), the other protocol stack if not
secured is a potential way that an attacker could remotely access the device. Once
access is obtained this way, the attacker could then change one or both IP settings
or other configuration options based on what the attacker wants to do next.

m Bugs in code: Any newer software has the potential to have bugs, including the
software that is supporting the IPv6 features in the network or end-station devices.

IPv6 Best Practices

Implementing security measures at the beginning of a deployment improves the initial
security posture instead of waiting until after an attack has occurred. IPv6 best practices
include the following:

m  Filter bogus addresses: Drop, at the end of your network, any addresses that
should never be valid source or destination addresses. These are also referred to as
bogon addresses.
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Filter non-local multicast addresses: If you are not running multicast applica-
tions, you should never need multicast to be forwarded beyond a specific VLAN.
Local multicast is often used by IPv6 (for example, in routing updates and neighbor
discovery).

Filter ICMPV6 traffic that is not needed on your specific networks: Normal
NDP uses ICMPv6 as its core protocol. A path’s maximum transmission unit
(MTU) is also determined by using ICMP. Outside of its normal functionality, you
want to filter the unused parts of ICMP so that an attacker cannot use it against
your network.

Drop routing header type 0 packets: Routing header 0, also known as RH0, may
contain many intermediate next hops, and if followed an attacker could control the
path of a packet through a network. The attacker could also use this to create an
amplification attack that could loop until the TTL expires on the packet. Cisco rout-
ers, by default, drop packets with this type of header.

Use manual tunnels rather than automatic tunnels: If tunneling, do not use
automatic tunnel mechanisms such as automatic 6to4, because you cannot control
all of them. (They are dynamic.) With the manual tunnels, avoid allowing the tunnels
to go through the perimeter of your network, as you will not have tight controls on
the contents of the tunneled packets.

Protect against rogue IPv6 devices: Secure Neighbor Discovery (SEND) and
router advertisement guard (RA guard) can help in mitigating rogue routers.
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics from this chapter, denoted with a Key Topic icon.
Table 9-4 lists these key topics.

Table 9-4 Key Topics

¥§F¥IC Key Topic Element Description Page Number
. Table 9-2 IPv4 versus IPv6 202
Example 9-1 An IPv6 address configured the hard way 205
List Address types with IPv6 206
Example 9-2 IPv6 interface information 207
Example 9-3 Enabling IPv6 routing and routing protocols 209
List Best practices common to both IPv4 and IPv6 210
List Threats common to both IPv4 and IPv6 212
Text New potential risks with IPv6 213
Text IPv6 best practices 214

Complete the Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can
check your work.
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Define Key Terms
Define the following key terms from this chapter, and check your answers in the glossary:

amplification attack, RS, RA, NS, NA, eavesdropping, man-in-the-middle attack,
spoofing, EUI-64

Command Reference to Check Your Memory

This section includes the most important configuration and EXEC commands covered
in this chapter. To see how well you have memorized the commands as a side effect
of your other studies, cover the left side of Table 9-5 with a piece of paper, read the
descriptions on the right side, and see whether you remember the commands.

Table 9-5 Command Reference

Command Description

ipv6 address Apply an IPv6 address to an interface

ipv6 unicast-routing Enable the router to forward IPv6 packets on behalf of other
devices

ipv6 ospf 1 area O Enable the interface for OSPF process 1, in area 0
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Describe common security threats
Implement security on Cisco routers
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packets

Describe considerations when building ACLs

Implement IP ACLs to mitigate threats in a network
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Implement zone-based policy firewall using CCP
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m  Designing threat mitigation and containment

m  Securing networks via hardware/software/services




CHAPTER 10

Planning a Threat Control Strategy

It is no secret that security is one of the top priorities for most commercial and govern-
ment networks today. Over the past couple of decades, the methods, speed, and techni-
cal skills have improved for those individuals who maliciously are trying to gain access
to data that is not authorized for them, to disrupt services for authorized users, or in
general to cause harm.

Today, the security design is a mission-critical aspect of the network. This chapter covers
design considerations with focus on threat mitigation and containment. The chapter then
reviews the software, hardware, and services that corporations have at their disposal to
design and implement a secure network.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 10-1 details the major topics discussed in
this chapter and their corresponding quiz questions.

Table 10-1 “Do I Know This Already?” Section-ro-Question Mapping

Foundation Topics Section Questions
Designing Threat Mitigation and Containment 1-5
Securing Networks via Hardware/Software/Services 6-10

1. Which of the following are defense-in-depth approaches? (Choose all that apply.)
a. Performing filtering at the router and the firewall

b. Requiring authentication for the administrator to connect to the router, and
providing authentication before allowing privileged mode access

c. Implementing multiple security features on the firewall only, because of the
dedicated appliance having the CPU and resources to implement all of them

d. Using an IPS on the network, and using an agent on each of the servers to look
for malicious traffic
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2.

Which is true about a security policy? (Choose all that apply.)

a. Senior management is responsible for creating it.

b. Administrators are responsible for implementing it.

c. Users are responsible for abiding by it.

d. Routers, firewalls, and switches may all be used to enforce it.

Why is application layer visibility an important security feature? (Choose all that
apply.)
a. So that licensing can be done for those applications

b. To identify any abuse of application layer protocols

c. Because knowing what applications are in use can assist with bandwidth man-
agement

d. To identify an attempt to embed unauthorized content in an authorized protocol

Which one of the following poses the single greatest risk to an otherwise secured
network?

a. Unauthorized device connected to a switch port
b. Rogue DHCP server

c. User clicking a suspicious link and confirming OK
d. MAC address spoofing

What is the term for tricking a user into revealing sensitive or confidential informa-
tion, including information about user credentials?

a. Eavesdropping

b. Cross-site scripting
c. Denial of service
d. Social engineering

What tool enables you to centrally manage various models of security appliances
and devices?

a. Cisco Security Monitoring, Analysis, and Response System (MARS)
b. Cisco Security Manager (CSM)
c. Cisco Configuration Professional (CCP)

d. Adaptive Security Device Manager (ASDM)
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7. Which device can analyze network traffic in real time, generate alerts, and even pre-
vent the first malicious packet from entering the network?

10.

a.
b.
c.

d.

IPS
CSM
IDS
CCP

Which device uses class maps, policy maps, and service policies to implement poli-
cies and perform application layer inspection? (Choose all that apply.)

a.
b.
c.

d.

10S Zone-Based Firewall

10S context-based access control (CBAC)
ASA

CSM

Which device can provide VPN termination for both remote-access (IPsec and SSL)
and site-to-site (IPsec) VPNs?

a.
b.
c.

d.

10S router
IPS

ASA

ACS

What Cisco service investigates threats and publishes their findings for the benefit
of security administrators?

a
b.

C.

2

SIO
10S
OSI
ISO
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Foundation Topics

Designing Threat Mitigation and Containment

You have already read about the various threats that exist in the world today and myriad
vulnerabilities within many of the systems inside networks. This section covers some of
the guiding principles that, when followed and implemented, can mitigate the threats
that networks face today.

The Opportunity for the Attacker Is Real

There are so many opportunities for an attack against a network. Data that is going over
the network, if it is not encrypted, is subject to eavesdropping. An attacker who wants
to do reconnaissance can do so in many different ways. It could happen at Layer 2 by
spoofing the Layer 2 addresses between a device and what that device believes is a
Layer 2 address of the default gateway. It could happen if the attacker merges a rogue
router into a network and, by manipulating routing protocols, causes traffic to be routed
through it. It could happen from a service provider who has full access to the traffic
being sent over the service provider’s backbone between two areas, or as the data travels
from a remote user to the central office. And that is just scratching the surface as far as
reconnaissance goes.

Many Potential Risks

Beyond access to raw packets, there are so many ways to access networks today (along
with the data they carry), and so many service protocols running (many of which are
running unbeknownst to the owner of the computer or server), that software used for
reconnaissance, access, or manipulation of the current system is a whole other world

of opportunity for an attacker. (We can use the keyword arracker to represent any
unauthorized individual or system that may be intentionally or unintentionally gaining
access to data, manipulating data or systems, or causing harm to the network.) Most of
the significant attacks today are financially driven. The leaking of data or loss of data or
systems can have a catastrophic financial impact on companies whose networks are com-
promised.

The Biggest Risk of All

Even after all you can do related to security of the systems and software that make up
your network, a huge security vulnerability still exists: end users (ourselves included,

as administrators). Users have been provided with credentials to access the network
resources, and if an attacker can obtain those credentials, the security of the network is
compromised. Social engineering is designed to get information (usually through trick-
ery) from the user that the attacker can then use. Tricking the user by showing a login
menu (which is not a real login menu), having the user click a link, or having the user
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install a program that implements a vulnerability or back door are common occurrences.
Therefore, user training and signed user agreements are critical. User awareness about
security risks and their willingness and ability to comply with company policy are some
of the toughest challenges in security today.

Where Do We Go from Here?

If you are designing a network from scratch, you might have the rare opportunity to
provide input about the technical controls that can be used to implement the initial secu-
rity policy. Most of the time, the networks we work with have been in place a long time
before we arrived, and the security policy has been implemented and usually will have
morphed over time (a normal thing) to support the applications and services that were
initially on the network or that have been added to the network. Whether you are on a
new network or an existing network, be aware every network should have the key com-
ponents described in Table 10-2.

Table 10-2 Threar Control and Mitigation Strategy Components

{ Key

Feature Description i Topic
Formal process for Senior management, ultimately, is responsible for policy. The job

policy creation, of the network administrator is to implement and enforce through
implementation, and technical and logical controls the policy that has been mandated.

review When there are changes to be made, a formal procedure,

including change control and a written signoff by the person
authorized for that change, should be in place. The documented
history of change control should be kept. Auditing records
detailing which administrators have accessed which systems, along
with any changes that were made, should be kept and stored.

This can be automated through services such as authentication,
authorization, and accounting (AAA).

Miitigation policies and A policy should be in place specifying the course of action in

techniques response to an attack or threat. Ideally, an automated system
could retaliate against the attacker’s packets or activities to stop
the attack and quarantine the area if possible. Reporting features
should be such that the highest-ranking threats can be easily seen
and addressed by both systems and administrators. An example
of an automated response to an attacker may be a system that
dynamically sends out blocking requests to perimeter routers that
deny future packets from the attacker, or perhaps sending a TCP
reset to the attacker and the proposed victim. A feature such as
this could be implemented on an intrusion prevention system
(IPS).
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Feature

Description

End-user education and
awareness

Because of smart phones, virtual private networks (VPN), and
almost instant access everywhere, data is available at lots of
different places. Having an end-user policy, educating the end
users, and periodically reviewing and verifying that the end users
are aware of their role in protecting the data is a critical piece in
mitigating threats. An ounce of prevention here is worth a pound
of forensics later if a compromise has occurred.

Defense in depth

Defense in depth refers to a layered security approach, where
multiple devices may have overlapping security responsibilities.
This is desired so that a single failure of a given system does not
represent a significant vulnerability of the entire network.

Centralized monitoring
and analysis

Ideally, with multiple devices providing security, you would have
centralized monitoring where all the information can be easily
sorted and viewed. This information coming in from all these
devices should be correlated (which should be an automated
process), for an enterprise-wide view of what is really happening.
After seeing that an attack is taking place, a centralized tool may
have the ability to recommend or even implement an appropriate
countermeasure against the attack. (An example is to re-write

an access control list [ACL] and apply it on a router that is

in the path of the attacker.) External information from global
correlation systems could also be used to harden the network
against a global threat that may be headed in the direction of the
current network.

Application layer
visibility

Well-known protocols, in the hands of an attacker, could be
manipulated to cause harm to your network in the form of an
attack. Application layer visibility is critical to verify whether
protocol abuse is occurring (such as malformed requests,
tunneling, and so on) so that the network can respond if needed
and prevent the malicious traffic or application from proceeding
further.

Incident response

The policy should state what will happen and how it will happen
as incidents occur on a network. Having a formal policy for this
removes the ambiguity of how incidents are reported and the
follow-up process documented after the event. The response may
be administrative (manual) and automated.

Securing a Network via Hardware/Software/Services

Now that you understand why we need network security (from discussions here and

in earlier chapters), and now that you have been introduced to how to achieve network
security (via a security policy), it is time to start looking more at the where of network
security (that is, within specific pieces of the network infrastructure). This section covers
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some of the security-related functionality provided by routers, switches, firewalls, and
other specialized appliances and services.

Nearly every network device Cisco makes fits into the category of something (hardware/
software) you could use to implement a secure network. Many of these things are dis-
cussed in other chapters (in greater detail, including configuration) in this book. In this
section, we take a high-level look only.

Switches

Let’s start with Layer 2 and work our way up from there. Table 10-3 describes secu-
rity features available on a Cisco switch. Note that features available on a given switch
depend on the model of that switch, the firmware it is using, and the IOS version and
which feature set is running.

Table 10-3 Security Features on Cisco Switches

Feature

{ Key

Port security

Description { Topic

Limits the number of MAC addresses that a port can learn. This
protects against a CAM content-addressable memory (CAM) (also
known as the MAC table) overflow. An attacker may attempt to flood
bogus source MAC addresses in an attempt to consume all the memory
in the table, which would cause the switch to forward unicast frames
out all ports in the same VLAN. By launching this attack, the attacker is
hoping to see all frames on the VLAN and perform an eavesdropping
reconnaissance against the network.

DHCP snooping

An attacker who attempts to place a rogue DHCP server on the
network could potentially hand out incorrect Dynamic Host
Configuration Protocol (DHCP) information, including the default
gateway for the clients to use, which could cause a man-in-the-middle
attack and allow eavesdropping by the attacker. DHCP snooping only
allows server responses from specifically trusted ports that lead to your
authorized DHCP servers. This also protects the DHCP server by rate-
limiting how many TCP requests can be sent per interval. This is useful
if somewhere an attacker is requesting thousands of IP addresses in an
attempt to consume the entire pool on the DHCP server.

Dynamic Address
Resolution
Protocol (ARP)
inspection

Using the information from DHCP snooping or from manually
configuring it, a switch can confirm that your traffic includes accurate
MAC address information in ARP communications, to protect against
an attacker trying to perform Layer 2 spoofing.

IP source guard

This can be used to verify the client on a given port is not doing Layer
3 spoofing (IP address spoofing).

Root guard, BPDU
guard, BPDU
filtering

These features enable you to control your spanning-tree topology,
including resisting a rogue switch’s attempt to become root of the
spanning tree.
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Feature Description

Storm control This feature allows the switch to begin clamping on traffic at
configurable levels. For example, broadcast storm control could tell
the switch to stop forwarding broadcast traffic (or limit it) if broadcasts
ever reach more than 50 percent utilization (for example) of the switch

capacity.
Additional Modules are supported on various networking devices, which add
modules functionality to that device. Examples include IPS modules, VPN

modules, firewall modules, anti-malware modules, and so on. You can
expand security services on many network devices, such as routers,
switches, and even add on to the functionality of firewalls.

Note that on many multilayer switches, Layer 3 and higher services for security may also
be present, such as routing protocol authentication, packet filtering, and so on.

Routers

Routers can add additional security features above and beyond the routing and forward-
ing they perform on the network. Table 10-4 describes router security features. As with
switches, the exact security features available on any router depend on both the hard-
ware and software being used.

Table 10-4 Securiry Features of I0S Routers

{ Key
i Topic Feature Description

Reflexive access lists This is mostly for historical purposes, but this was one of the
early attempts on Cisco IOS to perform stateful filtering. We
discuss stateful filtering in detail in the firewall chapters, but
the concept is to not allow any traffic in from the outside
world (if it is initiated from the outside). If a user on the inside
of your network sends traffic out to a server on the outside
network, the reflexive access lists looks at that flow of traffic,
creates an access control entry (ACE), which is the mirror image
(swapping the source and destination IP addresses and ports), and
dynamically applies that so that the return traffic from the server
is allowed. Reflexive access lists are not used much anymore.

Context-based access This was the evolution of the IOS router to now support stateful

control (CBAC) filtering, without creating reflexive access lists. This used to be
called the IOS Firewall, because CBAC was the primary feature
of the IOS Firewall feature set.
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Feature

Description

Zoned-Based Firewall

This replaced CBAC, and is the current recommended way to
implement stateful filtering on IOS routers. An entire chapter in
this book covers this topic. Zone-Based Firewalls use class maps
to identify traffic, policy maps to specify actions to take on that
traffic, and a service policy set of commands to put the policy in
place.

Among other things, a Zone-Based Firewall can do application
layer inspection and URL filtering and has other security-related
features.

Packet-filtering ACLs

Using standard and extended ACLs, you can implement your
policy of what traffic is allowed or denied through the interfaces
of the router.

AAA stands for authentication, authorization, and accounting.
The IOS router has extensive support for each of these features
and to work with external servers relevant to these features if
desired.

VPNs

IOS supports remote-access VPNs using Secure Sockets
Layer (SSL) or IPsec. It also supports VPN in a site-to-site
configuration when using IPsec. (SSL is not generally used for
site-to-site VPNSs.)

IPS

The IOS router can implement an intrusion prevention system
(IPS) in software or by using a hardware module in an available
option slot. With an IPS function on the router, you can leverage
the added security that the routing function currently provides.

Routing protocol
authentication

This provides security that prevents an unauthorized router
from being trusted or believed as it sends routing updates with
an attempt to influence or learn the routing information from
another router.

Control plane protection
and control plane
policing

This enables you to set thresholds and limits for traffic that is
directed to the router. In an attempt to overwhelm the router, an
attacker might send thousands of packets directly to the router,
which by default would have to be processed by the router itself
(as opposed to forwarding the packet somewhere else as in the
case of the transit packet). The protection and policing set limits
on these packets so that CPU can be preserved.

Secure management
protocols

Secure Shell (SSH) and SSL are supported for managing the
router.
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ASA Firewall

Some network devices were built for special-purpose functions (for example, the firewall
appliance called the Adaprive Security Appliance [ASA]). Table 10-5 describes several
of the ASA’s security features. The exact features available on the ASA depend on both
the hardware and software being used.

Table 10-5 Securiry Features of ASA Firewalls

i Topic Feature

Description

Stateful filtering

This allows the ASA to remember the state of a connection (for
example, a client going out to a web server) and dynamically
allow the return traffic back to the client. The firewall can be
implemented as a Layer 2 or Layer 3 device and in either case can
analyze traffic all the way up to the application layer.

Modular policy Used by the ASA (via class maps, policy maps, and service policy

framework (MPF) rules) to perform simple protocol and application layer inspection
and policy enforcement.

URL filtering W orking with statically configured URLs or with a third-party

system, the ASA can control which URLs are allowed to be
accessed by users through this firewall.

Packet-filtering ACLs

Using standard and extended ACLs, you can implement your
policy of what traffic is allowed or denied through the interfaces
of the router.

AAA stands for authentication, authorization, and accounting.
The ASA has extensive support for each of these features and can
work with external servers related to these features (such as an
Access Control Server [ACS] server).

VPNs

ASA supports remote-access VPNs using SSL or IPsec. It also
supports VPN in a site-to-site configuration when using IPsec.
(SSL is not generally used for site-to-site VPNs.)

IPS

The ASA can implement an IPS by adding a hardware module to
an available option slot on the ASA.

Routing protocol
authentication

This provides security that prevents a rogue router from being
trusted or believed as it sends routing updates with an attempt to
influence or learn the routing information from another router.

Secure management
protocols

SSH and SSL are supported for managing the ASA.
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Other Systems and Services

Table 10-6 describes other appliances or services that are likely to be used as part of an
overall security implementation.

Table 10-6 Orher Appliances and Services Used to Implement a Securiry Policy

i Key

Device or System

Explanation 3, Topic

IPS

An IPS analyzes network traffic, can report on traffic that it
deems malicious or harmful, and can take countermeasures
against the offending traffic. This can be implemented as
an appliance, as a blade in a 6500 switch, or as a module in
an ASA or IOS router. The primary method for identifying
problem traffic is through signature matching.

Cisco Security Manager
(CSM)

This is an enterprise-level configuration tool that you can use
to manage most security devices.

Cisco Security Intelligence
Operations (SIO) Service

The SIO researches and analyzes threats and provides real-
time updates and best practices related to these threats. They
can dynamically deliver the latest breaking news right when it
happens. There is also an application for smart phones. You
can learn more at http://www.cisco.com/go/sio.
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Exam Preparation Tasks

Review All the Key Topics

Review the most important topics from this chapter, denoted with a Key Topic icon.
Table 10-7 lists these key topics.

& Table 10-7 Key Topics
i Key
i Topic  Key Topic Element  Description Page Number
Table 10-2 Threat control and mitigation strategy 225
components
Table 10-3 Security features on Cisco switches 227
Table 10-4 Security features of 10S routers 228
Table 10-5 Security features of ASA firewalls 230
Table 10-6 Other appliances and services used to 231

implement security policy

Complete the Tables and Lists from Memory

Print a copy of Appendix C, “Memory Tables,” (found on the CD) or at least the section
for this chapter, and complete the tables and lists from memory. Appendix D, “Memory
Tables Answer Key,” also on the CD, includes completed tables and lists so that you can
check your work.

Define Key Terms

Define the following key terms from this chapter, and check your answers in the glossary:

Cisco SIO, ASA, stateful filtering
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This chapter covers the following subjects:

m  Access control list fundamentals and benefits
m  Implementing IPv4 ACLS as packet filters

m  Implementing IPv6 ACLs as packet filters




CHAPTER 11

Using Access Control
Lists for Threat Mitigation

You can use an access control list (ACL) in many different ways, including identifying
traffic in a class map for a Zone-Based Firewall on the IOS router or in a class map on an
Adaptive Security Appliance (ASA) firewall. You can also use an ACL to identify traf-
fic that should be sent over a virtual private network (VPN), given priority treatment,
or have Network Address Translation (NAT) performed. Many features rely on the
ability of an ACL to identify (classify) traffic. ACLs can also be used to apply filtering.
Access lists applied for the purpose of packet filtering require a straight yes or no deci-
sion about each packet based on a list of rules that are processed from top to bottom.
At the interface of the router (or firewall, for that matter), a packet is compared against
the list (that you created and applied), and as soon as a match occurs, the packet is then
permitted or denied (based on the instructions in the list), and then the router processes
the next packet.

“Do | Know This Already?” Quiz

The “Do I Know This Already?” quiz helps you determine your level of knowledge of
this chapter’s topics before you begin. Table 11-1 details the major topics discussed in
this chapter and their corresponding quiz questions.

Table 11-1  “Do I Know This Already?” Section-ro-Question Mapping

Foundation Topics Section Questions
Access Control List Fundamentals and Benefits 1-4
Implementing IPv4 ACLs as Packet Filters 5-8
Implementing IPv6 ACLs as Packet Filters 9-10

1. Which of the following are advantages of an extended access list over a standard
access list when used for packet filtering?

a. It can filter based on source address.
b. It can filter based on destination address.
It can filter based on application layer information.

d. Logging can be performed.
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2.

What method is used to indicate that a portion of an IP address in the source packet
does not need to be compared to an access list entry?

a. Subnet mask

b. Mask

c. Wildcard mask

d. Full IP address required

What technique enables you to match on a range of subnets using a single access list
entry, without using object groups?

a. Wildcard mask, so that matches are done only for the summary of those net-
works

b. Reflexive ACLs

c. Time-based ACLs

d. Extended named ACLs

What happens when an access list has 100 lines and a match occurs on line 14?
a. Lines 15 through 100 are parsed as a group object.

b. The ACL acts on the packet, and no further list processing is done for that
packet.

c. The ACL is processed all the way through line 100, to see whether there is a
more strict policy that should be applied.

d. There cannot be a line 14 because the only lines permitted start with 10 and
increment by 10.

Which of the following are valid options for creating and applying ACLs in CCP?
(Choose all that apply.)

a. Use the ACL Editor.

b. Go to Interface Configuration.

c. Use the ACL Wizard from the Tools menu.

d. ACLs may be created in CCP, but they have to be applied using the CLI.
What is the benefit of a network object group as it relates to access lists?

a. A single object group, that contains many hosts, can simplify the implementa-
tion of an ACL.

b. Object groups refer only to services such as TCP or UDP ports.
c. Object groups can be used as an alternative to ACLs.

d. Network object groups, when implemented, use less CPU and resources from
the router when implementing access controls that contain them.
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10.

Chapter 11: Using Access Control Lists for Threat Mitigation
Which one of the following is probably the single most significant benefit of man-
aging existing ACLs using CCP rather than via the command line?
a. Applying access lists to interfaces
b. Creating brand-new access lists
c. Looking at hit counts on the access list entries
d. Rearranging the order of the access list entries
What does the log keyword do when added at the end of an access list entry?
a. It sends an SNMP message.
b. It sends an SDEE message.
c. It generates a syslog message.
d. It causes hit counts to be displayed when viewing access lists.

With IPv6, what is significantly different about applying a packet filter to an inter-
face compared to IPv4?

a. The syntax is the same at the interface.

b. You do not use the keywords for in or out.

c. You use the command ipv6 access-list rather than access-group.
d. You use the command traffic-filter instead of access-group.

If you accidentally implement an IPv6 filtering policy that explicitly denies all
inbound IPv6 traffic, which protocol in the IPv6 suite will most likely cause a failure
in the network first?

a. IPv6 ICMP
b. IPv6 UDP
c. IPv6 TCP

d. Impossible to implement a deny any any statement in IPv6 ACLs
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Foundation Topics

Access Control List Fundamentals and Benefits

This section covers some of the uses of ACLs, with a focus on the function of filtering.
We also look at the options and flavors of ACLs and the mechanics of how they operate.

Access Lists Aren’t Just for Breakfast Anymore

Many people who are new to Cisco think that an ACL is just a mechanism used for pack-
et filtering, and that is certainly what most of this chapter is all about. However, a wide
range of other functions and features can use the services of an ACL to identify specific
traffic based on the matching capabilities that make up the access list. Note that ACLs
are also referred to simply as access lists, too; the terms are used interchangeably. In
general, what you will see is that access lists are used to give a yes or no decision about
something. Table 11-2 describes a few of the features that can leverage an access list.

Table 11-2 Fearures That Can Use an Access List

Feature Description

IOS Inspect class map  This is a class map that is designed to be used with the Cisco 10S
router Zone-Based Firewall. The class map can refer to an access
list for the purpose of identifying traffic that matches and is
permitted in the access list. Traffic that is permitted in the access
list is considered a match for the purposes of the class map.

IOS class map A typical class map could be used for features such as policy-
based routing. This class map also has the ability to refer to an
access list for the classification (identification) of specific types of
traffic.

Routing protocols Routing protocols, such as Open Shortest Path First (OSPF),
Enbanced Interior Gateway Routing Protocol (EIGRP), and
Border Gateway Prorocol (BGP), can all use the functions of an
access list to control the behavior of various aspects of the routing

protocol.
Quality of service High-priority can be assigned to specific traffic that is classified
(QoS) (identified) using an access list.
VPN You can use an access list to identify which traffic is “interesting”

(meaning which traffic should be sent through a VPN tunnel). This
would be part of a VPN configuration, and traffic that does not
match a permit statement in the access list would be forwarded
normally and not be sent through the VPN tunnel.
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Feature

Description

ASA Firewall Modular
Policy Framework

The ASA firewall, which also uses class maps to identify traffic,
can have those class maps refer to access lists for the identification
of specific traffic.

Network/Port Address
Translation (NAT/
PAT)

Using policy-based NAT, or even just qualifying which source IP
addresses should be translated, you could use an ACL to identify
those devices that require translation.

Packet filtering

Packet filtering refers to applying an access list as a filter on an
interface to allow the device to control what traffic is allowed
through that interface. This is the primary focus for the rest of this
chapter.

Stopping Malicious Traffic with an Access List

In reality, the packet-

filtering access lists (meaning an access list applied to an interface

with the intention of filtering some of the traffic) is not just used to filter malicious
traffic. You can also apply it to an interface to enforce a policy. Figure 11-1 serves as a
reference point for most of the discussion throughout the rest of this chapter.

Server 1
11.11.11.11/24

44.44.0.0/24
44.44.1.0/24
44.44.2.0/24
44.44.3.0/24

44.44.255.0/24

(256 Subnets in Total)

Figure 11-1

Hosts on Networks:

R1

Gig 1/0 <570
« 1

Gig 2/0

Gig 3/0

Server 3
33.33.33.33/24

a

Server 2
22.22.22.22/24

Topology for Packet-Filtering Discussion

To begin with, we make a few assumptions about this network topology. First, the
router has a routing table that provides the knowledge of how to forward to any of the

239



240 CCNA Security 640-554 Official Cert Guide

{ Key
i Topic

networks shown. If a router does not have a route, it will not matter what type of access
lists we apply because the router will be unable to forward packets out of any interface
because it does not know which interface to use.

What Can We Protect Against?

So, with routing in place and the functional working router, let’s identify a few types of
malicious traffic the router could filter by leveraging a well-written access list either as a
filter or used as a classifier along with another feature. Attacks that could be mitigated
include the following:

IP address spoofing: An example of this is a device sending a packet but lying
about its source IP address. Let’s pretend that all the networks in the bottom left of
the diagram are under our control, meaning we are responsible for them. If we know
that all those networks that begin with 44.44, as shown in the diagram, live off of
the gig 1/0 interface, an access list could be created and applied outbound on that
interface that denies any packets claiming to come from one of those 44.44 net-
works. (This would stop packets that come in on the g3/0 or g2/0 that were claiming
to be coming from 44.44.x.x, because the ACL would deny the packet outbound

on G1/0.) This technique has lots of variations, but the concept is the same: filter
the bogus, spoofed traffic, and not forward it. Instead of applying the access list
that denies source IP addresses from the 44.44 range outbound on gig 1/0, we also
could have applied that same access list inbound on gig 3/0 and gig 2/0. By apply-
ing the access list closer to the source of the attacker, we are saving some resources
on the router, because the router does not have to do a route lookup, decide which
interface to forward out of, only to then deny that packet because of an access list
on that outbound interface. Ideally, you should place access lists as close to the
source as possible (as in the case of extended access lists) as long as the placement
of that access list is implementing the policy that you want to happen. In case you
were wondering why, it is because you do not want to forward a packet all the way
through your network when you know you are going to kill it anyway.

TCP SYN-flood attacks: This type of an attack is a denial-of-service (DoS) attack.
These are designed to take down a device, often a server. It is done by sending the
initial sequence for a three-way handshake and either spoofing the source address
so that the server is trying to reply to yet another victim or having the attacker
intentionally fail to reply in an attempt to tie up resources on the server. Firewall
techniques, such as the IOS Zone-Based Firewall or the ASA Firewall (both covered
later in this book), could be used to mitigate that type of attack, but there are other
features such as TCP Intercept that the router can use (in conjunction with an access
list to identify the servers to protect) to mitigate these types of attacks, as well.

Reconnaissance attacks: By configuring a filtering ACL and applying it to an
interface, you could deny certain types of Internet Control Message Protocol
(ICMP) or User Datagram Protocol (UDP) traffic that may be used for an attacker
to learn additional details about the networks behind the router. Traffic that could
be denied may include the protocols used by traceroute and ping, among other traffic
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that might not be critical for your network and that might be safely denied without
any impact to the production network.

m  General vulnerabilities: By implementing an ACL that uses the attitude of least
permission, which means that nothing is allowed except for what you explicitly
permit, you can remove a whole range of potential vulnerabilities and weaknesses
in your network from the eyes and potential access of the attacker. If the ports and
protocols are not available to go through the router, the attacker cannot leverage
those ports and protocols against a system on the other side of the router.

The Logic in a Packet-Filtering ACL

When I think about computer networks, many times I will internalize the process that

a router or switch is going through, and think of the device as having human character-
istics. That idea lends itself to a great analogy about access lists. Take a moment and
consider the router from our earlier diagram as being a building. This building has three
doors, and each door is labeled. The doors are gig 1/0, gig 2/0, and gig 3/0. As you
visualize this, imagine that each of those doors opens and that people can walk in to the
building in any one of the doors or out of the building through any of the doors. Now
suppose that you want to control which people can come into the building through
which specific doors. The first thing we want to do is have a plan of who you want to
allow to come in through which doors. Using the diagram from earlier, let’s consider just
the door gig 1/0. For this example, let’s decide that anybody who is wearing a blue hat is
not allowed in that door. Let’s also say that if somebody is wearing a green hat, he is also
are not allowed in the door. For everyone else who has either a different colored hat, or
no hat at all, we will let them in.

So, that is the policy that we created. But how do you enforce this policy? The first
thing you have to do is write out the policy on paper, which would look something like
this:

Line 1. Deny people with blue hats

Line 2. Deny people with green hats

Line 3. Permit everyone else regardless of hat color
Line 4. Permit everyone else not wearing any hat

So, now that you have written out the policy on a piece of paper, which is a great place
to start, you need to enforce it. The idea that I have is to hire a security guard. What
we can do is take the security guard over to this door named gig 1/0, and tell the secu-
rity guard to use this list and check every single person who is trying to come into the
building through that door from outside. For every person who shows up and is trying
to come into that door from the outside, the security guard should take the list, look at
line 1, compare that to the person’s hat color, which is blue for line 1, and if it matches
put the list away and deny access to that person. If another person comes up and has a
green hat, take out the list start at line 1, and if it matches go ahead and deny the user,
but if it is not a match for line 1, continue on with line 2. If line 2 is a match, based on a
green hat, deny that user, as well. So, for every single person who is trying to come into
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the building from the outside through that door, the security guard is going to go from
top to bottom through the list until either there is a match (based on hat color), which
will be followed by denying that user, or a match on line 3 that permits everybody else
with a hat in. If someone has no hat, technically it would not match as written, so those
people would be denied. If line 4 did not exist, there would be an implicit deny (because
of the lack of a match that said “permit”).

This is an example of an access list being applied inbound on a specific interface. From
this example, does the security guard care what users are trying to leave the building

or go out of that interface? The answer is no, because we did not apply a security list
outbound on the interface, only inbound. Most of this, of course, you learned in your
CCNA certifications, but it is important to realize that access lists when applied as filters
can be applied inbound and or outbound. The goal is for the final result to implement
your desired security policy.

If an empty access list is applied to an interface, it will not deny any traffic. The implicit
deny takes effect only when there is at least one configured line in the ACL. Another
interesting quirk is that if configured ACL is applied outbound on an interface, the rules
in the ACL apply only to outbound traffic that is being routed through the router (tran-
sit traffic) and doesn’t have any effect on traffic generated by the router itself (such as a
routing update) that is exiting that same interface.

Standard and Extended Access Lists

Now that you know, or at least have revisited, the basic function of an access list for
filtering purposes, it is time to review a couple of categories of access lists. A standard
access list can only match packets based on their source IP address information. That

is it, end of story. An extended access list can match a packet based on the source or
destination IP address and most of the content that is contained in the Layer 4 protocol,
such as TCP or UDP ports and other Layer 4-relevant information or specific Layer 4
protocols.

Both standard and extended access lists can be identified via a unique number or a
unique name, and the functional implementation about what they do does not change
based on choosing to use a number rather than a name.

Consider the initial diagram again. If our goal is to prevent the users on the 44.44 net-
works from reaching server 3, and we want to use a standard access list that filters based
on their source addresses, we need to apply that on interface gig 3/0 in the outbound
direction. It is unfortunate because all the packets going into the router have to be com-
pared and looked up in the routing table before the router even knows the traffic should
be forwarded out of gig 3/0. It is only after the route lookup that the router discovers
the deny for that source IP address and drops the traffic. We cannot place this standard
ACL on interface gig 1/0 because that would prevent those users from getting to server
2. If instead we use an extended access list that specifies that we want to deny the traf-
fic from the users on the 44.44 network only if that traffic is destined for the IP address
of server 3, we can apply that access list closer to the users on interface gig 1/0. This
will save resources on the router because it does not have to do a route lookup because
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traffic going inbound on gig 1/0 would be denied right there. Table 11-3 describes and
compares standard and extended IPv4 ACLs.

Table 11-3 Standard ACLs Versus Extended ACLs e
i Ke
Standard ACL Extended ACL To;‘),ic

Numeric range 1-99, 1300-1999. 100-199, 2000-2699. )
Option for using  Yes. Yes.

names for the

ACL instead of

numbers

What they can Source IP only of the packet Source or destination IP, plus most

match on being compared to the list. Layer 4 protocols, including items

in the Layer 4 header of the packet
being compared.

Where to place Unfortunately, these need to Because the extended ACL has the
be placed relatively close to the  granularity of matching on specific
destination. Applying these access source and destination, you can
lists too close to the source may  place these very close to the source
limit that source from reaching of the host who is generating the
other destinations that were not  packet, because it will only deny the
intended to be limited. traffic to the specific destination

and will not cause a loss of service
to other destinations that are still
being permitted.

Line Numbers Inside an Access List

An access list is a collection of entries, or lines. Sometimes, these are called access con-
trol entries (ACE). By default, adding a new line to an access list places that line at the
bottom of the list. Based on your policy, that might not be the position where you want
this entry in the list (which is processed by the security guard from top to bottom). By
default, the router automatically assigns sequence numbers to each line. Normally they
begin with 10, and increment by 10 for each new line. If you want to manually put an
access list entry strategically in between two already present lines, you can do that by
modifying the new sequence number for your new entry. For example, if you have an
access list entry at 30, and another one at 40, and you want to insert a new line between
those two, you can edit the ACL either in the GUI or at the CLI (using the names access
lists editing mode) and specify the new entry with a line number in the range of 31 to 39.
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Wildcard Masks

The prerequisites for the CCNA Security include CCNA for Routing & Switching. So, much
of this content about access lists might very well be a review for you, which never hurts. One
item you have probably come across is the concept of a wildcard mask. The wildcard mask is a
binary representation that in essence says that wherever there is a bit on in the wildcard mask,
the corresponding bit from the IP address being looked at (the source or destination IP address
of the packet being compared) does not have to match. So, if you have an IP address that is 32
bits long, and a wildcard mask that is 0.0.0.255, it means that the last 8 bits of the IP address
being checked are not being compared. Anything goes for those last 8 bits, which might be
why it is called a wildcard. Quite simply, a 0 bit means the initial value must not change, and

a 1 bit means you do not care what value goes there. The upcoming configuration section
reviews several scenarios to reinforce your knowledge of how wildcard masks operate and how
you might use them to create a filter that will match on a range of IP addresses with a single
entry by using the appropriate wildcard mask to match a summary of networks or hosts.

Object Groups

When creating access lists, you can run into problems. Suppose, for instance, that you have
15 different servers and that they are not all on the same subnet. So, you cannot create a
nice summary range for them. You also need to permit both web and email traffic to these
15 servers. You could create object groups that identify those 15 servers, and then use those
object groups embedded into entries in your access list. So, to allow 2 protocols to 15 differ-
ent servers, you could create an object group for the 15 servers and implement your access
list with 2 lines, one for web traffic and one for email traffic to the object group. In reality,
this is just a timesaver for the administrator, because behind the scenes the router is still logi-
cally checking an access list, which would be 30 lines long, about 2 specific services to each
of the 15 different devices. So, in short, object groups are convenient for the configuration
of policy and a benefit to the administrator for that reason. We look at an example later.

Implementing IPv4 ACLs as Packet Filters

This section covers how to implement the ACLs using a variety of methods, including
Cisco Configuration Professional (CCP) and the command-line interface (CLI).

Putting the Policy in Place

The policy is whatever you, as the administrator, have either created or have been asked
to implement. The policy states what you want to do, and the implementation of that
policy (in our case, using access lists for packet filtering) is what enforces the policy.
Refer to Figure 11-1 (shown at the beginning of this chapter), which we use for both our
scenarios and the implementation of policy through CCP and the CLI

Let’s begin with a simple warm-up exercise, with the following requirements:
B Must use a standard access list (may be named or numbered).

m  Traffic from the subnet where Server 1 is located (Network 11.11.11.0/24) should
not be allowed access to Server 3 (Network 33.33.33.0/24).

m  Other traffic should not be restricted anywhere.
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Armed with this information, we know the standard access list can filter based only on
the source address of the subnet where Server 1 is. We can use a wildcard mask in the
access list to identify this source subnet. We also know that if we place this access list
inbound on gig 1/0 that it will stop traffic that is from Server 1’s subnet from reaching
Server2, so we cannot place it inbound on interface gig 1/0. Our only other alternative
is to place it outbound on interface gig 3/0. At the end of every access list is an implicit
deny, sort of like the security guard going through the entire list and not seeing the
person’s name on the list and by default denying entry for that person (that would be
for an inbound ACL, or denying exit for an outbound applied ACL). So, to not deny
everybody else’s traffic, we also need to implement a second entry (access control entry,
ACE) that permits all the other traffic.

In reality, a standard ACL causes additional filtering because any traffic from the subnet
of Server 1 will not be allowed out of interface gig 3/0, regardless of its destination.
However, given the requirements, it is our best option (short of using an extended ACL)
about placement.

To create and apply an access list using CCP, after selecting the appropriate router
navigate to Configure > Router > ACL > ACL Summary. It is an excellent idea to
see whether any access lists are currently in place before creating new ones, and the
Summary page is a great place to determine whether any are present, as shown in
Figure 11-2.
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After viewing the current access lists that are in place, if any, you are ready to create a
new access list. To do that, in the navigation bar on the left select ACL Editor, which

is right below the ACL Summary option and click Add; you can now create a new rule.
You can specify the name or number of this rule and whether it is a standard or extend-
ed rule by using the drop-down for the type. By default, there are no entries (individual
lines) in this access list, but you can add them by clicking the Add button and putting
the details for the first entry in the standard access list. Figure 11-3 shows adding an
entry to the access list.
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Figure 11-3 Creating a New Standard Access List

You repeat this add process to add a second line in the ACL to permit all other source IP
addresses. Figure 11-4 shows the second line.
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To modify the order of an access list, you just highlight an entry and click the Move Up

or Move Down button, as appropriate, as shown in Figure 11-5.
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Figure 11-5 Moving an Entry in the Access List Up or Down
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After confirming the access list is the way you want it, click OK to deliver the configura-
tion to the router. Example 11-1 shows how to implement this access list using the CLI.

JRCEN

Example 11-1 Using the CLI to Implement an Access List

Key

.prm !  adding comments in the form of remarks is helpful in remembering

eeseren,

! what a specific portion of the access list was intended for

Rl (config)# access-list 5 remark Block Serverl's subnet from reaching Server 3

! using the log keyword at the end of the ACL entry (ACE) will create

! syslog messages regarding this line is being matched. The syslog messages
! could be viewed wherever they are being sent, such as from the buffer memory
! or at a syslog server.

Rl (config)# access-list 5 deny 11.11.11.0 0.0.0.255 log

! This last line of the access list is critical, to permit any traffic

! that wasn't

! previously denied. Without this last line, all other traffic would be denied
! where this access list is applied ( based on the direction of the traffic and
! which direction the access list is studying the traffic

Rl (config)# access-list 5 permit 0.0.0.0 255.255.255.255

The access list is shown here in the editor with the top portion showing where it is
applied (we have not applied it anywhere yet), and the bottom portion of the screen
shows the detailed entries in the access list, as shown in Figure 11-6.
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Figure 11-6 Viewing Access List Details
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To complete this task, we need to apply this access list outbound on gig 3/0, per our
plan. There are a couple of options for applying the access list to an interface. The sim-
plest method, if you have just created an access list, is to click the Associate button
while editing an access list. From the pop-up window, you can specify the access list you
want to apply to the interface, including in which direction, as shown in Figure 11-7.
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Figure 11-7 Applying the Access List to an Interface

To apply this access list to the interface using the CLIL, use the syntax shown in

Example 11-2.

Example 11-2 Apply the Access List to an Interface

! Move to interface configuration mode

Rl (config)# interface GigabitEthernet3/0

Rl (config-if)# ip access-group 5 out

apply the access list using the access group command, with the keyword out

Another option is to navigate to Configure > Interface Management > Interface and
Connections, edit the properties of an interface, and then select the access list from a
drop-down menu, as shown in Figure 11-8.
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Figure 11-8 Applying an Access List to an Interface

Let’s work through another scenario together with a new set of requirements, including
the following;:

m  Devices on a network 44.44.1.0/24 should be allowed only web access to Server 2
and Server 3.

m  Devices on the other subnets of 44.44 should not be allowed any access to Server 2

and Server 3.

m Al other traffic should be permitted.

To implement this, you use an extended access list because it best fits the need of filter-

ing based on both source and destination addresses. You are likely going to apply this
inbound on gig 1/0 because that is closest to the source. Because you are doing similar

filtering for the two servers, you could create an object group that represents those two

servers, and use it in the ACL. Using object groups, you can implement this policy with

three lines. To deny all the other 44 networks, you use a wildcard mask to summarize all

those networks into a single line for the deny statement.

You can choose one of two ways in the GUI to do this. You can start in the Interface
and Connections section and edit the interface parameters, which will enable you to

additionally create an ACL and apply it, or you could go to the ACL Editor, create the
ACL there, and associate it with the appropriate interface.
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You saw both options in the previous figures, and because I am currently in interface
configuration mode, we are going to start right there. So, navigate to Configure >
Interface Management > Interface and Connections and click the Edit button after
highlighting the interface you want to apply it to, or just double-click the interface to
bring up the Edit menu. In our case, gig 1/0 currently has no access list associated with
that interface. We now are going to apply the rule inbound on gig 1/0, so we click the
Options button across from the keyword Inbound. This gives us the options to create a
new ACL, remove a rule association from this interface, or select an existing rule. In our
case, we create a new rule, as shown in Figure 11-9.
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Figure 11-9 Creating a New Rule

Just as before, we click the Add button and select the ports and IP addresses and pro-
tocols that we want to implement in this access list. If you put them in the wrong order,
you can use the Move Up and Move Down options to reorder the entries in the access
list as discussed previously.

Before we started creating rules, we decided that we wanted to use an object group to
represent the two servers. We really should create the object group before we try to
reference that object group in an access list. Some interfaces (for example, on the ASA,
covered in a later chapter) provide pop-up options for creating object groups on-the-fly.
It makes sense to have every bit planned out and to create object groups before refer-
ring to them in an access list. Everything you plan out related to security should be well
thought out, so this is a good exercise.
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To create an object group, navigate to Configure > Router > ACL > Object Groups

> Network Object Groups. For some service object groups, you can identify differ-

ent protocol and port numbers in the group for the same reason (thus simplifying the
creation of access lists), or you might need to permit or deny the same types of services
(web, email, and so on) by putting all these into an object group configuration. For now,
we create a network object group that has the IP address of two hosts: Server2 and
Server 3.

To create an object group from this location, click Create, as shown in Figure 11-10.

*4" Ciseo Configuration Professional

Utilties

Application Hulgs
L = i Honito 2 i i — - % sl et |ne
Howa banPigwr B rronitor Cisco Configuration Professional L
- Clsco
Sulwct Co r I
" Conligure > Rouler > AC Objuct Groups > Network Dbject Groups
2222221 | v - - X it x 4
Craate Notwork Objuct Group g,
Group Harme * A _Couple_Servars characters (1-2311 no default)
Cescription o Swrver and Serverd's host sddresses characters (1-2411 no defaul)
Natwork Uhject Lraup Members
Type of mamber i | 10 Address / Hostname w |
Group Members
Most:22.22.22.22
10 Address / Hostname
Aadd
1P Address f Hestname (F B b B
Hanmaws Hamawe All
I——
v | ok | Camcal |
. R
.
.
.
.
‘

Figure 11-10 Creating a Network Object Group

From the Type of Member drop-down list, you can select an individual hostname, a
network, a range of IP addresses, or even an existing network object group that could be
nested into this new object group you are creating. In this example, we specify that we
are adding individual IP address/hostname, and add the two individual IP addresses of
22.22.22.22 and 33.33.33.33. After they are both listed as group members on the right,
we click OK to continue. There are two main categories for object groups. There are
network object groups, which identify devices based on IP address, and could be a net-
work, host, or a range of hosts. The other type of object group is called a service object
group, and they can specify TCP, UDP, and a collection of ports that represent common
services such as TCP port 22 for Secure Shell (SSH), TCP port 443 for Secure Sockets
Layer (SSL), and so on. There is also support for ICMP-related messages, and again the
goal is the same: to simplify the creation of access lists by lumping the common services
that are needed into an object group and refer to that object group in an entry in the
access list.
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To create this same object group at the CLI as with the CCP, use the syntax shown in
Example 11-3.

Example 11-3 Create a Network Object Group
{ Key
! name the object group, and the type (in this case it's a network i Topic

! object group)
Rl (config)# object-group network A Couple Servers

! add a description if desired

Rl (config-network-group)# description Server2 and Server3's host addresses

! and the two hosts that will be identified by this object group
R1l (config-network-group)# host 33.33.33.33
Rl (config-network-group)# host 22.22.22.22

Now we are ready to call on this object group from within the access list configura-
tion. As we create the access list and add entries, one of the options when supplying
the source or destination address information is to select one of the object groups that
is currently on the system. (We have created only one so far). Example 11-4 shows the
access list required to implement our solution, which includes the object group we just

created.
Example 11-4 Using Object Groups as Part of the ACL -'"'.I.;ey
. o Topic
! create the named or numbered access list, as long as it is extended “

' in this example we're using a named access list

Rl (config)# ip access-list extended IINS Extended ACL_ Example

! you can add comments using the remark command to your ACL's if desired

Rl (config-ext-nacl)# remark This ACL uses object groups

! this entry permits TCP traffic from the 44.44.1.0/24 network if the

! traffic is destined for the two servers identified by the object group,
! and if the destination port is TCP 80 ( Web services)

! we could add logging with a login keyword at the end of each entry if

! desired

Rl (config-ext-nacl) #permit tcp 44.44.1.0 0.0.0.255 object-group A Couple_
Servers eq www

! next we deny all the other 44.44 networks including 44.44.1 from any further

! traffic to the servers. Because the access list is ordered from top to bottom,
! this next deny statement would be too late to stop the desired Web traffic

! from the previous line, which is the desired result.

Rl (config-ext-nacl)# deny ip 44.44.0.0 0.0.255.255 object-group A Couple
Servers
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! now we have a permit for all other traffic that was not previously
! matched.
Rl (config-ext-nacl)# permit ip any any

Rl (config-ext-nacl)# exit

! Applying this access list inbound on the correct interface is what puts
! the policy into action

Rl (config)# interface GigabitEthernetl/0

Rl (config-if)# ip access-group IINS Extended ACL_ Example in

To verify the configuration of the ACLs and to see where they are applied, you can visit
the ACL Editor again, to see the details, as shown in Figure 11-11.
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